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Introduction

This repository is comprised of multiple tabs, each one representing a component of Vendors' organizational
qualifications and experience.

Proposers should provide a complete response to all sections in this workbook. Failure to comply may render the
proposal non-responsive.

Instructions for Each Section

Please enter basic workforce and project counts for your firm, including totals as well as
industry- and product-specific experience.
Please select from the drop down menu provided for each qualification. If you would like to
provide additional context/detail, please use the comments field.
Please provide at least 3 references. The scope of references must cover the three primary
components of SCV’s request: 1. software, 2. system integration services, and 3. application
managed services. Should the scope of a given reference covers only a portion of these
three scope areas, additional references should be provided in order to provide full
Please identify representative Key Personnel likely to be staffed on the implementation for all
roles described in Schedule A (Key Personnel). At a minimum, SCV anticipates the Program
Lead / Executive, Project Manager, and Functional Leads (HCM, FIN, P2P, Inventory) to be
Key Personnel key personnel. The vendor may add additional key personnel roles. Multiple candidates for
the same role can be included. A candidate can also fill multiple roles. For each role, please
complete all cells and provide a brief description of the responsibilities, skills and % of time
allocated.
Subcontractors Please provide an overview of your proposed subcontractor resources, if applicable.
Please provide a detailed list of all project tools & accelerators that provide differentiated
value and are required for successful implementation. These could include pre-built
Tools & Accelerators components, frameworks, techniques, methodologies, collaborative tools, etc. that are
assumed to be embedded/inherent in your pricing. All listed tools and accelerators that
require licensing, subscription, or other fees must also be included in the Pricing workbook.

Company Overview

Minimum Qualifications

References

Note: Vendors may elect to submit three separate Attachment 1, one for each vendor (i.e., 1. software, 2. system
integration services, and 3. application managed services).



Company Overview
Question

Response

Sl Vendor

Company Name

Annual ERP-Related Revenue of Last Three (3) Fiscal Years

Total number of United States-based staff

Total number of United States-based staff in the state & local government
practice

Total number of Global staff in the ERP practice

Total number of United States-based ERP Clients served

Total number of United States-based ERP State & Local Government Clients
served

Is the Vendor a party to any existing or potential contract or under any
obligation that could conflict or be inconsistent with the scope of services to
be rendered as described in this RFP?

Software Vendor

Total number of United States-based staff

Total number of United States-based staff in the state & local government
practice

Total number of Global staff in the ERP practice

Total number of United States-based ERP Clients served

Total number of United States-based ERP State & Local Government Clients
served

Is the Vendor a party to any existing or potential contract or under any
obligation that could conflict or be inconsistent with the scope of services to
be rendered as described in this RFP?




Minimum Qualification

Minimum Pro

Qualification Met? Comments

poser Credentials (All Vendors)

Proposer must have been in the business of providing similar solution / services
for a minimum of ten (10) years.

Proposer must not have had a contract terminated for cause within the last twenty-
four (24) months from the time of RFP posting.

Proposer shall disclose any lawsuits in which the firm is or was a party, for the
preceding five (5) years, and the resulting outcomes.

Proposer must not have filed for bankruptcy protection within the past ten (10)
years.

Proposer must show evidence of possessing Worker's Compensation Insurance
as required by law.

Minimum Services R

equirements (System Integrator Only)

Proposers must show evidence that the proposed service provider is a certified
implementation partner of the proposed software provider.

Proposers will staff an on-site project manager and on-site implementation team
for no less than 3 days per week for the duration of the implementation and hyper

Minimum Solution Requirements (Software Vendors Only)

The proposed solution must have been implemented in a substantially similar
form in at least two (2) organizations within state or large municipal government
agencies that are located within the United States, and been fully operational for a
minimum of one (1) year.

Proposer must show evidence that the core ERP solution will be offered through a
cloud-based environment for all capabilities and functions defined within this
solicitation.

Proposer’s core ERP Solution must have a fully functional cloud-based Solution
hosted in the continental United States.

Minimum Services Requi

rements (Managed Services Provider Only)

Proposers must show evidence that the proposed managed service provider has
been delivering ongoing operational services to customers of the proposed
software provider for a minimum of (1) year.

Proposer’'s managed services must be provided in the continental United States
with no data transmitted out of the continental US.




References
Reference Information Request Reference 1 Reference 2 Reference 3

Name of Organization

Industry

Employee Count

Annual Budget

Scope of Software Product(s) / Modules*

Scope of Implementation Services (if
applicable*)

Scope of Application Managed Services (if
applicable*)

Project Start Date

Project Completion Date (real or expected)

Reason Reference was Chosen for SCV

Contact Name and Title

Contact's E-mail

Contact's Phone

*The scope of references must cover the three primary components of SCV'’s request: 1. software, 2. system integration services, and 3. application managed services. Should the scope of a given reference covers only a portion of these three
scope areas, additional references/columns should be added in order to provide full coverage.




Key Personnel

Time Allocated as % of Total
Responsibilities & Skills Planning & | Configuration, [ Deployment & OCM and
Design Build, Test Initial Support Training

Title & Seniority Named Individual Geographic Location | Years With
Level of Resource Your Company

Sl Vendor

Program Lead / Executive
Project Manager

Enterprise Architect
Business Process Architect
HCM Lead

FIN Lead

P2P Lead

Inventory Lead

Technical Development Lead
Testing Lead

Organizational Change Management
Lead

Training Lead

Reporting & Analytics Lead
Data Migration Lead

SW Vendor

AMS Provider




Subcontractors
Question
Subcontractor Name

Subcontractor 1

Subcontractor 2

Subcontractor 3

Type of Legal Entity

Company ownership (i.e., private/public, joint venture)

Jurisdiction of Company Formation

Headquarters Location

Date Founded

Number of employees

Proposed Products or Services to be provided

Experience of subcontractor in performing the services
to be provided

Brief description AND number of projects that the
Proposer has partnered with this Subcontractor

Location(s) where work will be performed




Tools & Accelerators
# ERP Tool / Accelerator Description of Value Included in Pricing?
S| Vendor
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Attachment 2: Pricing
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Project Cost - Plan & Design (i.e., Planning and Designing the Solution)

Project Cost - Config-Build-Test (i.e., Configuring, Building, and Testing the Solution)

Project Cost - Training-Deploy-Sup (i.e., Training, Deploying, and Providing Initial Support)
Project Cost - OCM (i.e., Managing Organization Change)

Other One-Time Costs

Optional Solutions and Services

Implementation Services Cost Summary (Vendor does not need to populate; the worksheet will auto populate)
Application Managed Services Costs

Total Cost Summary (Vendor does not need to populate; the worksheet will auto populate)
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Milestones and Deliverables & Fees

Rate Cards
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SCV ERP Solution and Services Selection

Pricing

INSTRUCTIONS:

Vendors MUST provide a complete response to all sections in this workbook for ERP solution and services. Failure to comply will result in lower evaluation scores
or may render the proposal non-responsive.

Please follow the instructions in each of the worksheets and attach additional documents to this template where requested.

Unless otherwise noted, all worksheets MUST be populated by the vendor.




SCV ERP Solution and Services Selection
Vendor Pricing Response Worksheet | Overview of Your Pricing Approach

INSTRUCTIONS:

SCV assumes that vendors are offering a cloud subscription pricing approach. If the vendor has a different pricing models, space is provided below Pricing Model 1 (Subscription
Model) for alternative pricing models (scroll down to see all three). Please provide details of each of your pricing models, if applicable. Some considerations are outlined below. The
actual pricing is to be provided in the "Ongoing Operational Expenses" tab.

a) Basis for Fee (e.g., by employee, user, usage, transaction, revenue). Please show this explicitly in the pricing tabs, so we can see the calculation that results in the associated
cost.

b) Services Included in Fee (e.g., does it cover upgrades/ updates? Does it cover provision of other non-production environments, such as test and sandbox? Does it include
training resources? If so, what level? What level of support is covered? Does it include hosting of any other 3rd party or SCV solutions in our application ecosystem?)

c) Support Fee Options (i.e., Bronze, Silver, Platinum) options if applicable. Please attach/provide documentation to explain.

d) Excess Data Storage Fees

e) Payment Period (e.g., monthly)

f) Standard Contract Term Period (i.e., number of years); Optional Term Periods offered (i.e., 3-year vs. 5-year vs. other) that result in pricing discounts for longer term and renewal
periods

g) Handling of Changes in Subscription Volume During Contract Term (i.e., reductions, increases)

h) Renewal Caps

i) Additional Fees







SCV ERP Solution and Services Selection
Vendor Pricing Response Worksheet | Additional Pricing Information

INSTRUCTIONS:

Vendor must respond to each request for additional pricing information. If the vendor is proposing multiple pricing models, the vendor must clearly state how the response differs for
each pricing model.

Additional Pricing Information Vendor Response

Outline the options clients have with length of contract
terms and purchasing options, such as monthly or
yearly. Include any discounts offered for subscribing to
lengthier terms.

Outline the specific environments that are supported
with your pricing (e.g., dev, test, training, production,
HA). Describe any pricing variations at the region, BU,
customer base, user grouping, etc. levels.

Describe how you provide timely notification of new
features and charges for new features on standard
upgrade roadmap; anticipated pricing changes or add-
on options. What is the minimum lead time before
being required to adopt a new feature and lead time
before being required to pay additional fees for a new
feature?

What options do clients have for exiting the service,
with minimal migration charges? How much time do
clients get to copy/remove their data upon issuing an
intent to terminate?

Note: Please see "Transition of Services" within
"Information Technology Terms and Conditions."

What true-up processes are available to clients to
easily add and remove users and services?

Please outline any tiered or discount schedule by
number of users by module.

Please outline your self-service or automated granular
billing and reporting capabilities. How does your
solution enable custom tagging or use of metadata to
determine usage by user type, department, location,
BU, etc.?

Please provide and outline any indirect usage charges
that are part of your software license policy.




Clearly articulate exactly when the yearly subscription
or maintenance charges begin (i.e., when contract
signed, at beginning of implementation when
environments stood up; ramp-up during
implementation; not until first go-live; after warranty
period, other.




Vendor Pricing Response Worksheet | Assumptions
INSTRUCTIONS:
Vendors shall use this table to itemize all key assumptions, how the assumption impacts cost (including the assumed unit cost, quantity, and resulting cost impact, where applicable), and to identify the impact if the assumptions are not realized. If
multiple pricing models are proposed, the vendor shall specify which assumptions apply to which pricing model.
Example assumptions:O
Number of sprints
Number of conference room pilot sessions
Number of fit/gap sessions
Number of user groups
Number of business processes
Assumption Description and Rationale SCtis i?sied i Apgl::f‘it'i't‘;te Apprc:ﬂ':::: (G Impact if Assumption Not Realized
1 $ - - |8 -
2 $ - - |8 -
3 $ - - |8 -
4 $ - - |8 -
5 $ - - |8 -
6 $ - - |8 -
7 $ - - |8 -
8 $ - - |8 -
9 $ - - |8 -
10 $ ) - |® °
1 $ - - |® .
12 $ - - |® .
13 $ ) - |® °
14 $ - - |® .
15 $ ) -8 )
16 $ ) - |® °
17 $ - - |® .
18 $ ) - |® °
19 $ ) - |® °
20 $ ) - |® °
21 $ - - |® .
22 $ - - |® .
23 $ ) - |® °
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SCV ERP Solution and Services Selection

Vendor Pricing Response Worksheet | Ongoing Operational Expenses

INSTRUCTIONS:

For each applicable pricing model, please include cost estimates for ongoing operational expenses that are not to be redundant with any one-time costs from the prior tab. Do not include Application Managed Services costs that are captured on tab M. You must also complete
columns B, C, and D to provide transparency to the ongoing cost calculation.

Note: We have provided sections to have specific pricing for up to 3 different Pricing models, so scroll down if you offer your clients multiple pricing options.

If more rows for Annual Maintenance/Subscription Fees are needed for Model 1, please insert after row 7 and before row 19 to keep totals intact.

If more rows for Annual Maintenance/Subscription Fees are needed for Model 2, please insert after row 34 and before row 47 to keep totals intact.

If more rows for Annual Maintenance/Subscription Fees are needed for Model 3, please insert after row 62 and before row 75 to keep totals intact.

Annual Mai /Subscription Fees

SOFTWARE SOLUTION BUNDLE

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

Other Fees (if not included in annual subscription fees identified above) Include Fee Assumption For Cost Provided

Upgrades/ Updates

Training

Non-Production Environments (e.qg., test, sandbox, training)
Premium Support

<Insert Other, If Applicable>

Total Ongoing Operational Expenses

Total [s - [s - [ - [s - [s -

Annual Mai /Subscription Fees

SOFTWARE SOLUTION BUNDLE

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES, 3RD PARTY SOFTWARE)




ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

Other Fees (if not included in annual subscription fees identified above)

Include Fee Assumption For Cost Provided

Upgrades/ Updates

Training

Non-Production Environments (e.q., test, sandbox, training)

Premium Support

<Insert Other, If Applicable>

Total Ongoing Operational Expenses
Total

Annual

SOFTWARE SOLUTION BUNDLE

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS, UTILITIES, 3RD PARTY SOFTWARE)

ADDITIONAL SOLUTION COMPONENTS (E.G., INTEGRATION, ANALYTICS, TOOLS,
ACCELERATORS. UTILITIES. 3RD PARTY SOFTWARE)

Other Fees (if not included in annual subscription fees identified above)

Include Fee Assumption For Cost Provided

Upgrades/ Updates

Training

Non-Production Environments (e.g., test, sandbox, training)

Premium Support

<Insert Other, If Applicable>

Total Ongoing Operational Expenses
Total




Vendor Pricing Response Worksheet | Project Cost - Governing & Managing the Project

Instructions:
Please provide costs and effort associated with the governance & project management roles associated with each of the phases/service areas below

Total Cost Total # Vendor Person-Days
Planning & Design Planning & Design
Configuration, Build and Test Configuration, Build and Test
Train, Deploy and Initial Support Train, Deploy and Initial Support
Organization Change Management Services Organization Change Management Services
Contingency Budget Contingency Budget N.A.
Travel Expenses Travel Expenses N.A.
Project $ i Project 0

GRAND TOTAL GRAND TOTAL




Vendor Pricing Response Worksheet | Project Cost - Planning and Designing the Solution

Instructions:

Please provide costs and effort associated with the phases & services below

Total Cost

Total # Vendor Person-Days

Planning Services

Design Services (don't populate; will auto sum)
Initial Core Team Training
Gap/Fit and Requirement Analysis
Solution Design (don't populate; will auto sum)
Core Design (i.e., config/workflow design)
Data Migration Specific Design
Reporting/Analytics Specific Design
Integration Specific Design
Security Specific Design

Test Planning and Design
Value Realization (During Planning & Design phase)

Contingency Budget

Travel Expenses

Planning & Design Phase
GRAND TOTAL

Planning Services

Design Services (don't populate; will auto sum)
Initial Core Team Training
Gap/Fit and Requirement Analysis
Solution Design (don't populate; will auto sum)
Core Design (i.e., config/workflow design)
Data Migration Specific Design
Reporting/Analytics Specific Design
Integration Specific Design
Security Specific Design

Test Planning and Design
Value Realization (During Planning & Design Phase)

Contingency Budget

Travel Expenses

Planning & Design Phase
GRAND TOTAL

N.A.

N.A.




Vendor Pricing Response Worksheet | Project Cost - Configuring, Building, and Testing the Solution

Instructions:
Please provide costs and effort associated with the phases & services below

Total Cost Total # Sl Person-Days
Core Configuration Services Core Configuration Services
Build Services (don't populate; will auto sum) $ - Build Services (don't populate; will auto sum) 0
Reporting/Analytics Development Reporting/Analytics Development
Interface Development Interface Development
Data Conversion Development Data Conversion Development
Extension/Customization Development Extension/Customization Development
Forms Development Forms Development
Workflows Workflows
Mobile Apps Mobile Apps
Testing Services Testing Services
Value Realization Services (During Config-Build- Value Realization Services (During Config-Build-
Test) Test)
Contingency Budget Contingency Budget N.A.
Travel Expenses Travel Expenses N.A.

Config-Build-Test Phase Config-Build-Test Phase
GRAND TOTAL GRAND TOTAL







SCV ERP Solution and Services Selection

Vendor Pricing Response Worksheet | Project Cost - Training, Deploying, and Providing Initial Support
Instructions:
Please provide costs and effort associated with the phases & services below
Note: Training is included in this worksheet (not in the "Project Cost - OCM" worksheet)
Total Cost Total # S| Person-Days
Training Delivery Services Training Delivery Services
Deployment Services (Cutover Prep/Cutover) Deployment Services (Cutover Prep/Cutover)
Initial Support Services (i.e., Hypercare) Initial Support Services (i.e., Hypercare)
value Realization (During Irain-ueploy- value Kealization (During Irain-ueploy-
Siinnnrt) Siinnnrt)
Contingency Budget Contingency Budget N.A.
Travel Expenses Travel Expenses N.A.
Training, Deployment and Supp Phase $ ) Training, Deployment and Supp Phase 0
GRAND TOTAL GRAND TOTAL




SCV ERP Solution and Services Selection

Vendor Pricing Response Worksheet | Project Cost - Managing Organizational Change

Instructions:

Please provide costs and effort associated with Organizational Change Management (OCM) spread across the three Phases below.

Note: We are defining OCM here to include stakeholder engagement, process/org change enablement, and communications. Training is not included
in this worksheet, but should be provided in the "Project Cost - Train-Deploy-Sup" worksheet.

Total Cost

Total # Sl Person-Days

OCM Services - Planning and Design Phase

OCM Services - Config Build Test Phase

OCM Services - Train-Deploy-Supp Phase

Contingency Budget Contingency Budget N.A.
Travel Expenses Travel Expenses N.A.
Organization Change Management Organization Change Management 0

GRAND TOTAL

OCM Services - Planning and Design Phase

OCM Services - Config Build Test Phase

OCM Services - Train-Deploy-Supp Phase

GRAND TOTAL




SCV ERP Solution and Services Selection

Vendor Pricing Response Worksheet | Other One-Time Costs

INSTRUCTIONS:

Include applicable one-time costs that you typically recommend providing. These are costs incurred once during the implementation period (exclusive of any software subscription or maintenance costs). These are costs

above and beyond the implementation vendor costs (i.e., do not duplicate costs captured in the "Project Cost" workbook). Examples are provided, while these are largely implementation related examples, the intention is to
capture additional one-time costs beyond those already captured in the implementation worksheets.

One-Time Core Solution Procurement Costs Cost Considerations Estimated Price
Add cost Considerations next to application component below (if required)

One-time installation or usage fees

Up-front training for core team

Up-front training for End Users

Organization Change Management (communications, process change readiness)
Project management or planning services during the implementation period
Solution design and/or configuration

Solution architecture consulting (i.e., integration, data, security, portal, etc.)
Development (reports, interfaces, data conversions, extensions, mobile apps,
Data analysis / migration services during the implementation period

Testing

Pre and Post Go-Live readiness and support

Other (please describe):

Other (please describe):

Total One-Time Costs during implementation period >




SCV ERP Solution and Services Selection

Vendor Pricing Resp Worksheet | Opti ion and Services

INSTRUCTIONS:

- Vendor to provide prices for any value added services that they are proposing to provide in addition to solution, implementation, and application managed services

- The prices can reflect one-time (e.g., one-time implementation fees, one-time purchase cost) and/or recurring costs (e.g., subscription, ongoing maintenance)

- SCV is interested in receiving pricing for other vendor proposed value added services

- Inclusion of these services in the final scope of services is optional at this point including, but not limited to, the potential replacement of SCV’s Electronic Voucher Payment System (EVPS)

Total Annual Optional Solutions and Services | $ - [s - [s - [s - s - s -




SCV ERP Solution and Services Selection

Vendor Pricing Response Worksheet | Implementation Services Cost Summary
Instructions:
DO NOT enter information here - it will be calculated from your input in the other tabs

Total Fees (excludes Contingency & Expenses) Total # Sl Person-Days Daily Blended Rate
Governance and Project Mgmt. $ = Governance and Project Mgmt. 0 Governance and Project Mgmt. $ o
Planning & Design $ - Planning & Design 0 Planning & Design $ o
Config-Build-Test $ = Config-Build-Test 0 Config-Build-Test $ -
Training, Deployment and Initial Support $ = Deployment and Initial Support 0 Deployment and Initial Support $ =
Organization Change Management $ = Organization Change Management 0 Organization Change Management $ o
eP)I::'?'JECT TOTAL excl. contingency / travel $ R Project TOTAL 0 Project TOTAL $ B

Informational: Note contingency and expenses are not included in the total numbers above but are shown below, pulled from the detailed tabs that follow

Total Contingency Budget $ -
Total Travel Expenses $ -
FEES GRAND TOTAL incl. $ R

continaencv/travel exn.



SCV ERP Solution and Services Selection

INSTRUCTIONS:
- Vendors should include AMS staff on the Rate Card Tab
- The prices should be on an annualized basis

- Application Managed Services (AMS): Services include the op i i imization and of the solution. This includes monitoring middleware performance; i i intaining hard-coded data or tables embedded within the
i monitoring, ing and maintaining system interfaces; deploying application updates (i.e., upgrades, patches, and new ) ing inci ing the solution at Level 2 (L2) and/or Level 3 (L3); identifying problems, performing root cause analysis and defect correction;
users and ing user i about the solution when L1 service desk support req iti i and ing minor i to ication code i i by g to changes that can be made u ing a limited amount of effort,
e.g., 40 to 80 hours ).

- Inclusion of these services in Vendor responses is required. However, SCV, in its sole discretion, may elect to exclude application manages services from the procurement.

Recurring charges - Application Devel and M. - DO NOT enter information here - it will be calculated from your input below

5-Year Total

Total Recurring Fixed Price $ - $ - $ - $ = $ = $ =
Note: cross-functional services shall be embedded in the services above

Note: The fees for any major Enhancements/Projects, whether fixed price or on a time and materials basis, will be set forth in the applicable Project Order and calculated in accordance with T&M Rates of Vendor Pricing Response Template

Fixed One-Off Charges - Transition and Exit Services - DO NOT enter information here - it will be calculated from your input below

Service Unit of Measure Cost
TOTAL Transition One-Off Charges $ =

it ne- arges -
[TOTAL Exi [One-off ch [s |

Fixed One-Off Charges - Early Termination Fees

Service Unit of Measure Year 1 Year 2 Year 3 Year 4 Year 5
Early Termination Fee for all Services One-Off Charges

NOTE: Early Termination Fees assumes termination for convenience - NOT FOR CAUSE
Vendor shall apply no early termination cost after Year 3.

Application Development and Management |

Service Unit of Measure Year 1 Year 2 Year 3 Year 4 Year 5

Application Support Services Fixed price -
Application Maintenance Services Fixed price -
Application Development Services Fixed price -
TOTAL Recurring Fixed price $ - 13 - 13 - 13 B - -

Note: cross-functional services shall be embedded in the services above

Volume charges
Service Unit of Measure Charge

Unit of Measure

Note: Please add additional rows as necessary

Transition Services

Other Price Variation

Resource Category (itemize all charges) Cost Breakdown Description of Services/Comments Instructions: Provide an itemized list of all discounts for consumption, the recurring
Project Team/Management charges, proposed credits and, other incentives (e.g., volumes), and how they impact
Software the pricing. Add as many rows as needed

Testing

Training # Cost Breakdown Price Impact Description

Travel
Third-party consulting and/or labor
Other (specify)
Other (specify)
Other (specil
AL TRANSITION FEES

l
»
olo[N|o|a|s v

|Exit Services

Resource Categ itemize all charges) n of Services/Comments 1
Project Team/Management 12




Software

Testing

13

Training

14

Travel

15

Third-party consulting and/or labor

Other (specify)

Other (specify)

Other sEeci&%
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Vendor Pricing Response Worksheet | Total Cost Summary

INSTRUCTIONS:

DO NOT enter information here - it will be calculated from your input in the other tabs

This worksheet summarizes the cost estimates from the Services Cost Summary, One-Time Expenses, Ongoing Expenses, Application Managed Services, and Optional Services
worksheets for each pricing model provided.

PRICING MODEL 1

Cost Category
Implementation Services b
Contingency and Travel Expenses g
One-time Expenses
Ongoing Operational Expenses (excluding AMS) |
Application Managed Services Expenses

Implementation Year 1- Year 2- Year 3- Year 4- Year 5-
Period | Production | Production | Production | Production | Production Total Costs

- @ @ @
%//%////%////////%//%////////%////%//%////%//%////%//%%/////%%//

$ -$ -$ -$ -$ N

N

e

Total Costs (excl. Optional Services) [$ - |s - |s - |s - |s - |s - |s
Optional Services B - |3 - [$ - 18 - 18 - 18 - |8
Implementation Year 1- Year 2- Year 3- Year 4- Year 5-
PRICING MODEL 2 Period Production Production Production Production Production Total Costs

Cost Category

Implementation Services
Contingency and Travel Expenses
One-time Expenses

Ongoing Operational Expenses (excluding AMS) |

Application Managed Services Expenses / ] - - - - $
Total Costs [$ - [s - [s - [s - |$ - |$ - |$
Optional Services s - |3 - [$ - 18 - 18 - 18 - |8
Implementation Year 1- Year 2- Year 3- Year 4- Year 5-
b9l RS Period Production Production Production Production Production LIS

Cost Category

Implementation Services

Contingency and Travel Expenses

One-time Expenses

Ongoing Operational Expenses (excluding AMS)
Application Managed Services Expenses

Total Costs

Optional Services [$ - s - s - s - s - [$ - [$
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Vendor Pricing Response Worksheet | Vendor Staffing Plan

INSTRUCTIONS:

Vendor MUST provide its detailed staffing plan for each resource and each Service Schedule (see Schedules B0 through B4 of RFP) of the program that is included in its Proposal.
Each row should represent one individual resource and all cells must be completed. Vendor must use the drop-down boxes where provided.

While SCV is open to an agile or hybrid delivery methodology, we ask that you provide your best staffing estimates on a monthly basis given SCV's planned deployment timeline.
Where multiple vendors are involved in the response (e.g., solution vendor, implementation vendor, subcontracting vendor), the vendor name should be specified for each role provided.

Key Total

Primary Vendor Name | Role Name Seniority Personnel? Day |Total Person| R Month [ Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month
Project Phase Level Rate Days 1 2 ] 4 5] 6 7 8 9 10 11 12 13 14 15 16 17
(Yes/No) Cost
0 0

(=][e])(a] (o] (o} (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o) (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o (o] (o} (o] (o] (o] (o} (] (=] (= (=)
(=l[e](a] (o] (o} (o] (o] (o] (o] (o} (o] (o] (o] (o] (o] (o] (o) (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o} (o] (o] (o] (o} (] (=] (= (=)




(=] =] o] [a] [} (o] (o] (o] o] (o] (o] [o] [o] [o] (o] (o] [o] fo] (o] (o] (o] (o] (o] (o] o] jo] (o] (o] [} jo] (o] (o] {o] (o] (o] [o] [o] (o] (o] (o] [o] (o] (o] (o] {o] (o] (o] (o] {o] [o] (o] (o] [} jo] (o] (o] (o] (o] (o] [o] (o] fo) (o] (o] {o] (o] (o] [e]

(=] =] o] o] [} (o] (o] (o] {o] (o] (o] [o] [o] (o] (o] (o] [o] fo] (o] (o] (o] (o] (o] (o] o] jo] (o] (o] [} jo] (o] (o] [ (o] (o] [o] (o] (o] (o] (o] [o] (o] (o] (o] o] (o] (o] (o] {o] [o] (o] (o] [} o] (o] (o] (o] (o] (o] [o] (o] o) (o] (o] {o] (o] (o] [e]



0

Totals|



Month
18

Month
19

Month
20

Month
21

Month
22

Month
28

Month
24

Month
25

Month
26

Month
27

Month
28

Month
29

Month
30

Month
31

Month
32

Month
33

Month
34

Month
35

Month
36

Dropdown Listing: Seniority Level

Level 1 - Junior (0-2 yrs. experience)

Level 2 - Advanced Junior (3-5 yrs. experience)
Level 3 - Intermediate (6-10 yrs. experience)
Level 4 - Senior (11-15 yrs. experience)

Level 5 - Experienced (15+ yrs. experience)

Dropdown Listing: Phase
Planning & Design
Config-Build-Test
Train-Deploy-Initial Support
Ongoing OCM

All









SCV ERP Solution

Vendor Pricing Response Worksheet | SCV Staffing Plan

INSTRUCTIONS:

Vendor MUST provide a staffing plan estimate for expected SCV resources for each phase of the project and for initial post go-live support.
Each row should represent one individual resource and all cells must be completed. Vendor must use the drop-down boxes where provided.

Primary Project
Phase

Role
Name

Total Person-
Days

Project Effort (Person-Days per Month) Project Effort (Person-Days per Month) Project |
Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month
1 2 5] 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

[olle] o] (o] (o] (o] (o} (o) (o] (o] (o] (o) (o] (o] (o] (o) (o] (o] (o] (o) (o] (o] (o] (o) (o] (o] (o] (o) (o] (o] (o] (o) (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (] (o] (o) (o] (o] (o] (o) [a] (o] (o] (o] (o] [e]) (e




O|0O|0|O(O|0|0|O(O|0O|0|O(O|0|0|O(O|O|O|O|O|O|O|O|O|O|O|OO|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|o|o|o|o|o|o



[Totals



and Services Selection

Effort (Person-Days per Month)
Month | Month [ Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month | Month
22 23 24 25 26 27 28 29 30 31 32

Dropdown Listing: Phase
Planning & Design
Config-Build-Test
Train-Deploy-Initial Support
Ongoing OCM

All
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Vendor Pricing Response Worksheet | Milestones, Key Deliverables, and Acceptance Criteria
INSTRUCTIONS:

Vendor MUST provide all Major Milestones and Key Deliverables across the proposed Phases & Services. Additional rows may be added, as necessary.

All Key Deliverables must be linked to a Milestone. One Milestone can have multiple Key Deliverables. A Milestone will not be considered complete if a Key Deliverable has not been accepted by SCV

(to be defined in the final contract). Vendor is asked to summarize Fees (including contingency but excluding expenses) associated with each Major Milestone. These fees should tie to the Total Fees
& Contingency provided in the prior Pricing tabs.

Milestone Name / Description Fees Associated With Milestone Days Associated Daily Blended

with Milestone Rate Key Deliverable Name / Description































SCV ERP

Vendor Pricing Response Worksheet | Rate Card
INSTRUCTIONS:

Vendor MUST provide day rates for all roles in scope of the expected services.
additional locations. Where multiple vendors are involved in the response (e.g.
rate card provided. Please note that ALL services must be provided onshore w

Rate Card Onshore / USA

Location: [insert location / add extra tables for locations that have differe

#

1

Vendor Name

Role
Program Lead / Executive
Project Manager
Enterprise Architect
Business Process Architect
HCM Lead
FIN Lead
P2P Lead
Inventory Lead
Technical Development Lead
Testing Lead
Organizational Change Management Lead
Training Lead
Reporting & Analytics Lead

Data Migration Lead




Solution and Services Selection

. Anticipated roles are included. Vendor may add additional roles and may add additio
, solution vendor, implementation vendor, subcontracting vendor), the vendor name sh
ithin the United States.

nt pricing]

Seniority Level Work-Day Rate




nal tables below for
ould be specified for each

# of work hours in Work-Day
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Attachment 3: Security Questionnaire

Table of Contents

0. Instructions

A. Security Questionnaire




Introduction

Instructions: Review and complete each of the tabs included in this workbook. Please provide a complete response to all sections in this workbook. Please
follow the instructions in each of the worksheets and attach additional documents to this template where requested. Failure to comply (e.g., missing or
incomplete responses) will result in lower evaluation scores or may render the proposal non-responsive.

Descriptions of Column Headings

Req. ID Unique identifier of the question.
Question Question and/or request for response.

Vendor Response Fields
Short (Yes/No) Response Indicate a response to the question as either Yes or No. Cells where no short response is required are marked as
Detailed Response/Explanation Enter a detailed response/explanation as requested in the question.

Note: Any vendor responses to questions that are of a sensitive nature must be identified as such and a second, redacted, version of this response
must also be provided.



Attachment 3. Security Questionnaire.xIsx
A. Security Questionnaire

Security Questionnaire

#
1

Question

Does your solution comply with all current COV ITRM Policies and Standards, as
applicable, found at: https://www.vita.virginia.gov/it-governance/itrm-policies-
standards/?

If proposed solution does not, please provide details that specify the
Standard/Policy and how Supplier's solution does not comply.

Short (Yes/No)
Response

Detailed Response/Explanation

Does your application provide standard data encryption techniques? If so, define
in detail at all levels. If applicable, what additional options maybe added?

Does your cloud solution rely on third-party partners or subcontractors? If yes
please describe fully.

Does your solution comply with all current COV ITRM Policies and Standards, as
applicable, found at: https://www.vita.virginia.gov/it-governance/itrm-policies-
standards/?

If proposed solution does not, please provide details that specify the
Standard/Policy and how Supplier's solution does not comply.

Do your proposed interfaces to Commonwealth systems comply with or have
approved exceptions to all applicable Commonwealth Data Standards as found at
https://www.vita.virginia.gov/it-governance/itrm-policies-standards/?

If not, please explain.

Does your solution/application/product provide effective, interactive control and
use with nonvisual means and provide 508 Compliance in accordance with the
following standard regarding IT Accessibility and 508 Compliance:
https://www.vita.virginia.gov/media/vita/it-governance/psgs/domain-amp-topic-
reports/pdf/ETAITAccessibilityTopicReportGOV103.pdf.

If yes, please describe how this functionality is achieved and include a completed
Voluntary Product Accessibility Template (VPAT) with your proposal. The VPAT
template can be accessed at the following URL:
https://www.section508.gov/sell/vpat

Does your solution comply with VITA’s current COV IT Prohibited Hardware,
Software, and Services Policy: https://www.vita.virginia.gov/policy--
governance/itrm-policies-standards/

If proposed solution does not, please provide details that specify how the
Supplier's solution does not comply.

Please provide an overview of your firm’s comprehensive security risk
management processes including your application, monitoring, and management
of the controls used. Provide details as to how you establish the context for
security risk-based decisions, how you assess the risk, how you respond to the
risk once it's determined, and how you monitor the risk on an ongoing basis using

N/A

Does your applicationraddress éecurity? Please provide an attachment to detail
the levels of security inherent in your application and what options can be added
to support unique customer requirements to ensure confidentiality.

N/A

2/1/2024
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Attachment 3. Security Questionnaire.xlsx
A. Security Questionnaire

Please describe available models and ensure your pricing includes your offered
options. Also, please describe if your solution allows for SCV hosting and explain
the pros and cons of offsite and onsite hosting that your solution offers.

10 |Please describe in detail your firm’s plans to mitigate against any disaster that N/A
would affect the ability to provide SCV with the proposed Service/Solution.
Provide a detailed plan of your firm’s security infrastructure including, facility and
information technology security. Provide your firm'’s plans of action for the
following security incidents, as applicable to the RFP:
«Interruption of service including denial of service attacks
*Vulnerability incidents
*Data loss or compromise
«Insider attacks
11 |Does your cloud solution allow a customer to solely manage their own encryption
keys or must that function remain with solution provider?
Please explain and, if applicable, identify any additional options that maybe
added.
12 |Given the desire for electronic payment, with approval from DOA, please describe N/A
in detail how this process will work and what safeguards and security measures
will be employed to ensure audit compliance.
13 |Is the cloud solution you are proposing a Software as a Service, Platform as a N/A
Service or Infrastructure as a Service delivery model?
Please describe.
14 |Are you offering public, private, government cloud or a hybrid cloud model? N/A

15

Is the cloud solution you are proposing FedRamp authorized?

If yes, please provide a description of your authorization.

16

Does your firm follow and incorporate security and privacy recommendations and
best practices from the National Institute Standards and Technology (“NIST”)?

If yes, please describe.

17

Does the Vendor or software/service maker provide an affirmative attestation that
the Software Development Lifecycle (SDLC) used in the creation of the
software/service is compliant with the federal requirement as detailed in NIST
Special Publication 800-2187?

18

Will any third-party partners, fourth-party partners, or subcontractors have access
to SCV systems or data?

If yes please describe fully, including how you monitor such access.

19

Have your appropriate staff read the commonwealth’s security policies, standards
and guidelines, applicable to your proposed solution, located at the following
URL? https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

If you have concerns with the policies, standards, and guidelines, please explain
the top 5 concerns.

20

Is all technical support for the solution based in the US?

If no, please identify where the technical support is based.

2/1/2024

Page 4
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A. Security Questionnaire

2

=

Do employees or employees of the solution in question have credentials to work
with data in the US, e.g. Background check, H1B1 for personnel who are
entrusted with your information or granted access to your systems?

22

Per Executive Order 14028, SCV has adopted an agency-wide Multi-Factor
Authentication approach. Does the solution have the ability to be MFA compliant?

23

Please identify any other external compliance requirements (e.g., PIl, PCI,
FERPA, HIPAA, NERC, SOX, or other regulatory requirements) met by your
solution.

N/A

24

Do separate environments exist for development, testing, and production?

If not, please explain how data is segmented.

25

Is the solution multi-tenant?

If not Multi-Tenant, please provide a description of your ability to partition
information about SCV's users and data within a single tenant of the proposed
solution.

If Multi-Tenant, please describe any Multi-Tenant controls for separation of SCV
users and data with other customers within the proposed solution.

26

Do you support AzureAD SSO (SAML)?

27

Do you use third-party (e.g., hosted email, email marketing services, etc.) email
providers?

If so, please identify the third-party provider(s).

28

Does this solution support monitoring via API?

29

Does the data get transmitted out of the continental US?

30

SCV routinely works with information that is subject to data export control
regulations. Can SCV be assured that export-controlled information remains
within the borders of the United States?

If so, please describe how such assurance is provided.

31

What are the system boundaries of the proposed solution?

N/A

32

Does the solution support MDM (Mobile Device Management)?

33

What level of scanning can SCV perform on the system (e.g., Port, Vulnerability)?

N/A

34

Can the system be enrolled in a monitoring program and can the logs be exported
to a SIEM?

35

Was/Is the hardware manufactured in the Continental United States?

36

Can you provide a detailed description and/or configuration diagram(s) of the
hardware, computers, servers, etc.?

If so, include all space, power, air, HYAC, and networking requirements for the
equipment.

37

Can you provide a clear description of how the proposed solution will work within
SCV's current production environment?

If so, clearly identify what modifications (if any) need to be made to support the
proposed solution.

38

Will the vendor of the proposed solution / system support an interconnectivity
agreement between vendor and SCV since solution is externally-hosted or cloud
based?

39

Does this service/application vendor share client data/personal information with
other parties?

If yes, please explain.

2/1/2024
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A. Security Questionnaire

40

Does the proposed solution / application have robust methods for provisioning
and consuming data?

If yes, please describe all methods.

41

Does the proposed system dictate that ownership of any data/content uploaded to
the application/service belongs to the subscriber or client?Please confirm that all
data/content uploaded to the application/service belongs to the subscriber (the
Supreme Court of Virginia) and add any additional detail you feel is relevant
regarding data and content ownership.

2

Does the proposed solution / system allow subscriber or client full ownership of
data throughout the entire lifecycle?

If not, please explain.

43

Will SCV have full ownership of their data throughout the lifecycle?

If not, please explain as it is SCV's expectation that it will have such ownership.

44

Is client data erased or completely deleted upon cancellation of this
service/application and will the vendor provide a certificate of destruction back to
SCV when data is destroyed/erased?

Please explain erasure methodology.

45

Please describe the vendor's communication steps regarding system outages
(patching/unplanned).

N/A

46

Does the proposed vendor confirm and document web crawler prevention at
Webroot?

2/1/2024
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Attachment 4: Proposer RFP Exceptions

Table of Contents

0. Instructions
A. RFP Exceptions




Introduction

SCV requires all Proposers to submit a completed RFP Exceptions template with their proposal, r
exceptions. Each exception must be listed discretly in its own row.

Descriptions of Column Heading
Identify the RFP Document that contains the content where e:

RFP Document

Section Identify the section of the specified RFP document where exc
Page(s) Identify the page(s) of the specified RFP document where exc
Content for Exception Provide the exact content from the RFP document where exc
Explanation Explain why exception is taken to the specified content.

Proposed Alternative Provide an alternative to the content where exception is taken

Required Proposer Certification To be completed by a.
Proposers agree that any portion of the RFP for which they did not cite exceptions as perscribed ¢
any future contracts that may be awarded as a result of this procurement. Exceptions may not be
for purposes of correcting unintentional omissions or errors in the original submission. Proposers
well.

Proposer Firm Name:
Authorized Executive Name:
Certification (select one):




egardless of whether or not the Proposer has RFP

xception is taken.
eption is taken.
seption is taken.
eption is taken.

1. Only one alternative may be proposed. CUNY

Il Respondents.

»n this template shall be non-negotiable with regard to
provided later in the procurement process, including
understand this applies to their subcontractors as




Proposer Exceptions to SCV's RFP for ERP Software and

RFP Document

Section

[Ce] o] N1 o) [&,] BN [OV] | \S] PR 2 3

RFP-15-0012 ERP Software and Services

Page 4 of 4
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Attachment 5: Q&A Submission

Table of Contents

0. Instructions
A. Q&A




Introductlon

document; Sectlon 1.1 Pre- Proposal Teleconference and Questions and Answers) Questions received after the due date and time may not be answered by the

Supreme Court of Virginia. The Supreme Court of Virginia shall not be liable for any questions that are not delivered to the proper email address or for emails that
lare nat delivered on time for anv reason

Descriptions of Column Headings

RFP Artifact & Page Reference Identify the RFP Document and page referenced that contains the question.

RFP Section Name Identify the section of the specified RFP document where the question is located.

RFP Section Reference Identify the specific text referenced in the RFP that applies to the question.

Vendor Question Provide the question that references the specific RFP section designated in prior fields.

Supreme Court of Virginia Response Leave field blank: SCV will provide question response in this field.




Attachment 5. QA Submission.xlsx

A.Q&A

Supreme Court of Virg

Vendor Name

ERP Solution and Services Selection - Questions & Answers Submission

Question #

RFP Artifact & Page Reference

RFP S

Name

RFP S

Reference

Vendor Question

Supreme Court of Virginia

2/1/2024
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Attachment 6: Functional Requirements

Table of Contents

Instructions

Business Capability Definitions
Human Capital Management
Financials Management

Procurement
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Inventory & Warehousing




Introduction

This repository is comprised of multiple tabs, each one representing a functional solution area. Within each tab,
requirements are grouped into logical topic/sub-process areas as applicable.

Proposers are required to complete the response for each requirement and provide description to support the compliance
and availability of the respective functionality. If a requirement requests supporting examples or information, please enter
these into the comment field for that requirement. For the requirements that contain multiple sub-requirements and are
listed as a single requirement, the Proposers must still answer Yes/No for each example provided and not just once for
that requirement. No pricing information or sales material should be included in the response. Failure to comply (e.g.,
missing or incomplete responses) will result in lower evaluation scores or may render the proposal non-responsive.

Descriptions of Column Headings

Req. ID Unique identifier of requirement.
Grouping The L1 Business Capability functional category/area associated with the requirement.
Requirement Description of requirement.

Vendor Response Fields

Indicate if requirement will be met. If the requirement will be met without any caveats,
Does the Solution meet this limitations or qualifications, select "yes" and complete columns to the right of the sheet on
requirement? how the requirement will be met (see below). For all other cases, select "no" and provide

an explanation in the Comments column. Select "yes" or "no" from the in-cell drop down.

How Does Solution Meet Using the definitions provided below, choose the option from the in-cell drop down that best
Requirement? describes how the proposed core solution will be used to meet the requirement.

C1: Configuration: Requirement will be met by configuring existing software or through the
use of software tools such as application report writer, query, etc.

C2: Customization: Modification of the core Solution source code or addition of software

features implemented through the use of a programming language.
Lo. RUAUIIIdpP. eyulirertierit wil ve 1ieL by sullwdie uidl wWill DE 1e1ed>ScU WILITITT LIE TIEAL SIX

(6) months and is currently under development, in Beta test, or otherwise not yet released.
When this answer is selected, please indicate the targeted future release date (for the
software version that would meet the requirement) in the "Future Release Date (for" C3:

RPnanadman" raecnnncac nnh/\" ~Anliimn

TP: Third-Party Product: A product, SaaS or an interface provided by a 3rd party that is
not previously integrated and provided as a standard commercial offering by the Proposer
as part of its Solution for SCV's ERP Modernization. If Proposers indicate that a
requirement will be met through a third-party product, Proposers must name the third-party
product within "Comments" field for that requirement.

Z: Not Applicable: Requirement will not be provided.

For any requirement met via "C2: Customization," please indicate the estimated level of
effort needed for the Supplier to customize the system to meet the requirement using the
following ranges:

Custom >160 Hours - High

Complexity? 80 - 160 Hours - Medium
<80 Hours - Low
Note: The resulting vendor fees required to complete all customizations must also be
captured in the pricing worksheet.

Future Release Date
(for" C3: Roadmap"
responses only)

For any requirement met via "C3: Roadmap," please enter the targeted future release date
for the software version that would meet the requirement.

Enter any declarations, considerations, or any other information needed to qualify the
Proposer's response to requirement compliance. Comments should be provided for all

Comments requirements (i.e., whether the solution meets the requirement or not). If Proposers
indicate that a requirement will be met through a third-party product, Proposers must name
the third-party product within "Comments" field for that requirement.




ERP Functional Requirements - Business Capability Definitions

Level 0

Level 1

Level 2

Definition
Determine and handle job/position requests/requirements, recruit or source the candidates as per the requests/requirements to fill a vacant position and if

HCM Acquire Talent Manage Recruitment applicable, reallocate/promote a current employee, track an applicant’s progress through the application and process an applicant, as well as manage recruiting
events and associated communications to talent pools.
. L . Screen and select candidates, schedule and manage interviews of candidates, manage the extension of offers of employment to the most appropriate candidates,
HCM Acquire Talent Manage Hiring (selection) : S , . .
collect new hire documentation including background information, references and create the employee record.
. Manage Onboarding (transition [Manage the process of employee arrival including set up of the employee record, assignment of assets, completion of employee checklist such as required
HCM Acquire Talent ) ) . : . . .
in) paperwork, gathering of knowledge, and ensuring skills and behaviors are present to become effective organizational member.
Manage and execute the procedures associated with requesting, approving, tracking and computing leave / time off from work (e.g., computing an employee’s
HCM Manage Workforce Manage Absence/ Leave leave balance against their annual quota), Leave of Absence Without Pay LWOP, Military Leave, Workers Company, Injury Leave (SDL), etc. Also includes
Family and Medical Leave Act (FMLA) compliance.
Capture, monitor and assess employee labor hours, by task or project, and manage time approvals. Time and attendance generates, maintains, and archives
HCM Manage Workforce Manage Time and Attendance [important inputs to payroll and compliance information. (Currently UKG Workforce Dimensions and Telestaff sometimes referred to as VB Time for most
agencies)
Manage Separation/Off- Manage the process of employee departure (e.g., due to voluntary resignation, downsizing, expiration of contract/retirement, removal on account of disciplinary
HCM Manage Workforce X " . . .
boarding (transition out) issues), capture departing employee feedback, recover company equipment and assets, and remove system access.
Align the needs and priorities of the organization with those of the workforce to ensure it can meet its legislative, regulatory, service/production requirements and
HCM Manaae Workforce Manage Workforce Planning, |organizational objectives. Workforce planning is used to get the right workforce skills and capacity to deliver on an organization’s mission and strategy. Examines
9 Budgeting, and Forecasting [the workforce implications of the organization’s short and long-term strategy (e.g., will the organization have the right resources available and, if not, how will the
organization obtain the necessary resources).
Develop and optimize schedules and plan labor to align with staffing needs and to meet budget objectives. Also takes into account factors such as employee
HCM Manage Workforce Manage Workforce Scheduling |preferences, skills, availability, labor laws, workplace rules and best practices. Examines ways to optimize workforce schedules to meet compliance and fair
scheduling needs while ensuring the achievement of business targets.
HCM Manage Workforce Manage Career Development, [Set goals and objectives, conduct performance reviews and self/manager appraisals, measure and track metrics against organizational goals, mission-critical
Performance Goals and Evaluations priorities and achievements, and manage individual development plans.
HCM Manage Workforce Manage Skills, Qualifications [Capture and track an inventory of employee skills, qualifications, competencies, certifications, etc. and map them to the roles and employees and systematically
Performance and Competencies create a plan to categorize, enhance and develop in line with employee life cycles.
Manage Workforce . Plan for future business needs and manage the organizational structure (e.g., management of positions and critical roles) to meet future needs, as well as plan for
HCM Manage Succession Plans s . ; : : ) . i
Performance attrition for top-level talent. This serves as an input to the strategic workforce plan to provide the right mix of experienced and capable employees.
Create, implement, manage and evaluate programs for employee learning and design learning sessions on the basis of the needs and the availability of the skills
within the organization. Learning programs can be virtual, classroom, on-the-job training, etc. and are linked to performance management (e.g., tie performance to
Manage Workforce : - . . . O ! .
HCM Performance Manage Learning and Training [learning development). Learning extends to include activities and actions (e.g., read, viewed, attended) and often leverages 3rd party content.
[Note: The scope is limited to integration with this capability]
Manage and Administer Manage annual and ad hoc compensation, determine job valuing (including market data), enable retention programs, record monetary incentive awards for all
HCM Manage Total Rewards : : N L . o
Compensation employees, track budget allocations and approvals for compensation decisions, and perform market analysis and administer pay.
Manage benefits plans, programs, and services, including the eligibility, enrollment and coverage for benefit plans (health/vision/Rx, EE/ER contributions), Health
Savings Account (EE/ER contributions), dental, legal, identity theft, health and dependent care FSA, LTD (non-VRS Hybrid), Retiree Health/Dental, BEWell,
HCM Manage Total Rewards |Manage and Administer Benefits|COV457 plan, VRS (DB and DC)/VLDP/Hybrid Cash Match, Basic Life, Optional Life (Payroll)).
[Note: The scope is limited to integration with this capability]
Manage employee pension funds, calculate pension contributions during employee’s employment period in support of employee retirement, and manage periodic
HCM Manage Total Rewards |Manage and Administer Pension payments.
[Note: The scope is limited to integration with this capability]
Set up programs to recognize and appreciate (e.g., kudos), reward (e.g., gift cards), and motivate employees on individual and/or group levels for
- accomplishments and/or performance that delivers outcomes beyond normal expectations and manage business rules associated with rewards (e.g., limitations
Manage and Administer , e .
HCM Manage Total Rewards " on the volume of rewards allocated to employees or by managers in a specific time period).
Rewards and Recognition
[Note: The scope is limited to integration with this capability]
HCM Administer Human Manage Workforce / Personnel |Capture and manage employee setup and management of employee records / information throughout the employee life cycle, to include non-job-related employee
Resources Information details (e.g., personally identifiable information such as home addresses).
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1. Capability Definitions




Administer Human

Manage Org., Positions, Job

Manage employee classifications (e.g., exempt or nonexempt under Fair Labor Standards Act (FLSA)) based on job duties, the relationship between positions, the

HCM Resources Descriptions, and Classifications orggmzatlona! stru.c.ture and budget control/funding for positions, as well as manage job descriptions to support recruiting, upskilling, reskilling, and organizational
design needs; position controls.
HCM Administer Human Manage Workforce / Personnel |Capture and manage actions including change of position, termination, etc. and manage notifications and verifications of actions and finalize to the employee
Resources Actions record.
. Develop, implement and maintain human capital strategies and plans, to include managing workforce strategy, recruiting employees, developing and counseling
Administer Human . . : : . . y . . )
HCM RESOUICes Manage HR Strategy & Planning|employees, managing employee relations, rewarding and retaining employees, redeploying and retiring employees, managing employee information, and
managing employee communications.
- . Collect, manage and action on employee feedback on improvements to the employee experience, as well as develop metrics and benchmarks for determining
Administer Human Manage Workforce Voice and TR . s
HCM how well employees are participating in advancement/professional development. Manage critical aspects of the workforce to promote employee engagement,
Resources Employee Engagement . . .
including voice of the employee.
HCM Administer Human Manage and Deliver HR Develop, send, and manage all communications templates, messages, schedules and delivery formats from HR to organizational employees and ensure
Resources Communications transparency across the organization.
Manage Huma.n Manage HR Policies and Develop, manage and evaluate the policies, and procedures supporting HR service delivery and provide HR services and guidance to employees and/or managers
HCM Resources Service . . .
Delivery Procedures Guidance on how to interpret HR policy.
Manage Human Collect, identify, implement and manage tools and procedures for HR knowledge management. Create and maintain a HR service support knowledge repository
HCM Resources Service Manage HR Knowledge Base |(e.g., collect and publish policies or benefits). Store, maintain, access, revise, and use knowledge to communicate HR services (e.g., FAQs, document
Delivery repositories, search/query functionality).
HCM Rgﬁ;j%‘;:;g\?i:e Manage HR Services Delivery |Administer intake of service requests, perform needs assessments, route the service requests to the appropriate area, and manage employee cases and service
. Cases requests (e.g., ticketing).
Delivery
Manage Human Provide the tools and information to enable users to service themselves (including employee self-service (ESS) and manager self-service (MSS)) to manage
HCM Resources Service Manage HR Self-Service personnel related data, view assigned personnel data, and/or add/change data. Self-service and support is a blend of user-initiated interaction technologies that
Delivery may include electronic records management systems, chat and knowledge bases.
HCM Rgﬁ;j%‘;:;g\?i:e Manage HR Metrics, Reporting |Generate ad hoc and or pre-scheduled HR reports and analysis on employee/employment and related data. Capitalize on data warehouse and associated self-
: and Analytics service reporting capabilities.
Delivery
Manage Human
HCM Resources Service Manage HR Digital Documents |Manage the scanning, storage, processing and extraction of digital documents related to HR processes.
Delivery
Ensure policies are compliant with State and Federal laws (e.g., EEO) and update accordingly including for external and internal policies related to Employment
Workplace Compliance & . . Equity, to include recruitment and promotion, compensation, working conditions, training, experience, harassment and dismissal. Additionally, manage all disability
HCM . Manage Ethics & Compliance . . ; . . . . ;
Guidance accommodations due to physical or mental impairment, collect and store documentation, and provide reasonable accommodations to meet compliance
requirements for ADA.
Workplace Compliance & Manage Workforce Equity Tracking progress of Diversity and Ilnclu3|on (DEA&) initiatives, using _emgrgmg tef:hnologles to proactively |deqt!fy DE&I opportunities and areas to |mprc'Jve' vy|th a
HCM . ) . . DE&I lens. Manage and promote fair treatment throughout the organization, provide equal access to opportunities to all employees, compose teams of individuals
Guidance (Diversity & Inclusion) . . P . . .
with diverse experience and encourage the organizational workforce to share perspectives across groups of people and integrate valuable input.
Manage workforce safety and prevention programs. Capture, track, and monitor quality and safety metrics against standards, manage communications between
Workplace Compliance & all stakeholders sharing status of an issue, identify and remediate potential and actual workplace hazards. Additionally, document and categorize worker’'s
HCM . Manage Health and Safety o : . . . . . .
Guidance compensation incidents and manage the workers compensation programs including collection of claims, establishment of scope and cadence of claims,
monitoring of claim progress, reporting of worker’'s compensation and ensuring communication and compliance.
HCM Manage Employee Manage Workforce Complaints /|Collect, review, assess, track and handle the processing and review of workforce complaints and ADA, and determine and approve resolutions, as well as ensure
Relations Grievances appropriate communications are provided to associated parties.
Manage Employee o . Set performance standards, identify problem behavior, measure and track employee performance against the identified standard, develop a corrective action plan
HCM . Manage Disciplinary Actions . . ) . .
Relations for disciplinary issues, monitor progress and report on disciplinary trends in the workplace.
. . Manage Budgeting & Create Budgetary Estimates, Develop gnnual and multi-year operatlongl plans, budgets and forecasts for reporting entities, utilizing inputs from §trategy, scenario planning gnaly3|s, and other
Financials . core business processes, where appropriate. Measure and report on variance of forecasts to actuals. Manage a wide variety of funds and service areas among
Planning Plans and Forecasts . . o o . .
nine agencies with different restrictions on those funds and services areas (e.g., unable to move some funds between agencies).
. Aggregate the budgets as per the organization structure and provide managers with a consolidated view (future) that can be used for day-to-day operational
. . Manage Budgeting & . . . - _— - , L .
Financials Plannin Consolidate & Revise Budgets |purpose. Perform ongoing revisions to budget spread and create projections (revision of last year’s budget). Maintain total committed annual budgetary amounts.
9 Annually request additional funding from the general assembly and revise the budget.
Financials Manag;aita?r?getmg & Manage Financial Performance |Plan, monitor, and measure financial performance (e.g., maximize operating margins). [Note: This is, and will continue to be, performed at a high level only.]
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1. Capability Definitions




Manage Budgeting &

Perform Long-Term

Incorporate scenario assumptions, trend analysis, financial projections, rolling forecast, and strategic plans into the development of long-range plans. The long-

Financials Planning Financial Planning range financial plan feeds into the annual budget. [Note: Long-range planning is only performed for criminal fund, IMC, and non-general fund revenue.]
Financials Pe:z:guﬁs:gral Manage Subledger Accounting |Manage the details behind entries in the general ledger used in accounting (i.e., the subsidiary ledger)
Setup direct and indirect projects (including tasks). Identify project owner, establishing roles, identifying resources to support identified roles, forecasting resources.
. . Perform General : . . . . ) e . :
Financials : Manage Project Accounting [Manage multiple burden and costing. Create project level accounting to track specific transactions, costs, and allocate cost to the appropriate cost centers.
Accounting . ; . : ) .
Includes the management of various project types that drive cost calculations. [Note: Largely Grants and CIP (Construction in Progress)]
. . Perform General . . . Ability to record financial transactions (e.g., journal entries) in compliance with various rules (e.g., FASB, govt. regulations) for various organizations, perform
Financials , Manage Financial Accounting . i . " . X . )
Accounting regulatory reporting & filings and management accounting activities. Includes attaching supporting material to transactions.
Design and manage the sets of books and CoA structure (including parents/summary-levels with multiple segments), multiple structures (different hierarchy
. . Perform General Manage Ledgers and Chart of ) . .
Financials ; structures for different reporting purposes), define the GL code blocks, create the GL accounts, subledger accounts (SLA) and crosswalk codes (CC) and
Accounting Accounts (CoA) .
allow/disallow usage of the accounts.
Manage the lease accounting based on the type of lease (i.e., capital or operating lease); record fixed/variable lease costs, and impairment or amortization.
. . Perform General .
Financials Accountin Manage Lease Accounting
9 [Note: The scope is limited to integration with this capability]
. . Perform General . Manage the activity of analyzing, recording, consolidating/summarizing, and interpreting financial transactions. Track revenues that have purpose restrictions
Financials : Manage Fund Accounting . .
Accounting against the expenditures made for those purposes.
Financials Perform Period Close Consolidate Financials Analyze, reconcile, consolidate, summarize and aggregate financial data, based on different accounting standards and federal regulations, and track eliminations.
Financials Perform Period Close Perform Final Reconciliation |Review and reconcile rates (including salary, fringe and leave) and other fixed/variable charges such as shared services costs based on usage
Financials Perform Period Close Manage Period / Cycle Close Estalbhs.h the clgsmg chgck I.|st of activities and allocate the tasks to the different control points along the process. Includes ability to close and open different
application on different timelines.
Financials Perform Period Close Manage Labor Distribution  |Create labor schedules for employee assignments (e.g., distribute payroll costs to projects, awards, or GL accounts) and manage labor costs
. . Collect, identify, implement and manage tools and procedures for Finance knowledge management. Create and maintain a Finance service support knowledge
. . Manage Finance Service . . . . L : o X . . .
Financials Delive Manage Financial Data repository (e.g., collect and publish policies, guidance). Store, maintain, access, revise, and use knowledge to communicate Finance services (e.g., FAQs,
Y document repositories, search/query functionality).
. . Manage Finance Service . . Provide the tools and information to enable users to service themselves (e.g., manage expense, travel vouchers, time). Self-service and support is a blend of user-
Financials ) Manage Finance Self-Service |. ... . ) . . .
Delivery initiated interaction technologies that may include electronic records management systems, chat and knowledge bases.
Financials Manage Finance Service Manage Finance Metrics, Generate ad hoc and or pre-scheduled Finance reports and analysis on Finance related data. Capitalize on data warehouse and associated self-service reporting
Delivery Reporting & Analytics capabilities.
Financials Manage Fmgnce Service Manage Finance Digital Manage the scanning, storage, processing and extraction of digital documents related to Finance processes
Delivery Documents
Financials Support Finance Manage Controls, Compliance &|Develop and manage compliance programs including review contracts, research laws, manage agency records, provide due diligence, and manage compliance
Relations & Requests Regulatory Affairs documentation
Financials Support Finance Support I.nternal & External Review and provide requested financial information from internal and external auditors
Relations & Requests Auditor Requests
Create invoices (future state: for Circuit Courts and other Judicial agencies only) and bills and control general ledger (GL) posting.
Manage Billing & [Note: There are two primary types of receivables: 1. All Court receivables (citizen fees, etc.; are handled through Courts Financial Accounts System) — report
Financials Account% Recei?/able Create Invoices & Bills receivables to DOA, but do not bill nor receive — just report out of Courts FAS, and 2. Office of Executive Secretary (OES) - Misc. (e.g., payroll, law library —
separately appropriated for law library) and DJIT (Dept. Judicial IT) receivables (largely Circuit and other Judicial agencies for computer equipment that is billed by
IT to the Circuit Courts, but also IT services) — IT purchases through AIMS and create PO in IDSS and enter invoice in IDSS. There is a DOA AR system in which
quarterly receivables are entered by aging (to enable DOA to report on gaining). It is unlikely that DOA would allow an integration.]
. Enter and maintain various types of receipts (e.g., application of "cash" receipts to open AR). Analyze, track and manage due and overdue receivables;
. . Manage Billing & : . . : i . . N A . :
Financials . Manage Collections manage unapplied collections, credits, overpayments; generate collections aging report for outstanding invoices and adjusting invoices and bills (e.g., removing
Accounts Receivable .
errant billing).
Financials Manage B|Il|qg & Manage Regelvables Debit/ Adjust outstanding receivable amounts for invoice adjustments. [Note: Infrequent occurrence for SCV]
Accounts Receivable Credit Memos
Financials Manage Billing & Manage Customer Account |Manage (create, add, modify, delete, merge, split) various customer data hierarchies (that come over from the various programs). [Note: Customers would be for
Accounts Receivable Profiles 1. Law Library customers, 2. Circuit Courts, 3. Other Judicial Agencies]
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1. Capability Definitions




Manage Grants as a

Manage & Pursue Grant

Identification of goals of the grants program, definition of eligibility and process requirements, preparation of grant programs documentation, allocation of budget,

Financials Grantor & Grantee Opportunities announcement/publication, reminders to protentional applicants, intake of applications and relationship management
. . Manage Grants as a . Evaluation and determination of awards, communication with Grantee, configuring/setting up Grants accounts (responsibility of Director of Fiscal Services),
Financials Manage Award & Oversight . o o .
Grantor & Grantee acceptance and signature of grant award, detect duplication applications, fraud detection, and grant/program amendments.
Financials Manage Grants as a Manage Administration & Periodic report intake, risk assessment/dashboard reporting, periodic report assessment, validation of payments/withdrawal of funds, payment profiling, and
Grantor & Grantee Performance initiate/authorize payment/refunds.
. . Manage Grants as a . . I . . .

Financials Grantor & Grantee Manage Audit & Close Final reconciliation of funds, closure of grant agreements, and tracking of grant related expenditures (responsibility of Grants Accountant)

. . Manage Grants as a Manage & Pursue Grant Identification of opportunities, manage award approval, application reminders, capture of application (incl. budget narrative), management and integration of

Financials " . ; .

Grantor & Grantee Opportunities attachments, submissions to Grantor system (currently via email).
Financials Manage Grants as a Manage Award & Oversight Managg avyard acceptance. Link award acceptance to the awarded grant. Setup awarded grant (budget, receipt, and control). Notification (i.e., email) from Grantor
Grantor & Grantee on application status/award.
. . Manage Grants as a Manage Administration & Manage amendments to personnel, timeframe, and budget, budget management, project management, deliverables, dashboards on KPI, justify and request Grant
Financials . . . .
Grantor & Grantee Performance disbursements, validate payments, and payment profiling. [Note: The Courts largely receive federal grants, but also some sub-grants]
Financials Manage Grants as a Manage Audit & Close Initiation of final payment/refund, final reconciliation of funds, closure of grant agreements.
Grantor & Grantee
Setup payroll structure and pay periods, manage the sum of all financial records of salaries for an employee (e.g., maintain accurate payroll records, including
wages, bonuses, deductions, allowances, gross pay, net pay, etc.), and apply payroll changes.

Financials Managtlaagngo:?rocess Manage Payroll [Note: All employees, retired, and substitute judges are paid through Cardinal. Only retired and substitute judges are managed outside of Cardinal - they (or their

y clerks) enter their time on a form (time/per diem sheets) that is sent to payroll staff who manually enter the time into IDSS by payroll staff. Retired and substitute
judges work either a half or full day, as such the interface to Cardinal is either 4 or 8 hours respectively. Substitute judges are paid at different rates $100 for half
day and $200 for full day. Retired judges are paid $250 for any portion of a day.]

: Calculate gross to net pay to determine withholding taxes, health insurance, retirement contributions and voluntary benefits, process salaries, file employment
Manage Payroll Deductions, . . .
. . Manage and Process ; taxes, manage third party deductions and filings.
Financials Payroll Taxes Garnishment, and 3rd
Party Filings [Note: This capability will be managed through Cardinal and is in scope from an integration perspective only.]
Prepare accurate paychecks and distribute payments (e.g., direct deposit, paper checks) to employees for time worked. Payroll processing also includes tracking
. . Manage and Process of overtime, paid time off and other miscellaneous impacts to an employee’s pay.

Financials Payroll Process Payroll Payments
[Note: This capability will be managed through Cardinal and is in scope from an integration perspective only.]

Develop and submit requests for depreciable goods and services, with the ability to define the specific parameters to drive the sourcing of these requests (price,
vendor, quantity, etc.).

Financials Manage Fixed Assets Manage Asset Requests [Note: IT Assets inventory and location/movement will be managed in either the new ERP or ServiceNow. All other assets will be managed in the State solution
(FAACS/Cardinal) with integration to the ERP. Other assets cannot be tracked in new ERP since it's a state requirement to use FACCS (i.e. would need
exception). LAS is the state system that manages leases (e.g., software subscriptions).]

. . . Manage Asset Acquisition & |Record newly acquired asset with both financial as well as descriptive information (asset master data); capture acquisition as well as valuation information that will

Financials Manage Fixed Assets . . .

Depreciation be used over the lifecycle of the asset. Address backordered assets or related items.
. . . Manage Asset Improvements & |Record improvements to assets and impact to assets depreciation calculation. Calculate the asset’s depreciation schedule based on the assets classification,

Financials Manage Fixed Assets L .

Depreciation age, value and any improvement made to the assets.

Financials Manage Fixed Assets Manage A_??Zag::gtenance & Record the assets maintenance schedule, warranties and any movements of the asset between financial units and locations.

Financials Manage Fixed Assets Mang%isAtfus;tioLernder Capitalize the expenditure on new or existing assets (major repairs/overhauls) as the work continuously progresses.

Financials Manage Fixed Assets Retire & Dispose of Assets  |Retire fully depreciated assets. Occasionally address gain or loss for assets (depending upon initial useful life entry).

. . Manage Accounts . Receive and process digital invoices (with and with/out POs) check-requests, recurring payments, and payment order. Perform invoice matching process (3-way)

Financials Process Invoices e o L .

Payable for POs. Initiate workflow for individual invoice coding, cross check for payment, approval, and payment.
. . Manage Accounts o

Financials Payable Manage 1099s Ability to setup 1099 vendors, generate 1099s, track and report on 1099s

Ability to coordinate thresholds for cardholder usage, receive and process transmissions from the financial institutions for the purchases your employees make,
. . Manage Accounts . N . ;

Financials Pavable Manage P-Cards receive and process statements for reconciliation purposes, generate transactions in the General Ledger and Accounts Payable systems to record P-Card

Y expenses and pay the financial institutions and monitor cardholder purchases.

. . Manage Accounts oo : . - . .

Financials Payable Manage Travel & Expenses [Request, approve, submit (with receipts and based upon compliance policies), reimburse, and reconcile travel and expense.
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Manage Accounts

Manage Payables Debit/Credit

Adjust the outstanding payable amounts for variances on account of refunds or increases. Include anything reviewer has determined should be paid

Financials .
Payable Memos (disallowance).
. . Manage Accounts Audit, review, approve, and submit payment batches, to include ACH batches, wire batches, and payment orders for multiple entities. [Note: All payments are
Financials Process Payments .
Payable made through Cardinal. SCV does not make any payments.]
Procurement Strategically Source Analyze Spend Aggregate, explore/drill down, and report on award, order, and spend data at item and vendor levels across the various agencies.
Procurement Strategically Source Manage Categories Define categories for award, order, and spend analysis and reporting based on defined business rules.
Procurement Strategically Source Plan Acquisitions Apply analyzed historical award, order, and spend data in order to plan and forecast needs for upcoming procurements / acquisitions.
Procurement Strategically Source Manage Supply Base Manage existing and proactively identify sources for future procurements across the existing base of suppliers.
Purchase Direct/Indirect . Manage the talent pool, rate cards and cost benchmarking, rate negotiation and resume comparison, negotiation of contracts and SOWs, resource tracking, tasks
Procurement . . Manage Services Procurement . . . : : L . o
Materials & Services and assignments, reporting of deliverables, tracking of SLAs and other commitments, and invoice aggregation and validation.
Purchase Direct/Indirect - Develop, submit and approve requests for goods and services, and define the specific parameters to drive the sourcing of these requests (price, vendor, quantity,
Procurement . . Create & Approve Requisitions
Materials & Services etc.).
Procurement Pl;;;?:rsiglsljgescgrlciigzd Create & Approve POs Generate and approve the contractually binding documents with suppliers in compliance with procurement policies and statutes.
Purchase Direct/Indirect . . Receipt of goods by warehouse or services via vendor invoice Create material /service receipts in order to update the inventory / service fulfilment and then
Procurement . . Receive Goods & Services e . i .
Materials & Services receive invoice receipt to be received and validated.
Purchase Direct/Indirect . Perform incoming material inspections and quality assurance actions for service acceptance; record conformance or non-conformance to help measure vendor
Procurement . . Perform Quality Checks
Materials & Services performance.
Procurement Purchase Direct/Indirect | Create & Manage Procurement |Create material / service requirements forecasts for the planning horizon. [Note: This is created for the various forms that need to be purchased and shipped to the
Materials & Services Plans various courts.]
Procurement PL,J\;ZT:rSigggescgrlCiingt Receive Invoices Ingest the invoiced goods/services received from various sources (e.g., paper based, EDI, email) to initiate the matching and approval process.
Procurement Purcha§e Dlrect/Inld|rect Manage / Process Returns  |Coordinate and facilitate returns process for material that must be returned to supplier (also known as RTV).
Materials & Services
Purchase Direct/Indirect . . . . . . . . ) . .
Procurement Materials & Services Manage Materials The steps to plan material requirements involving upfront planning and ongoing maintenance. [Note: Applies to carious forms only.]
Manage Vendor Manage the entry and update of required Vendor information, including the definition / enforcement of access controls, classification of vendors, approvals for
Procurement . . Manage Vendor Master Data - . .
Relationships updates, and sufficient edits to prevent duplicates.
Procurement Manage Ver'1dor Measure Vendor Performance Provide analytical capab|I|Fy to aggregate raw award, order, and spend data to generate performance metrics by Vendor and cross-compare performance across
Relationships Vendors. Includes evaluation of vendor performance.
Manage Vendor . . Upon finalization of contract, collecting vendor information, setting up new vendors, training vendors where necessary, potentially providing access to the
Procurement . . Facilitate Vendor Onboarding . L . . o A
Relationships necessary information including credentials for logging into the IT systems to perform the contractual obligations as needed.
Procurement Mlsglzﬂzr:/si?s;r Track Vendor Compliance Provide the ability to monitor and report on Vendor(s) compliance with organization’s policies and statutes.
Procurement Manage Ver'1dor Provide Procurement Reports & Slice and dice procurement and financial data in varying formats as determined by end users.
Relationships Analytics
Manage Vendor . The actions the organization takes to mitigate and reduce potential risks with Vendors. Also includes monitoring and reporting levels of risk exposure. [Note: SCV
Procurement . . Manage Supply Risks :
Relationships does not do this formally today]
Manage Supplier Author contracts using approved standard contract clauses and templates and route drafts through approval workflow levels to support contract negotiations and
Procurement Develop Contracts . o . . ;
Contracts execution. Facilitate search / retrieval of contract samples/templates through a centralized repository.
Procurement Manage Supplier Manage Contract Lifecycle (incl. |Continuously monitor contract status, expiration / milestone dates throughout the contract cycle with alerts and reports/dashboards, including renewals, change
Contracts Cycle Time) orders, and amendments.
Procurement Manage Supplier Manage Online Catalogs Pr'owde online shpppmg like experlence that enables purchasing selection from a customized, shopping cart-enabled interface (punch-out to vendor sites or
Contracts migrate catalogs into own solution).
Procurement Manage Supplier Establish Contingency Plans Erowde the capability t'o identify and retrieve comparable contracts from multiple Vendors to support contingency planning in case of Vendor non-performance,
Contracts insolvency, non-compliance and/or to support other management needs.
C o Author solicitations using templates and content, send out drafts through defined approval workflow levels. Facilitate search/ retrieval of solicitation
Procurement Manage Solicitations Develop & Post Solicitations . .
samples/templates through a centralized repository.
Procurement Manage Solicitations Access Solicitation Documents |Provide offerors self-service access to solicitation documents internally and externally per defined access controls and authoring rights.
Procurement Manage Solicitations Receive Vendor Proposals E;r;);)/édnes(tehse capability for Vendors to electronically respond to predefined solicitation templates, store Vendor proposals and enable Vendors to provide electronic
Procurement Manage Solicitations Evaluate & Award Solicitations |Provide the ability to electronically score solicitation responses based on defined parameters and evaluation criteria.
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Provide the analytics capability to aggregate scoring and defend award decisions. Monitor compliance of Vendors’ protesting awards to deadlines. Provide the

Procurement Manage Solicitations Manage Solicitation Protests o L
capability to initiate and respond to protests.
C Communicate with Vendor |Provide the capability to receive and distribute communications to Vendor community electronically for a specific solicitation, general communication and/or
Procurement Manage Solicitations . o . . :
Community specific groups of Vendors (e.g., addendums, pre-bid meetings, job walks).
Procurement Manage Solicitations Support Vi?]csk\ilre?sueshons & Provide the ability for Vendors to ask questions directly for specific solicitations and review published answers.
Manage Inventory & Receive, Process, Ship & Track Recemng §tock from suppllers, processing 'the inbound goods, tracking and managln.g stock, as well as receiving gnd shipping goods to and from other locations,
Inventory . including different stock locations. Includes internal and external management. [Note: The vendors drop off IT equipment and forms at bay and these are moved to
Warehousing Inventory .
a stock location/warehouse]
Manage Inventory & . I S . . . ; . A L
Inventory Warehousing Count Inventory Conducting periodic physical inventory counts, cycle counting and perpetual inventory processes, including count adjustments (reconciliation) and verification.
Inventory Mar\}sgfelr?gj;:gy & Manage Inventory Ordering |Outbound ordering of stock and associated processes, as well as those for back-order management.
Inventory Mar\}sgfelr?gj;:gy & Ship Inventory Managing processes to ship goods to court locations. [Note: All shipment/transportation is handled through UPS]
Manage Inventory & Managing processes for order returns and disposition, including reconciling them to inventory or returning to supplier vendors. [Note: SCV has a limited number of
Inventory . Manage Inventory Returns e
Warehousing returns (unless printing issues occur).]
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ERP Functional Requirements - Human Capital Management

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date

(for" C3: Roadmap"”
responses only)

Comments

H001 Acquire Talent The_ s_o_lutlo‘rj will be able to support core functionality for Manage Recruitment as described in "1. Capability
Definitions.
H002 Acquire Talent The_ s_o_lutlo‘rj will be able to support core functionality for Manage Hiring as described in "1. Capability
Definitions.
H003 Acquire Talent The_ s_o_lutlo‘rj will be able to support core functionality for Manage Onboarding as described in "1. Capability
Definitions.
HO004 Acquire Talent The_ §o|utlon YVI“ be able to post_ an open posmlon |nterna}|_|¥, externally, and simultaneously, with multiple
position locations, through multichannel sourcing capabilities.
HO05 Acquire Talent The solu_tlon will t_)e able tq support a H|r|nglManager to select specific position preferences/benefits that will
automatically be included in the posted position.
HO06 Acquire Talent The solution will be able to post evergreen roles that are refreshed based on a user-defined time period (e.g.,
every 30 days).
The solution will be able to allow Recruiters to search for open positions by job code, pull in job description,
HO007 Acquire Talent compensation data, and position requirements (e.g., specific position, position close date) and make
updates/additions/removals to and, automatically, update existing integrated job postings in job boards.
The solution will be able to automatically remove the posting from all job boards including any retroactive
H008 Acquire Talent updates to close dates (e.g., when a close date is updated to a date in the past, the job posting must be
removed) once a position close date has passed.
HO09 Acquire Talent The solution will be able to define, and automatically include, required statements in each job posting (e.g.,
a Equal Employment Opportunity and Drug-Free Workplace statements, Veterans preference).
HO10 Acquire Talent _The solu_tlon will be able to allow a gandldate to create an account or apply as a guest but capture their guest
information for future account creation.
The solution will be able to manage various unique identifiers and profiles for applicants (e.g., ability to merge
. data from an applicant that has an existing employee identifier such as a past employee who would need
HO11 Acquire Talent ) . o ) .
their past personnel information linked to the account profile or an applicant that has not created an account
in the past).
HO012 Acquire Talent The solution will be able to flag applicants who are former employees not eligible for rehire.
HO13 Acquire Talent The solution will be able to flag applications that are internal applicants, past SCV contractors, or past SCV
employees.
. The solution will be able to allow internal and external candidates with profiles to monitor their status (pre-
HO014 Acquire Talent . } L
and post- offer) and submit multiple applications.
HO15 Acquire Talent ';roeczcs)lsutlon will be able to provide easy and intuitive dashboards for end-users to easily follow the hiring
The solution will be able to track the status of the application (e.g., Meets Min Quals, Ineligible for Rehire/Past
HO016 Acquire Talent SCV Employee) and step disposition status (e.g., applied, pre-screened, phone interviewed, in-person
interviewed).
HO17 Acquire Talent The s_olutlon w_|II be able _to allow t_he Candidates and Hiring Manager to view permitted statuses (e.g., not
enabling candidates to view certain statuses).
HO18 Acquire Talent The s_olut_lon will be able to support the capturing of, and reporting on, candidate reasons (dropdown reasons)
for rejecting an offer.
. The solution will be able to send out multiple invitations for assessments and/or interviews, and/or group
HO19 Acquire Talent - ) . . .
actions and allow candidates to schedule interviews based on selected dates/times.
. The solution will be able to provide automated notifications to candidates with updates during the job
H020 Acquire Talent - ) .
application process (e.g., for assessments, review offer, complete background check, onboarding tasks).
The solution will be able to allow Recruiters to view talent acquisition dashboards, including but not limited to
H021 Acquire Talent the number of applicants, open/closed positions, diversity of the talent pool, talent pipeline, and talent
network.
. The solution will be able to issue reminder notifications when candidates have not responded or have not
H022 Acquire Talent . o
completed events (e.g., incomplete applications).
The solution will be able to auto populate required documents (e.g., offer tailored letter/benefits/employment
H023 Acquire Talent agreements, welcome packet) based on system information, and include the ability to utilize digital signatures
(e.g., signed offer letters).
. The solution will be able to submit candidate selection to HR with the effective date of processing and to
HO024 Acquire Talent .
ensure HR related tasks for hire are complete.
. The solution will be able to provide workflows based on the type of position being filled (e.g., Management,
H025 Acquire Talent . ; o ;
Intern) with guidance/pop-ups to reference language and regulatory permission requirements.
H026 Acquire Talent Thg solution will pe able to cgpture interview results/scoring captured in the system. Describe the various
options for capturing scores in the system.
. The solution will be able to accommodate unique onboarding checklists/needs for each location
HO027 Acquire Talent .
(court/locality)
H028 Acquire Talent The solution will bg able to support employee ID creation in separate system (i.e., Cardinal) and use within
the core ERP solution / employee record
H029 Acquire Talent The solution will be able to manage a pool of retired and past Clerks / Deputy Clerks that can be used as-
needed (as wage employees)
Administer Human The solution will be able to support core functionality for Manage Workforce / Personnel Information as
HO030 ) o o L "
Resources described in "1. Capability Definitions.
Administer Human The solution will be able to support core functionality for Manage Org, Positions, Job Descriptions, and
HO31 N f S . N
Resources Classifications as described in "1. Capability Definitions.
HO32 Administer Human The solution will be able to support core functionality for Manage Workforce / Personnel Actions as described
Resources in "1. Capability Definitions."
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HO33 Administer Human The solution will be able to support core functionality for Manage HR Strategy & Planning as described in "1.
Resources Capability Definitions."
Administer Human The solution will be able to support core functionality for Manage Workforce Voice and Employee
H034 ; s w " " "
Resources Engagement as described in "1. Capability Definitions.
Administer Human The solution will be able to support core functionality for Manage and Deliver HR Communications as
H035 ) o o e "
Resources described in "1. Capability Definitions.
- The solution will be able to allow users, through self-service supported by workflows and task lists, to create
Administer Human o : . . ) . ’
H036 a new organizational structure, staging and aligning all associated attributes and effective dates prior to
Resources L
publishing.
HO37 Administer Human The solution will be able to create an organizational hierarchy so that the employees can be assigned to, and
Resources paid from, multiple positions in different funds, organizational units, classes, and statuses.
The solution will be able to configure workflow mechanisms (e.g., single- and multi-layered approvals,
HO38 Administer Human approvals based on hierarchies/roles/custom rules, approval observers, electronic and email notifications,
Resources statuses, manual and automatic re-routing, delegation, cancellation, warning and error messages) to guide
users.
The solution will be able to manage current and historical job information for each employee, including but
Administer Human not limited to promotions, oath date, term date, change of position, leaves of absence, layoffs, retirement, pay
HO039 . . . L
Resources rate changes, departmental reassignments, re-hire, and death, supported by automated scanning and digital
signature capabilities.
- The solution will be able to perform scenario analysis, e.g., distributing workforce planning output over
Administer Human . ) o . ) -
H040 multiple years based on user-defined criteria. Calculate and provide a rule engine for basic and complex
Resources - ] : .
formulas and scenarios using drag-and-drop functionality.
HO41 Administer Human The solution will be able to initiate Surveys to employees in alignment with actions taken (i.e., exit, retention,
Resources satisfaction surveys).
Administer Human The solution will be able to produce (ad-hoc, by request) organizational charts of any/every court or
H042 department within the courts system for viewing on-line and for extracting to a downloadable file (PDF, JPG,
Resources
PNG, and XL).
HO043 Administer Human The solution will be able to record and action multiple start dates (i.e., oath date, term date) for judges,
Resources substitute judges, and magistrates
HO44 Administer Human The solution will be able to support common position titles with differences in employee profile management
Resources (e.qg., differences for judges by location)
H045 Administer Human The solution will be able to capture and selectively use alias/preferred names for judges
Resources
H046 AdlenelzgeurrcHeusman The solution will be able to add non-employees (e.g., contingent labor) into the system
HO047 Administer Human The solution will be able to assign a judge to a combined district court, and to a specific court type (e.g.,
Resources juvenile)
Manage Employee | The solution will be able to support core functionality for Manage Workforce Complaints / Grievances as
H048 . . - - o "
Relations described in "1. Capability Definitions.
HO49 Manage Employee | The solution will be able to support core functionality for Manage Disciplinary Actions as described in "1.
Relations Capability Definitions."
The solution will be able to digitally collect and store disciplinary documents with electronic acknowledgement
Manage Employee ’ . L ; ) .
HO050 Relations or signature with ability to categorize and review for accuracy and provide access by document category or
union.
HO51 Manage Employee | The solution will be able to allow users to access to disciplinary action information based on approved access
Relations due to confidentiality.
H052 Mane;{geelalfgr?sloyee The solution will be able to address staffing and pay when an employee is discharged or demoted.
The solution will be able to notify external entities (service benefit providers and Internal groups such as
Manage Employee ) } . ) : - :
H053 Relations Benefits, Finance, Payroll) of changes including reinstatement to ensure appropriate changes/required
updates are automatically made.
HO54 Manage Employee | The solution will be able to provide access to a knowledge base where Managers can search SCV's,
Relations company policies for rules specific to disciplinary actions.
HO55 Manage Employee | The solution will be able to provide self-service to Managers to request information on disciplinary records
Relations with appropriate access (e.g., view only).
HO56 Manage Employee | The solution will be able to provide dashboard reporting including trend related data, reporting on past
Relations violations for an employee.
HO57 Manage Employee | The solution will be able to pull data from past violations to see range of disciplinary actions to be considered
Relations as possible consequence.
HO58 Manage Employee | The solution will be able to automate notifications for approaching deadline to assess discipline
Relations with dashboard reporting indicating status and due dates.
HO59 Manage Employee | The solution will be able to support a dashboard for trend data relating to workforce complaints/grievances or
Relations disciplinary actions.
Manage Huma_n The solution will be able to support core functionality for Manage HR Policies and Procedures Guidance as
HO060 Resources Service . o . L "
- described in "1. Capability Definitions.
Delivery
Manage Humap The solution will be able to support core functionality for Manage HR Knowledge Base as described in "1.
HO061 Resources Service L L "
- Capability Definitions.
Delivery
Manage Huma_n The solution will be able to support core functionality for Manage HR Service Delivery Cases as described in
H062 Resources Service |, o L "
- 1. Capability Definitions.
Delivery
Manage Humap The solution will be able to support core functionality for Manage HR Self-Service as described in "1.
H063 Resources Service L L "
Delivery Capability Definitions.
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Manage Huma_n The solution will be able to support core functionality for Manage HR Metrics, Reporting, & Analytics as
HO064 Resources Service . - o L "
- described in "1. Capability Definitions.
Delivery
Manage Huma_n The solution will be able to support core functionality for Manage HR Digital Documents as described in "1.
HO065 Resources Service i~ . "
- Capability Definitions.
Delivery
Manage Human The solution will be able to allow users, through self-service supported by workflows and task lists, to search
H066 Resources Service |a knowledge base located in a single, designated location of HR documentation and FAQs, supported by an
Delivery HR policy repository and/or a dedicated imaging platform/software.
Manage Human
HO067 Resources Service | The solution will be able to ensure access is obtained to personnel’s HR digital documents.
Delivery
Manage Huma_n The solution will be able to support assistance requests virtually (virtual assistant/chatbot) and telephonically
H068 Resources Service .
- (direct HR personnel contact).
Delivery
Manage Huma_n The solution will be able to provide end-to-end functionality for HR service requests, including open, manage
H069 Resources Service ;
Delivery (e.g., routing), and close the case
Manage Human
HO070 Resources Service | The solution will be able to gather feedback on effectiveness of support (e.g., satisfaction survey).
Delivery
Manage Huma_n The solution will be able to analyze case trends (e.g., nature, volume and status of cases) and satisfaction of
HO71 Resources Service ;
- HR service level agreements (SLAs)
Delivery
Manage Huma_n The solution will be able to utilize reporting capabilities to support specialized/customized (e.g., SCV
HO072 Resources Service ) ;
. Personnel, HR Professionals, etc.) reporting requests.
Delivery
Manage Huma_n The solution will be able to provide access through both desktop and mobile devices, with Personally
HO73 Resources Service e ) : o
: Identifiable Information (PIl) security maintained.
Delivery
HO74 Manage Workforce The so_ll_Jtlon w_|II_ pe akile to support core functionality for Manage Absence/ Leave as described in "1.
Capability Definitions.
HO75 Manage Workforce The so_ll_Jtlon w_|II_ pe akile to support core functionality for Manage Time and Attendance as described in "1.
Capability Definitions.
HO76 Manage Workforce The so_ll_Jtlon w_|II_ pe akile to support core functionality for Manage Separation/Off-boarding as described in "1.
Capability Definitions.
HO77 Manage Workforce The solut_lon will be aple tq s‘l'Jpport core functlppgllty f:)r Manage Workforce Planning, Budgeting, &
Forecasting as described in "1. Capability Definitions.
HO78 Manage Workforce The so_ll_Jtlon w_|II_ pe akile to support core functionality for Manage Workforce Scheduling as described in "1.
Capability Definitions.
HO79 Manage Workforce The solutlor_1 will be gble to allow Managers or SCV HR Professionals to request job change, organizational
change, or inter-entity/company move on-behalf of employees:
HO079-1 Manage Workforce Automated change of payroll area
HO079-2 Manage Workforce Automated change of benefits/pension plan
HO079-3 Manage Workforce Security roles
HO079-4 Manage Workforce Delegation of authority
The solution will be able to manage current and historical job information via automated workflows for each
H080 Manage Workforce |employee, including but not limited to promotions, change of position, leaves of absence, layoffs, retirement,
pay rate changes, departmental reassignments, re-hire, and death.
Ho81 Manage Workforce The soluﬁon_ will be able to support data retention requirements for storing and maintaining employee
information indefinitely.
Ho82 Manage Workforce The solution will be ablg to manage notifications to appropriate stakeholders for personnel actions as they
are processed and applied to the employee record.
HO83 Manage Workforce The soluflon will be able to producellayoff and retention reg|stgrs mcl_udmg, but not limited to, the following:
veterans' preference, company seniority, and performance rating variables.
The solution will be able to Allow for transaction reversals (e.g., deletion of the transaction that occurred to
HO084 Manage Workforce [restore to prior state) which could occur up to a year or more later (i.e., crossing calendar/plan years,
performance periods, etc.).
HO85 Manage Workforce The solution w_|II be able to audit the correction history and update downstream modules/systems (i.e..
Payroll, Benefits, external systems, and access control).
The solution will be able to support access to data, actions, processes that are restricted by role and ensure
H086 Manage Workforce |SCV can restrict access to groups as needed. (e.g., by department, organization unit, position/jobs,
locations).
Ho87 Manage Workforce T_he‘sc?lutlon WI‘|| be able to provide access all employee history including job changes, performance data,
disciplinary actions, etc.
Ho88 Manage Workforce The soIL_Jtlon will be able to provide the ability to create and record complex schedules via dynamic
scheduling (e.qg., 10-hour workday).
HO89 Manage Workforce The solution will be abl_e to rgr_’nove or aqtomatl_cally assign security based on roles when an
employee changes their position/role or is terminated.
H090 Manage Workforce  [The solution will be able to report on all past, current, and planned (future effective dated) personnel actions.
HO091 Manage Workforce | The solution will be able to generate employee reports, based on user-defined time period.
H092 Manage Workforce | The solution will be able to include the capability to offer employee retention/satisfaction surveys.
HO093 Manage Workforce | The solution will be able to report on turnover rates (i.e., monthly analysis of terminated employees)
H094 Manage Workforce vTvt;elfk?f)OI\llJvtlon will be able to allow employees to enter absence and leave through an automated approval
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The solution will be able to offer fewer types of absences than the executive branch (e.g., no school or

H095 Manage Workforce
volunteer leave)
HO096 Manage Workforce The solution will be ablg to calculate and build business rules based on years on service (e.g., Judicial earns
hours for each pay period)
H097 Manage Workforce The soll_Jtlon will be able to support complex business rules that calculate payout of leave balances at time of
separation
H098 Manage Workforce |The solution will be able to support a single submission of payroll and travel requests for Retired Judges
H099 Manage Total Rewards _Th"e solutlon'v'wll be _ak_)l'e to fupport core functionality for Manage and Administer Compensation as described
in "1. Capability Definitions.
H100 Manage Total Rewards The so_ll_Jtlon w_|II_ k_)e akile to support core functionality for Manage and Administer Benefits as described in "1.
Capability Definitions.
H101 Manage Total Rewards The so_ll_Jtlon w_|II_ k_)e akile to support core functionality for Manage and Administer Pension as described in "1.
Capability Definitions.
H102 Manage Total Rewards The solu_tlon vylll‘lbe able t(_) _suppolrtlc_ore fkmctlonallty for Manage and Administer Rewards and Recognition
as described in "1. Capability Definitions.
The solution will be able to support self-service supported by workflows and task lists, collect and maintain
relevant data fields for each employee including, but not limited to, employee name, employee id, employee
H103 Manage Total Rewards |organization, salary review date, supervisor, job code, salary administration plan, salary range, current
salary, performance rating, target incentive opportunity(s), next salary review date, salary increase amount,
lump sum amount.
H104 Manage Total Rewards | The solution will be able to perform job evaluations.
The solution will be able to facilitate the scheduling and execution of annual enroliment activities, including
H105 Manage Total Rewards |functionality to allow new employees to link to the benefit providers’ interfaces to select benefit plans as a
part of the on-boarding process.
H106 Manage Total Rewards The solution will bg able_ t(_)lrecord the changes associated with event driven enroliment, including life change
events and new hire activities.
The solution will be able to provide a seamless integration to benefit administrators’ portals to provide
H107 Manage Total Rewards |employees with a description of benefit plans and include specific plan details (e.g., customized messages to
employees, deadlines for completion, or a disclaimer for those employees who decline a benefit).
H108 Manage Total Rewards The solution W|II_be able to provide functionality that allows prospective applicants to calculate their potential
total compensation.
H109 Manage Total Rewards l‘z:/es)olutlon will be able to establish eligibility rules for regulatory requirements (e.g., military leave, sick
The solution will be able to track and maintain employee and dependent benefit information (e.g., type of
H110 Manage Total Rewards |benefit, eligibility dates, plan rates/ costs, plan providers, employee retirement tier(s), type and level of
coverage, and Disability and plan participation records).
H111 Manage Total Rewards The so_lu_tl(_)r_1 will be aple Fo link benefit thlons to job or employee groups (e.g., Benefit Codes) and apply to
both eligibility determination and reporting.
The solution will be able to track and maintain benefit enroliment data (e.g., list of employees whose
enrollments are completed, in progress, or not yet started) and enroliment data for employees who are on
H112 Manage Total Rewards leave, who have separated, or who have returned for deduction and benefit eligibility status and maintain
historically.
The solution will be able to allow users to enter one-time benefit deductions (not based on current elections)
H113 Manage Total Rewards |. : o ) ) L
including, but not limited to, retroactive, overrides, refunds, and additional payments.
The solution will be able to send due-date reminders using an integrated email feature and track requests for
H114 Manage Total Rewards o - ;
additional information or paperwork.
H115 Manage Total Rewards The solution will be able to support temporary pay for acting/temp clerk assignments, in addition to existing
employee role
H116 Manage Total Rewards The solution will be able to support an interface to Cardinal that relays whether retired and substitute judges
9 work either a half or full day, and to subsequently support different pay rates for each combination
H117 Workforce Performance The soll_Jtlon will be _able _to fupport cqre func_tlc_)pallty"for Manage Career Development, Goals, and
Evaluation as described in "1. Capability Definitions.
H118 | Workforce Performance The s_olutlo_n '\'NI|| be abl'e' to supp_olrt co:e functionality for Manage Skills, Qualifications, Competencies as
described in "1. Capability Definitions.
H119 | Workforce Performance The so_ll_Jtlon w_|II_ k_)e akile to support core functionality for Manage Succession Plans as described in "1.
Capability Definitions.
H120 | Workforce Performance The so_ll_Jtlon w_|II_ k_)e akile to support core functionality for Manage Learning and Training as described in "1.
Capability Definitions.
H121 Workforce Performance The solution will be able to define qrganlzatlonal goals, functional, team goals, objectives, and set desired
performance standards and behaviors by employee type.
The solution will be able to create configurable job profiles for roles including skill requirements, competency
Manage Workforce - : . ) ; )
H122 and value models with related learning activities, and gap analysis (comparison of the difference between
Performance ) ) : L .
current required skills, clearances, education, etc. for the desired job position)
H123 Manage Workforce The solution will be able to automate any achievement bonus payments associated with upskilling.
Performance
H124 Manage Workforce |The solution will be able to create talent profiles with employee skills, performance goals, education,
Performance interests, to source existing employees/internal candidates for a role.
Manage Workforce The solution will be able to create individual performance improvement plans (PIP), the performance
H125 9 evaluations related to the PIP, and all throughput of the PIP, including but not limited to the following:
Performance o - . g
disciplinary probation and demotion and termination.
The solution will be able to support goal modification iteratively throughout the year and as employees
Manage Workforce s NP , o
H126 progress within the organization (i.e., goals can be changed to reflect an employee’s new position and/or

Performance

organizational changes to expectations) capturing historical changes made and by whom.
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Manage Workforce

H127 The solution will be able to capture feedback and solicit feedback from a colleague.
Performance
The solution will be able to uniquely identify, query, track and store individual performance data (e.g.,
Manage Workforce . : e L - L
H128 performance ratings, multiple raters, quantitative and qualitative criteria, goals, and objectives) to support
Performance . o A . . .
appraisal processes and employee 360°-views (e.g., for annual, periodic, interim, and ongoing reviews).
H129 Manage Workforce The solution will be able to support real-time feedback via mobile devices
Performance
H130 Manage Workforce The solution will be able to allow managers to report on career progression and performance.
Performance
H131 Manage Workforce |The solution will be able to allow managers/employees to capture performance feedback throughout the year
Performance with the opportunity for managers/employees to release this feedback to the other.
H132 Manage Workforce |The solution will be able to consolidate feedback captured throughout the year to represent a “year in review”
Performance for the employee.
The solution will be able to automatically generate and make available performance documents and
Manage Workforce - S ; .
H133 move/update/cancel existing documents as necessary during job changes (e.g., hire, re-hire, transfer,
Performance s . )
termination, promotion, demotion).
H134 Manage Workforce |The solution will be able to support performance ratings/comments changes should an employee file for a
Performance change.
Manage Workforce . . . .
H135 Performance The solution will be able to support career mapping for employee career interests.
H136 Manage Workforce |The solution will be able to support survey management such as surveys related to the full employee life
Performance cycle.
The solution will be able to support role-based access for employees and managers (e.g., if assigned a group
Manage Workforce . . L .
H137 of employees to manage, a manager may solicit then review feedback on individual employees under their
Performance . ] . .
management and employees may review their own feedback, but not that of others in their group).
Manage Workforce |The solution will be able to allow employees to provide spontaneous feedback to managers / company to
H138 - . ) :
Performance submit ideas and provide feedback to company in a report/analytics.
Manage Workforce |The solution will be able to identify career interests and create an Individual Development Plan (IDP) with
H139 . )
Performance ability to track against IDP content.
H140 Manage Workforce The solution will be able to consider performance and ratings when evaluating compensation.
Performance
H141 Manags Workforce The solution will be able to capture, track, report Skills, Qualifications, & Competencies.
Performance
H142 Manage Workforce |The solution will be able to issue a questionnaire to a defined set of individuals to capture feedback (e.g.,
Performance during a harassment investigation)
Manage Workplace |The solution will be able to support core functionality for Manage Ethics & Compliance as described in "1.
H143 ) ) o L N
Compliance & Guidance [Capability Definitions.
Manage Workplace |The solution will be able to support core functionality for Manage Workforce Equity (D&I) as described in "1.
H144 ) ) o - A
Compliance & Guidance [Capability Definitions.
Manage Workplace |The solution will be able to support core functionality for Manage Health & Safety as described in "1.
H145 ) ) o L "
Compliance & Guidance [Capability Definitions.
Manage Workplace |The solution will be able to collect information from candidate/employee; Demographics, Disability, Military
H146 ) ) : .
Compliance & Guidance |Experience, Gender, Race/Ethnicity
Manage Workplace . .
H147 ) ) The solution will be able to ensure state and federal regulatory reports can be generated
Compliance & Guidance
H148 Manage Workplace |The solution will be able to provide insight, dashboards, reporting of diversity of the talent and employment
Compliance & Guidance [pools, talent pipeline and candidate pipeline
Manage Workplace [The solution will be able to report on diversity data at a granular level on various demographics by
H149 ) ) - . ;
Compliance & Guidance [organization (e.g., white, disabled veterans, etc.)
H150 Manage Workplace |The solution will be able to provide statistical analysis and reporting on succession planning data
Compliance & Guidance |incorporating diversity data
H151 Manage Workplace |The solution will be able to provide real time data of headcount challenges and opportunities where diversity
Compliance & Guidance (gaps are present
H152 Man?ge Workpllace The solution will be able to track and manage disability accommodations to ensure ADA compliance is met
Compliance & Guidance
Manage Workplace . . . . ) L
H153 ) . The solution will be able to improve understanding of confidentiality of court documents
Compliance & Guidance
H154 Manage Workplace |The solution will be able to collect and store information and ensure it is secured and accessible by

Compliance & Guidance

appropriate organizational roles
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ERP Functional Requirements - Financials Management

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date

(for" C3: Roadmap"”
responses only)

Comments

Manage Accounts The solution will be able to ability to store a table of Bar IDs and associated attorney names (extracted and
F001 Payable - Criminal Fund |loaded from the VA Bar database) in order to validate the bar ID and attorney name in the voucher (Criminal
& IMC Fund)
Manage Accounts The solution will be able to create a form to capture and validate the various fields as reflected on form DC-
F002 Pavable -gCriminaI Fund 44 (e.g., individual date of service performed, individual court code) for interpreter payments. [Note: SCV is in
4 & IMC the process of adding this functionality to EVPS but is interested in learning about ERP capabilities to
potentially handle this functionality.] (Criminal Fund)
Manage Acc_:ounts The solution will be able to validate that the same interpreter is not at two different locations at a given time.
F003 Payable - Criminal Fund |, .” ) ,
&IMC This is based on the interpreter's SSN.
Manage Accounts
FO04 Payable - Criminal Fund | The solution will be able to manage the separate, business rules, form, and fund for IMC Payments
& IMC
Manage Accounts . . .
FOO5 Payable - Criminal Fund The_ solution W|II_ be ak?le Fo process requests for payment (e.g., fees, travel, expenses) against complex
& IMC business rules, including:
Manage Acc_:ounts Depending upon the number of days between when the payment request was submitted and the
F005-1 | Payable - Criminal Fund ) e ) .
& IMC services or travel was completed (e.g., additional documentation may be required after 30 days)
Manage Accounts To verify the availability of funds for waivers (i.e., a specific payment request type) prior to payment. If
F005-2 | Payable - Criminal Fund the waiver funds are exhausted, the amount of the waivers will not be paid. This must have the flexibility
& IMC to reject payment, hold the payment, or short-pay. [Note: No notification is provided to the vendor.]
To ensure that submitted requests for payment comply with fees and thresholds (statutory limits) set
Manage Accounts . h ) s s - .
S forth in the SCV Chart of Allowances, including variations by Court (e.g., District, Juvenile and Domestic
F005-3 | Payable - Criminal Fund - - L ; .
&IMC Relations District, Circuit), by Charge (e.g., misdemeanor, delinquency, felony) and any supplemental
statutory waiver amount (if available).
To ensure that services and expenses comply with the statutory limits, including specified hourly rates
Manage Accounts o . - - )
S and time increments (e.g., time not recorded in increments greater than .10 hours) for different services,
F005-4 | Payable - Criminal Fund " - . .
& IMC specified fees for services (e.g., set amounts for various tests) and per diems for expenses (e.g.,
mileage)
Manage Acc_:ounts The solution will be able to produce a summary report for various elements (e.g., IMC, Criminal Fund,
FO06 | Payable - Criminal Fund ) .
& IMC Interpreter, Vendor, Commonwealth) with the month-to-date and year-to-date services and amounts.
F007 Manage Accounts The solution will be able to support core functionality for Process Invoices as described in "1. Capability
Payable - General Definitions."
F008 Manage Accounts The solution will be able to support core functionality for Manage 1099s as described in "1. Capability
Payable - General Definitions."
F009 Manage Accounts The solution will be able to support core functionality for Manage P-Cards as described in "1. Capability
Payable - General Definitions."
Manage Accounts The solution will be able to support core functionality for Manage Travel & Expense as described in "1.
FO10 P - A
Payable - General Capability Definitions.
Manage Accounts The solution will be able to support core functionality for Manage Payables Debit/Credit Memos as described
FO11 - P " "
Payable - General in "1. Capability Definitions.
F012 Manage Accounts The solution will be able to support core functionality for Process Payments as described in "1. Capability
Payable - General Definitions."
Manage Accounts The solution will be able to provide automated workflow for receiving materials (e.g., barcode scanning),
FO13 P s :
Payable - General matching invoices, and submitting payments based on user defined approval needs.
The solution will be able to automate the processing of vouchers (e.g., scanning, automatically extracting
Manage Accounts . )
FO14 data elements from the scanned images, and pre-populating data elements from the scanned paper-based
Payable - General L
vouchers) for non-IMC and non-Criminal fund paper vouchers.
FO15 Manage Accounts The solution will be able to provide automated workflow for (1) AP disbursement, (2) PO, (3) non-PO invoice
Payable - General with authorization matrix
Manage Accounts The solution will be able to support approval workflows that take into consideration segregation of duties
FO16 : . ; .
Payable - General policy pre-established by Finance leadership.
FO17 Manage Accounts The solution will be able to list the various disbursements made by type (e.g., EFT, check, ACH).
Payable - General
FO18 Manage Accounts The solution will be able to produce and edit 1099s, as well as role-based permissions for SCV employees to
Payable - General view 1099s of contractor employees.
FO19 Manage Accounts The solution will be able to report on various 1099 requirements, including ERP vendor provided automatic
Payable - General IRS rule updates.
F020 Manage Accounts The solution will be able to report on AP data and generate tailored AP reports through self-service (i.e.,
Payable - General without requiring IT involvement).
Manage Accounts The solution will be able to support (populate, maintain, view) a separate set of vendor information (e.g., in a
F021 N separate vendor table) that is isolated from the SCV’s vendors data within the ERP (see the integration/APls
Payable - General . . :
of this use case for further context on this desired feature set).
F022 Manage Accounts The solution will be able to reconcile statutory payment amount, actual payment, and the amount requested
Payable - General for waiver
F023 Manage Accounts The solution will be able to set expense approval levels by role, with specific roles allowed to approve over
Payable - General level by a certain percentage
F024 Manage Accounts The solution will be able to automate the processing of vouchers for non-IMC and non-Criminal fund paper
Payable - General vouchers
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The solution will be able to initiate a travel authorization request including: the number of court employees,
Manage Accounts ) -
F025 method of travel (e.g., plane, rail), date requested, employee name(s), employee dept.(s), destination(s),
Payable - General )
reason for travel, travel dates, funding source.
F026 Manage Accounts The solution will be able to store a table of Bar IDs and attorney names (via VA Bar database) to validate the
Payable - General bar ID and attorney name in a voucher.
F027 Manage Accounts The solution will be able to set and modify a variety of limits for criminal fund code sections, including hourly
Payable - General limits and caps.
F028 Manage Accounts The solution will be able to support a single submission of payroll and travel requests for Retired Judges
Payable - General
Manage Accounts The solution will be able to initiate a travel authorization request including: the number of court employees,
F029 Payable - Travel & method of travel (e.g., plane, rail), date requested, employee name(s), employee dept.(s), destination(s),
Expense reason for travel, travel start date, funding source, and travel return date.
Manage Accounts
F030 Payable - Travel & [The solution will be able to provide travel authorizations through an approval workflow.
Expense
Manage Accounts The solution will be able to generate travel reports (e.g., report on travel authorization request issued over a
F031 Payable - Travel & . ) . o
given period of time or by travel authorization number range)
Expense
Manage Accounts The solution will be able to provide approval workflows for employee travel amounts in excess of per diem,
F032 Payable - Travel & -
per Travel and Expense policy.
Expense
Manage Accounts The solution will be able to support business rules for approvals of travel and expense transactions that
F033 Payable - Travel & assign different approval levels for specific roles, as well as supporting workflow to re-route approvals based
Expense upon predefined excess percentages.
Manage Accounts The solution will be able to associate expenses with different agencies and automatically create two journal
F034 Payable - Travel & .
entries from approved expenses.
Expense
Manage Accounts
F035 Payable - Travel & [The solution will be able to support journal entry to enable payment through the State’s Cardinal system.
Expense
Manage Accounts The solution will be able to support additional journal entry to adjust the above journal entry (F129) to either
F036 Payable - Travel & split the original expense among multiple agencies or to move the entire expense to a different agency
Expense (depending upon the coding/transaction-details provided by the employee during expense submission).
F037 Manage Billing & The solution will be able to support core functionality for Create Invoices & Bills as described in "1. Capability
Accounts Receivable |Definitions."
F038 Manage Billing & The solution will be able to support core functionality for Manage Collections as described in "1. Capability
Accounts Receivable |Definitions."
Manage Billing & The solution will be able to support core functionality for Manage Receivables Debit/Credit Memos as
F039 . ) o o L "
Accounts Receivable |described in "1. Capability Definitions.
Manage Billing & The solution will be able to support core functionality for Manage Customer Account Profiles as described in
F040 . " o . "
Accounts Receivable |"1. Capability Definitions.
FO41 Manage Billing & The solution will be able to generate AR Aging based on both invoice date and due date. Automated AR
Accounts Receivable [Aging calculation with a total tie to the general ledger (GL)
Manage Billing & ’ ’ . . ) ’
F042 . The solution will be able to provide a general overview of collections and aging.
Accounts Receivable
- The solution will be able to prevent edits to issued invoices and prevent duplication of invoices. If not
Manage Billing & ; s . A T
F043 . feasible, the ability to generate a report that summarizes changes made to invoices after the invoice has
Accounts Receivable . e A
been issued (e.g., invoice amount/invoice date).
Manage Billing & . . . . L L
F044 . The solution will be able to generate a cash receipt report with the invoice number and invoice amount.
Accounts Receivable
F045 Manage B'”'n.g & The solution will be able to support all sales adjustment transaction approval workflow within the system.
Accounts Receivable
F046 Manage B'”'n.g & The solution will be able to account for three primary types of receivables:
Accounts Receivable
Manage Billing & Courts Financial Accounting System (FAS): all court receivables including citizen fees, report
F046-1 9 '9 receivables to DOA (note: the ERP will not actually bill nor receive funds, only reflect related transaction
Accounts Receivable . .
information)
Manage Billing & ’ . ' . .
F046-2 Accounts Receivable Miscellaneous: Payroll, law library (separately appropriated for law library)
F046-3 Manage Billing & Dept. Judicial IT (DJIT): Circuit Court and other Judicial agencies used for computer equipment that is
Accounts Receivable billed by IT to the Circuit Courts, including IT services
Manage Billing & The solution will be able to provide monthly extract for Courts receivables at summary level (i.e., fund and
F047 . ) .
Accounts Receivable |revenue source), split by Commonwealth and locality accounts
F048 Manage Billing & The solution will be able to adjust outstanding receivable amounts for invoice adjustments via debit and credit
Accounts Receivable [memos.
F049 Manage Billing & The solution will be able to support a monthly extract from FAS for Courts receivables at summary level (i.e.,
Accounts Receivable |fund and revenue source).
Manage Billing & The solution will be able to split monthly extract at Commonwealth and local levels (via application of a %
FO50 . : ;
Accounts Receivable |estimate for the split)
Manage Budgeting & |The solution will be able to support core functionality for Create Budgetary Estimates, Plans, and Forecasts
F051 - . o . - N
Planning as described in "1. Capability Definitions.
F052 Manage Budgeting & |The solution will be able to support core functionality for Consolidate & Revise Budgets as described in "1.
Planning Capability Definitions."
F053 Manage Budgeting & |The solution will be able to support core functionality for Manage Financial Performance as described in "1.
Planning Capability Definitions."

Page 15 of 25

Attachment 6. Functional Requirements.xlsm
B. Financials



F054 Manage Budgeting & |The solution will be able to support core functionality for Perform Long Term Financial Planning as described
Planning in "1. Capability Definitions."
. The solution will be able to provide Budget managers (Directors) via self-service capabilities with accessible,
Manage Budgeting & . . A ) ) L
F055 - direct views of the budget at any points in time to provide early and more confident decisions to be made
Planning } )
regarding the forecast (e.g., to better use funds vs. having a surplus at end-of-year).
FO56 Manage Budgeting & |The solution will be able to download and upload budget inputs for use in a dedicated budget solution for
Planning variance analysis to improve decision making through greater granularity in the decision-making process.
FO57 Manage Budgeting & |The solution will be able to provide rolling 12-month forecast capabilities, with different views of the budget
Planning available - manager, Finance Director, function based (includes Chief Judges and Clerks).
. The solution will be able to have budget data more readily accessible in the GL with a simplified reporting
Manage Budgeting & ) - : ) .
F058 Plannin process and improved decision tracking at a detailed level (e.g., the ability to understand the source of
9 adjustment and reasoning).
Manage Budgeting & |The solution will be able to provide visibility into variance and plan vs. actual (e.g., Director at OES have
F059 - S
Planning better visibility into the budgets).
FO60 Manage Budgeting & |The solution will be able to provide the ability to integrate financial forecasts (e.g., current budget and plan;
Planning cost reports of budget vs forecast)
FO61 Manage Budgeting & |The solution will be able to automatically integrate information on maintenance agreements and software
Planning renewals from finance and procurement modules.
. The solution will be able to delineate and capture types of adjustments made to budget (e.g., new funding
Manage Budgeting & o . . L
F062 - from the General Assembly, appropriation adjustments to salary, healthcare costs) for improved revision
Planning ) .
tracking at a detailed level
F063 Manage Budgeting & |The solution will be able to monitor budgets across various agencies and reallocate funds and programs from
Planning the general fund as needed.
FO64 Manage Budgeting & |The solution will be able to support rules that restrict transfer of funds (~25 sources) between 9 agencies
Planning (e.g., cannot move court money to education)
FO65 Manage Budgeting & |The solution will be able to capture long-term forecasted expenses, including notifications of anticipated
Planning renewals
. The solution will be able to incorporate key drivers in the systems’ extended planning and analytics
Manage Budgeting & e - : . > )
F066 - capabilities, including the integration of procurement planning and HR planning (e.g., people costs) and the
Planning i : ) .
ability for Directors to create manage reports for finance metrics.
Manage Budgeting & |The solution will be able to provide budgetary checks in Consolidate and Revise budgets capability and
FO67 - . : ) o :
Planning supports wage employee and substitute Judges timesheet reporting activities, via manual data entry.
F068 Managpelait:]?r?:tmg & The solution will be able to establish and manage budgets by Agency, Fund, Program and Grant
FO69 Manage Budgeting & |The solution will be able to support rules for restricting movement of funds between 9 agencies and ~25
Planning sources
F070 Manage Budgeting & |The solution will be able to capture long-term forecasted expenses, including notifications of anticipated
Planning renewals
Support Finance The solution will be able to support core functionality for Manage Controls, Compliance, & Regulatory Affairs
FO71 ; . o . - N
Relations & Requests [as described in "1. Capability Definitions.
Support Finance The solution will be able to support core functionality for Support Internal & External Auditor as described in
FO72 ; " " . "
Relations & Requests ["1. Capability Definitions.
Support Finance The solution will be able to provide compliance solution for contract reviews, law research, and record
FO73 ; o
Relations & Requests [management to enable due diligence.
F074 Support Finance The solution will be able to review and provide requested financial information from internal and external
Relations & Requests |auditors.
FO75 Support Finance The solution will be able to provide request tracking capability, including documents received as a result of
Relations & Requests [audit request as well as overall internal progress
FO76 Support Finance The solution will be able to provide finance data necessary for auditor requests and the management of
Relations & Requests [compliance and regulatory affairs.
FO77 Manage Finance The solution will be able to support core functionality for Manage Financial Data as described in "1. Capability
Service Delivery Definitions."
Manage Finance The solution will be able to support core functionality for Manage Finance Self-Service as described in "1.
FO78 . ) o L N
Service Delivery Capability Definitions.
Manage Finance The solution will be able to support core functionality for Manage Finance Metrics, Reports, and Analytics as
FO79 . ) ) o o L "
Service Delivery described in "1. Capability Definitions.
Manage Finance The solution will be able to support core functionality for Manage Finance Digital Documents as described in
F080 . ) A o e "
Service Delivery 1. Capability Definitions.
F081 Mangge Fln_ance The solution will be able to provide the tools and information to enable user self-service
Service Delivery
F082 Manage Finance The solution will be able to generate ad hoc and or pre-scheduled Finance reports and analysis on Finance
Service Delivery related data.
F083 Mangge Fln_ance The solution will be able to utilize a data warehouse to support self-service reporting capabilities.
Service Delivery
Fo84 Manage Finance The solution will be able to manage the scanning, storage, processing and extraction of digital documents
Service Delivery related to Finance processes.
Manage Finance The solution will be able to add additional fields required for the Criminal Funds to answer ad hoc requests
F085 . )
Service Delivery from the General Assembly.
Manage Finance The solution will be able to support self-service remote entry and approval of per diem vouchers for
F086 . ) . o
Service Delivery substitute and retired judges
Manage Finance The solution will be able to provide leadership, with permissions, the ability to access finance reports on a
F087 . ) . ) : )
Service Delivery dashboard with drilldown into expenditures.
Fo88 Manage Finance The solution will be able to add fields required for Criminal Funds (ad hoc requests from the General
Service Delivery Assembly)
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F089 Manage Finance The solution will be able to generate and send report to Judges on per diem basis reflecting pay by days
Service Delivery worked
F090 Manage Finance The solution will be able to support remote entry and approval of per diem vouchers by substitute/retired
Service Delivery judges
F091 Manage Fixed Assets The so_ll_Jtion w_iII_ k_)e akile to support core functionality for Manage Asset Requests as described in "1.
Capability Definitions.
F092 Manage Fixed Assets The s_olutio_n '\'Ni|| be abl'e' to supp_oﬁ co:e functionality for Manage Asset Acquisition & Depreciation as
described in "1. Capability Definitions.
F093 Manage Fixed Assets The s_olutio_n '\'Ni|| be abl'e' to supp_oﬁ co:e functionality for Manage Asset Improvements & Depreciation as
described in "1. Capability Definitions.
F094 Manage Fixed Assets The s_olutio_n '\'Ni|| be abl'e' to supp_oﬁ co:e functionality for Manage Asset Maintenance & Transfers as
described in "1. Capability Definitions.
F095 Manage Fixed Assets "'I'he soluti(_)_n will pe_gble to support core functionality for Manage Assets Under Construction as described in
1. Capability Definitions.
FO96 Manage Fixed Assets The so_ll_Jtion w_iII_ k_)e akile to support core functionality for Retire & Dispose of Assets as described in "1.
Capability Definitions.
F097 Manage Fixed Assets Th_e solutio_n will be able to receive assets (requiring receiver to enter tag number, serial number, products
being received that create an asset)
F098 Manage Fixed Assets |The solution will be able to split assets across multiple entities
F099 Manage Fixed Assets |The solution will be able to create invoices at the project level
F100 Manage Fixed Assets |The solution will be able to transfer an asset (non-accountant)
F101 Manage Fixed Assets [The solution will be able to depreciate assets
F102 Manage Fixed Assets [The solution will be able to capitalize assets
F103 Manage Fixed Assets [The solution will be able to retire assets (non-accountant)
) The solution will be able to automatically populate and update asset information (e.g., category/asset type) in
F104 Manage Fixed Assets the Fixed Assets Accounting & Control System (FAACS) for asset acquisition and depreciation
F105 Manage Fixed Assets The solutiqr_1 will _be at?le to automatically upd_ate_ useful life oflassets approaching the end life in FAACS, as
well as retiring/disposing of assets upon expiration of useful life.
F106 Manage Fixed Assets [The solution will be able to add assets in mass
F107 Manage Fixed Assets [The solution will be able to transfer assets in mass
F108 Manage Fixed Assets |The solution will be able to retire assets in mass
F109 Manage Fixed Assets [The solution will be able to generate asset listing as of a particular period
F110 Manage Fixed Assets |The solution will be able to generate asset additions listing for a period
F111 Manage Fixed Assets |The solution will be able to generate retirement listing for a period
F112 Perform General The solution will be able to support core functionality for Manage Subledger Accounting as described in "1.
Accounting Capability Definitions."
F113 Perform General The solution will be able to support core functionality for Manage Project Accounting as described in "1.
Accounting Capability Definitions."
F114 Perform General The solution will be able to support core functionality for Manage Financial Accounting as described in "1.
Accounting Capability Definitions."
Perform General The solution will be able to support core functionality for Manage Ledgers and Chart of Accounts as
F115 ; . - o o "
Accounting described in "1. Capability Definitions.
F116 Perform General The solution will be able to support core functionality for Manage Lease Accounting as described in "1.
Accounting Capability Definitions."
F117 Perform General The solution will be able to support core functionality for Manage Fund Accounting as described in "1.
Accounting Capability Definitions."
Perform General The solution will be able to align a revamped CoA (Chart of Accounts) against the CoA (Chart of Accounts)
F118 : . . . ) } ; .
Accounting used by the State (via Cardinal) in order to streamline business accounting and forecasting processes.
F119 Perform General The solution will be able to provide interface options with the ERP becoming the potential new point of
Accounting General Accounting entry.
F120 Perform General The solution will be able to allocate costs based on user-defined rules (e.g., splitting one expense to multiple
Accounting courts/agencies).
F121 Perform General The solution will be able to schedule Education monthly reclassification allocation run (e.g., end of period
Accounting batch jobs).
F122 Perform General The solution will be able to create period end activities list, allocate to users & schedule, monitor and perform
Accounting period end closing with the capability for Journal Entry Excel upload.
F123 Perform Ge_:neral The solution will be able to manage interagency transactions.
Accounting
F124 Perform Ge_:neral The solution will be able to adjust entries after period end closing.
Accounting
F125 Perform General The solution will be able to create and change General Ledger code combinations and assign multiple
Accounting hierarchies.
F126 Pexgrcgu(rs;tei::gral The solution will be able to provide regulatory and ad hoc financial statements & reporting.
F127 Perform General The solution will be able to provide report dashboards and financials compared to budget or benchmark by
Accounting cost segment or rollup.
F128 Perform General The solution will be able to automatically reconcile accounts and report outstanding items, including those
Accounting that may lead to overspend.
F129 Perform General The solution will be able to allow for the use of a project number within the general fund for the purposes of
Accounting Grant Management/Administration.
F130 Perform General The solution will be able to provide fields (approximately 80) and categories in the criminal fund that are not
Accounting sent to the State’s ERP (Cardinal), such as those for special impact requests.
F131 Perform General The solution will be able to use artificial intelligence or other advancements in technology to showcase
Accounting increased automation and less manual processing.
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F132 Perform General The solution will be able to support fields and categories in the criminal fund that are not sent to Cardinal
Accounting (e.g., fields for special impact request)
F133 Perform General The solution will be able to match fields for grants other than the project number for interfacing with external
Accounting systems.
Manage Grants as The solution will be able to support core functionality for Manage & Pursue Grant Opportunities as described
F134 Grantor & Grantee - |. - L "
in "1. Capability Definitions.
Grantee
Manage Grants as The solution will be able to support core functionality for Manage Award & Oversight as described in "1.
F135 Grantor & Grantee - i~ . "
Capability Definitions.
Grantee
Manage Grants as The solution will be able to support core functionality for Manage Administration & Performance as described
F136 Grantor & Grantee - |. - L "
in "1. Capability Definitions.
Grantee
Manage Grants as . . . . . . - -
F137 Grantor & Grantee - The-_ s_qlutlo? will be able to support core functionality for Manage Audit & Close as described in "1. Capability
Definitions.
Grantee
Manage Grants as The solution will be able to capture Courts and departmental priorities to better identify appropriate Grant
F138 Grantor & Grantee - " )
opportunities that are worth pursuing.
Grantee
Manage Grants as The solution will be able to provide a common, centralized grant application development and submission
F139 Grantor & Grantee - |workflow, including manager approval/authorization steps and automated application reminders aligned to
Grantee key dates.
Manage Grants as The solution will be able to provide for the management and inclusion of attachments (including grant
F140 Grantor & Grantee - ) -
Grantee narrative, letters of support etc.), as well as submissions to Grantor system.
Manage Grants as ’ ’ L . . . L
F141 Grantor & Grantee - The solution will be able to support preliminary provisioning of grant funds prior to / in anticipation of an
awarded grant.
Grantee
Manage Grants as The solution will be able to provide for the management of award acceptance (includes scopes of work) with
F142 Grantor & Grantee - " . o
the ability to link awards to specific grants
Grantee
Manage Grants as The solution will be able to support grantor relationship management, including capturing internal notes (e.g.,
F143 Grantor & Grantee - |from conversations on opportunities with grantor relationships) and tracking different contacts across
Grantee grantors (e.g., DUNs)
Manage Grants as  [The solution will be able to setup awarded grant (receipt and control), including intended sub-recipients,
F144 Grantor & Grantee - |allocation of budget(s), deliverables, special conditions (e.g. name of participant(s) receiving benefit, no
Grantee funds on food etc.) and assignment of an internal Grant tracking number/identifier.
Manage Grants as ’ ’ . . .
The solution will be able to establish a new revenue source code for depository records (in the event of new
F145 Grantor & Grantee -
CFDA number)
Grantee
Manage Grants as  |The solution will be able to support the set-up and award of “mini-grants” (e.g., up to $1500) to localities
F146 Grantor & Grantee - |using available funds from received grants (i.e., as a grantee). Note: localities are reimbursed by central (i.e.,
Grantee funds are not distributed from onset of award) for actual expenses.
Manage Grants as The solution will be able to support real-time grant project management activities, including the ability to
F147 Grantor & Grantee - : - e -
Grantee capture milestones, disbursements, payment validation, and payment profiling.
Manage Grants as  [The solution will be able to support real-time tracking of grant related expenditures, such as time/attendance
F148 Grantor & Grantee - |logged against grant activities that includes reporting of match hours (i.e., hours logged against grant
Grantee activities and paid via non-grant funds), pre-approval for travel etc.
Manage Grants as
F149 Grantor & Grantee - | The solution will be able to manage amendments to personnel, timeframe, and budget
Grantee
Manage Grants as The solution will be able to automate reminders of critical grant milestones, including start, payments,
F150 Grantor & Grantee - ) :
reporting, and estimated close dates.
Grantee
Manage Grants as The solution will be able to allow managers to view up-to-date information relating to availability of grant
F151 Grantor & Grantee - |funds, including current balance, recorded expenditures, projected expenditures not yet paid (e.g., due to
Grantee raises, staff turnover/vacancies, costs tagged for disbursement at end of grant).
Manage Grants as
F152 Grantor & Grantee - | The solution will be able to provide platform for development and sharing of reporting templates.
Grantee
The solution will be able to auto-generate and attach via email any quarterly and annual reports with
Manage Grants as o . " ) )
F153 Grantor & Grantee - submission to various external entities and systems (e.g., to DHHS in the PMS system, to DOJ in the Just
Grants system, to DCJS in the DCJS Grants Management system and DMV in DMV’s Grant Management
Grantee - .
System, State Justice Institute-SJl).
Manage Grants as The solution will be able to initiate final payment/refund, including final reconciliation of funds and closure of
F154 Grantor & Grantee -
grant agreements.
Grantee
Manage Grants as
F155 Grantor & Grantee - | The solution will be able to provide transparency and accountability for audit purposes.
Grantee
Manage Grants as The solution will be able to allow transfer of funds across Grants along with required approval processes to
F156 Grantor & Grantee -
support shortfalls
Grantee
Manage Grants as ’ ’ . -
F157 Grantor & Grantee - Th¢=-T solution will be able to aggregate and report on match hours logged against a specific grant between
Grantee various systems (namely, Cardinal).

Page 18 of 25

Attachment 6. Functional Requirements.xlsm
B. Financials



Manage Grants as The solution will be able to support core functionality for Manage & Pursue Grant Opportunities as described
F158 Grantor & Grantee - |. - L "
in "1. Capability Definitions.
Grantor
Manage Grants as The solution will be able to support core functionality for Manage Award & Oversight as described in "1.
F159 Grantor & Grantee - i~ . "
Capability Definitions.
Grantor
Manage Grants as The solution will be able to support core functionality for Manage Administration & Performance as described
F160 Grantor & Grantee - |. - L "
in "1. Capability Definitions.
Grantor
Manage Grants as . . . . . . - -
F161 Grantor & Grantee - The-_ s_qlutlo? will be able to support core functionality for Manage Audit & Close as described in "1. Capability
Definitions.
Grantor
Manage Grants as The solution will be able to set up and prepare grant program, including the preparation of application
F162 Grantor & Grantee - |, ) . L ) L
Grantor instructions (change by year), updating restrictions for use of funds, special conditions, etc.
Manage Grants as ’ ’ . . o .
F163 Grantor & Grantee - The spluhon w!II be able to provide a checklist for Grant Program Managers of application requirements,
ongoing reporting needs, etc.
Grantor
Manage Grants as The solution will be able to identify and notify intended applicants (localities) of grant opportunities, i.e., only
F164 Grantor & Grantee - " -
those localities that are eligible.
Grantor
Manage Grants as The solution will be able to establish allocation of budget and restriction of funds. Note: SCV is not a Grant
F165 Grantor & Grantee - e P L .
Grantor originating organization but uses grant process to distribute funds and enable oversight.
Manage Grants as The solution will be able to facilitate centralized intake of applications (budget narrative, face sheet, key
F166 Grantor & Grantee - )
personnel, policy manual, etc.)
Grantor
Manage Grants as The solution will be able to support evaluation of applications/submissions and determine grant awardee
F167 Grantor & Grantee - ) o ; ) P )
Grantor using a sustainability formula (i.e., first x dockets that qualify will receive funds) or budget language.
Manage Grants as . . ) . .
F168 Grantor & Grantee - The solution will be able to configure locality accounts upon acceptance and signature of grant award
acceptance form.
Grantor
Manage Grants as The solution will be able to support subrecipient processes for Federal Grants, i.e., SCV acts as both a
F169 Grantor & Grantee -
Grantee and Grantor.
Grantor
Manage Grants as The solution will be able to provide automated workflows for initial funds request, tracking project goals,
F170 Grantor & Grantee -
Grantor budget amendment requests, and expense approval.
Manage Grants as The solution will be able to enable the management of the grant monitoring/oversight process, including
F171 Grantor & Grantee - |receipt of quarterly progress and financial reports by locality, as well as generating summary reports relating
Grantor to number and status (e.g., timeliness) of grants awarded.
Manage Grants as
F172 Grantor & Grantee - | The solution will be able to facilitate final reconciliation of funds and closure of grant agreements.
Grantor
Manage Grants as  [The solution will be able to support subrecipient process for Federal Grants which essentially makes SCV a
F173 Grantor & Grantee - |Grantee and Grantor i.e., receiving reports from grantees (as grantor) and then submitting reports to the
Grantor Federal grantor (as a grantee).
F174 Perform Period Close 'Igt:le:lzlcl:rtllém will be able to support core functionality for Consolidate Financials as described in "1. Capability
F175 Perform Period Close The so_ll_Jtlon w_|II_ pe ak?'le to support core functionality for Perform Final Reconciliation as described in "1.
Capability Definitions.
F176 Perform Period Close The so_ll_Jtlon w_|II_ pe ak?'le to support core functionality for Manage Period / Cycle Close as described in "1.
Capability Definitions.
F177 Perform Period Close The so_ll_Jtlon w_|II_ pe ak?'le to support core functionality for Manage Labor Distribution as described in "1.
Capability Definitions.
The solution will be able to support the entire end-to-end month-end close process and how your solution
F178 Perform Period Close |supports close management, including account reconciliation, transaction matching, journal entry processing,
variance analysis.
- - S - - - —
F179 Perform Period Close The solution WI!| be able to report % of tre_znsact!olns posting to apcounts with workflow-triggered alerts
to department/finance users/groups to drive efficient reconciliation
The solution will be able to promote a single version of truth and accurate financial reporting through CoA
F180 Perform Period Close |(Chart of Accounts) master data mgmt., a flexible chart of accounts (e.g., dynamic insertion), and legal entity
setup and maintenance (incl. changes, consolidation).
The solution will be able to provide self-service and standard reports with 1. drill-down (for additional
F181 Perform Period Close |granularity) and filtering capabilities; 2. different categories/segments of general ledger; and 3. consolidation
under different department entities and codes to generate financial consolidation reporting.
F182 Perform Period Close |The solution will be able to support data access controlled based on user role and permissions
F183 Perform Period Close |The solution will be able to generate Financial Statements with drill-through capability.
F184 Perform Period Close The solutlo_n will be able to allow for multiple open periods in order to reconcile transactions made in a non-
current period
F185 Perform Period Close The ‘SO|L-JtIOn will be able to provide self-service capabilities for users to make changes to their labor
distribution (e.g., clerks)
F186 Perform Period Close The solgtlon WI|‘| be able to provide a _smgle Iat?or distribution record for retired and substitute judges
supporting multiple courts across business units for the purposes of accurate payroll payments.
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F187 Perform Period Close The.so.lutlon w'|II be able to reclassify employee expenses to another agency not assigned to the employee
profile in Cardinal
F188 Perform Period Close Th_e solution will be able to merge multiple records for a single retired/substitute judge to a single business
unit for eventual payment
F189 Perform Period Close The solution will be able to reconcile supplemental AP data from an external source to ensure accuracy of
records between source and ERP system.
F190 Perform Period Close |[The solution will be able to support automated reconciliation (identifying only non-matching transactions)
F191 Perform Period Close |The solution will be able to provide report that summarizes budget vs actual for locality and district
F192 Manage and Process |The solution will be able to support core functionality for Manage Payroll as described in "1. Capability
Payroll Definitions."
F193 Manage and Process |The solution will be able to support core functionality for Manage Payroll Deductions, Garnishments, and 3rd
Payroll Party Filings as described in "1. Capability Definitions."
F194 Manage and Process |The solution will be able to support core functionality for Process Payroll Payments as described in "1.
Payroll Capability Definitions."
Manage and Process The solution will be able to capture payroll inputs (e.g., time, half days/whole days) via self-service
F195 9 capabilities for timesheet data entry by clerks and judges including additional data such as reason codes,
Payroll ) : : .
date worked, judge replaced, locality, type of court, business unit, etc.
F196 Manage and Process |The solution will be able to calculate and allocate labor costs and distribute labor expenses, including hours
Payroll worked
Manage and Process The solution will be able to automate wage calculation based upon predefined rules for specific employee
F197 9 groups (e.g., substitute judges receive $100 for a half day and $200 for a full day, while retired judges receive
Payroll
$250 per day regardless of hours worked).
Manage and Process The solution will be able to provide the ability to meet complex payroll rules specific to SCV role/position (e.g.,
F198 9 Pavroll Payroll certifications must be completed no later than 3:30pm on the semi-monthly and bi-weekly certification
Y dates established by DOA).
F199 Manage and Process |The solution will be able to produce payroll reports/summary for retired/substitute judges that correlates
Payroll payment with time submitted
F200 Manage and Process |The solution will be able to provide the ability to prevent retired/substitute judges from entering time for a day
Payroll that is already paid and prevent duplication
Manage and Process |The solution will be able to provide seamless submission and query capabilities to enables judges and their
F201 o ) . o ;
Payroll administrative representatives the ability to submit data and access reports.
F202 Manag;:;go::’rocess The solution will be able to support a single submission of payroll and travel requests for Retired Judges
F203 Manag;:;go::’rocess The solution will be able to manage payroll corrections and perform payroll audits
Manage and Process |The solution will be able to support additional data tags that must be captured including the: court, reason
F204
Payroll code, % or full day, day, type of court
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ERP Functional Requirements - Procurement Management

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date

(for" C3: Roadmap"
responses only)

Comments

POO1 Manage Solicitations The so_ll_Jtlon w_lll_ l_)e ak?'le to support core functionality for Develop & Post Solicitations as described in "1.
Capability Definitions.
PO02 Manage Solicitations The so_ll_Jtlon w_lll_ l_)e ak?'le to support core functionality for Access Solicitation Documents as described in "1.
Capability Definitions.
PO03 Manage Solicitations The so_ll_Jtlon w_lll_ l_)e ak?'le to support core functionality for Receive Vendor Proposals as described in "1.
Capability Definitions.
PO04 Manage Solicitations The so_ll_Jtlon w_lll_ l_)e ak?'le to support core functionality for Evaluate & Award Solicitations as described in "1.
Capability Definitions.
POO5 Manage Solicitations The so_ll_Jtlon w_lll_ l_)e ak?'le to support core functionality for Manage Solicitation Protests as described in "1.
Capability Definitions.
PO0G Manage Solicitations _Th"e solutlon_v_wll be _ak_)l_e to fupport core functionality for Communicate with Vendor Community as described
in "1. Capability Definitions.
PO07 Manage Solicitations 'Igr:le:lct)llou:z)n will be able to support core functionality for Support Vendor Q&A as described in "1. Capability
The solution will be able to perform critical solicitation related tasks including but not limited to the creation of
PO08 Manage Solicitations [the solicitation documents, publishing of the solicitation, responding to vendor questions, and evaluating
vendor responses to award contracts for all types of solicitations
- The solution will be able to facilitate the creation and storage of solicitation templates and content and the
P009 Manage Solicitations . - ; .
search / retrieval of solicitation samples/templates through a centralized repository
- The solution will be able to deliver access to a self-service solicitation document database that can provide
PO10 Manage Solicitations . o ) S . .
real-time visibility of pending solicitations, statuses, approval, denials, and requests for revision
The solution will be able to manage the receipt of vendor proposals through a vendor facing portal that
PO11 Manage Solicitations [guides the vendor at key steps in the submission process and provides submission requirements throughout
the process
N The solution will be able to provide automated scoring tools based on defined quantitative and qualitative
P012 Manage Solicitations
parameters to help evaluate and award vendor proposals
The solution will be able to generate evaluation reports and allows for procurement personnel to exercise
PO13 Manage Solicitations [discretion in the score and ranking that is automated to ensure that the evaluation records are well
documented in the event of a vendor protest
The solution will be able to automate and streamline communication with the vendor community with tools
P014 Manage Solicitations [that allow procurement personnel to address communications tied to specific solicitations and/or specific
vendors groups (e.g., addendums, pre-bid meetings, job walks)
. The solution will be able to centralize the receipt, organization, and coordination of responses to vendor
P015 Manage Solicitations - - R
Questions & Answers (Q&A) for specific solicitations
N The solution will be able to enable procurement staff to manage Q&As and enable intradepartmental
P016 Manage Solicitations S, ) . ) )
socialization, drafting, and approvals prior to answers being published
PO17 Manage Supplier The solution will be able to support core functionality for Develop Contracts as described in "1. Capability
Contracts Definitions."
Manage Supplier The solution will be able to support core functionality for Manage Contract Lifecycle as described in "1.
P018 - L A
Contracts Capability Definitions.
Manage Supplier The solution will be able to support core functionality for Manage Online Catalogs as described in "1.
P019 - L A
Contracts Capability Definitions.
Manage Supplier The solution will be able to support core functionality for Establish Contingency Plans as described in "1.
P020 - L A
Contracts Capability Definitions.
Manage Supplier The solution will be able to support contract document development, including a revision history log, with
P021
Contracts support for annual updates to T/Cs
P022 Manage Supplier The solution will be able to provide for a centralized repository of all contracts, as well as all POs against the
Contracts appropriate contract
P023 Manage Supplier The solution will be able to provide automated notification on approaching milestones, contract expiration
Contracts dates, etc.
P024 Manage Supplier The solution will be able to capture payment schedules, especially for prepayments, with automated
Contracts reminders/notifications to users
P025 Marglg:nzi?spher The solution will be able to capture the correct usage rate/data across supplier contracts
’ The solution will be able to provide online catalog of preapproved contracts for local courts to purchase
Manage Supplier . ) ) . .
P026 commodity and other common materials/services, as well as parameters about quantity (unit, dollar) of buy
Contracts . : -
and items available for purchase (e.g., tagging items as consumable vs. not)
PO27 Manage Supplier The solution will be able to enable local courts to purchase via self service, particularly for small dollars, with
Contracts predefined limits
PO28 Manage Supplier The solution will be able to provide self-service for courts and vendors able to view payment information
Contracts (e.g., check #, amount, etc.) for completed POs/bills
Manage Supplier The solution will be able to provide a centralized view of POs issued against contracts across all local courts,
P029 . :
Contracts including status of each PO
. The solution will be able to record and track underperformance of current vendors (both on
Manage Supplier . . . ) . ) . . :
P030 materials/services provided, as well as customer service satisfaction), in order to provide greater compliance
Contracts o S .
and accountability (need data to justify overall rating)
Manage Suoplier The solution will be able to track equipment leases, maintenance agreements and contracts using the
P031 9 pp following information: 1) purchase order #, 2) vendor, 3) equipment type, 3) model #, 4) department, 5) start
Contracts
date and 6) end date
PO32 Manage Supplier The solution will be able to support streamlined process for comparing rates of contractor resources (new
Contracts and existing, as well as updating rates for existing contractors
PO33 Manage Supplier The solution will be able to capture and build workflows and automated reminders for contract renewal dates,
Contracts expiration dates, etc..
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Manage Supplier

The solution will be able to provide a standard online catalog for courts self-service use using parameters

P034 Contracts about quantity (unit, dollar) of buy, as well as items available for purchase (e.g., tagging items as consumable
vs. not)
Manage Vendor The solution will be able to support core functionality for Manage Vendor Master Data as described in "1.
P035 f ) o L N
Relationships Capability Definitions.
Manage Vendor The solution will be able to support core functionality for Measure Vendor Performance as described in "1.
P036 f ) o L N
Relationships Capability Definitions.
Manage Vendor The solution will be able to support core functionality for Facilitate Vendor Onboarding as described in "1.
P037 f ) o L N
Relationships Capability Definitions.
Manage Vendor The solution will be able to support core functionality for Track Vendor Compliance as described in "1.
P038 f ) o L N
Relationships Capability Definitions.
Manage Vendor The solution will be able to support core functionality for Provide Procurement Reports & Analytics as
P039 f ) ) o o L "
Relationships described in "1. Capability Definitions.
PO40 Manage Vendor The solution will be able to support core functionality for Manage Supply Risks as described in "1. Capability
Relationships Definitions."
The solution will be able to support SCV and self-service vendor registration and profile creation (e.g., using
Manage Vendor ) h L o . )
P041 f ; a supplier portal), demonstrating vendor database capabilities and the standardization of SCV information to
Relationships . A ) .
be used by Vendors (i.e., using appropriate SCV legal entity name).
Manage Vendor . . . . . I L .
P042 Relationships The solution will be able to integrate with external vendor databases for credit verification, pricing information.
The solution will be able to quantitatively assess vendor performance on predefined metrics that are
Manage Vendor communicated at the onset (i.e., during contract negotiation / pre contract signing) of the relationship (e.g.,
P043 f . - . . -
Relationships tailoring vendor performance dashboard reporting, drill down capabilities to get transparency to root causes
of poor vendor performance).
PO44 Manage Vendor The solution will be able to provide risk assessment and monitoring tools to identify potential vendor risk,
Relationships such as poor previous performance against contractual expectations.
Manage Vendor The solution will be able to support escalation mechanisms for poor vendor performance or risk incidents
P045 f ) ol
Relationships (e.g., alert capabilities when below acceptable thresholds).
Manage Vendor ' . . . .
P046 f . The solution will be able to provide vendor document management and compliance tracking.
Relationships
P047 Manage Vepdor The solution will be able to provide collaboration features for communication and feedback.
Relationships
PO48 Manage Vendor The solution will be able to digitize current manual forms (DC44 and W9) and build approval workflows
Relationships around form completion.
PO49 Manage Vendor The solution will be able to build business rules to ensure interpreters on correctly fill out and submit DC44
Relationships forms.
Manage Vendor The solution will be able to ensure a consistent entity name for Supreme Court of Virginia (i.e., different
P050 f ) . .
Relationships vendors using different names for the Courts)
Purchase Direct/Indirect [ The solution will be able to support core functionality for Manage Services Procurement as described in "1.
P051 ) ) o L N
Materials & Services |Capability Definitions.
Purchase Direct/Indirect [ The solution will be able to support core functionality for Create & Approve Requisitions as described in "1.
P052 ) . o - A
Materials & Services |Capability Definitions.
PO53 Purchase Direct/Indirect [ The solution will be able to support core functionality for Create & Approve POs as described in "1. Capability
Materials & Services |Definitions."
Purchase Direct/Indirect [ The solution will be able to support core functionality for Receive Goods & Services as described in "1.
P054 ) . o - A
Materials & Services |Capability Definitions.
Purchase Direct/Indirect [ The solution will be able to support core functionality for Perform Quality Checks as described in "1.
P055 ) ) o L N
Materials & Services |Capability Definitions.
Purchase Direct/Indirect [ The solution will be able to support core functionality for Create & Manage Procurement Plans as described
P056 ) . - - - "
Materials & Services |in "1. Capability Definitions.
PO57 Purchase Direct/Indirect [ The solution will be able to support core functionality for Receive Invoices as described in "1. Capability
Materials & Services |Definitions."
Purchase Direct/Indirect [ The solution will be able to support core functionality for Manage / Process Returns as described in "1.
P058 ) . o - A
Materials & Services |Capability Definitions.
PO59 Purchase Direct/Indirect [ The solution will be able to support core functionality for Manage Materials as described in "1. Capability
Materials & Services |Definitions."
. ’ The solution will be able to manage the talent pool, rate cards and cost benchmarking, rate negotiation and
Purchase Direct/Indirect . L . ; .
P060 . ) resume comparison, negotiation of contracts and SOWs, resource tracking, tasks and assignments, reporting
Materials & Services . ) . e . S
of deliverables, tracking of SLAs and other commitments, and invoice aggregation and validation
Purchase Direct/Indirect [ The solution will be able to develop, submit and approve requests for goods and services, and define the
P061 ) ) " . : : .
Materials & Services |specific parameters to drive the sourcing of these requests (price, vendor, quantity, etc.).
PO62 Purchase Direct/Indirect [ The solution will be able to demonstrate automated workflows for creating and approving POs across AP,

Materials & Services

Vendor, and purchasing, as well as receiving goods & services via receiving report

Page 22 of 25

Attachment 6. Functional Requirements.xlsm

C. Procurement



Purchase Direct/Indirect

The solution will be able to support the management of all subscriptions for the Code of Virginia and

PO63 Materials & Services |subscriptions to the VA Reports (decisions of the SCV) and Virginia Court of Appeals reports.
PO64 Purchase Direct/Indirect [ The solution will be able to track equipment leases and include the following fields for tracking purposes:
Materials & Services |purchase order #, vendor, equipment type, model #, department, start date, and end date.
. . The solution will be able to create material / service requirements forecasts for the planning horizon that
Purchase Direct/Indirect |. ) f ) - . )
P065 ) ) includes functionality to incorporate the various forms that need to be purchased and shipped to the various
Materials & Services
courts.
PO66 Purchase Direct/Indirect [ The solution will be able to send notifications to buyers 60 days before the end date of the maintenance
Materials & Services |agreement, rental agreement, or term contract.
Purchase Direct/Indirect [ The solution will be able to categorize purchases according to State rules (i.e., only some types of purchases
P067 - )
Materials & Services |can be made for the Courts).
P068 Purcha§e D|rect/|n‘d|rect The solution will be able to assign a single PO to multiple agencies
Materials & Services
PO69 Purchase Direct/Indirect [ The solution will be able to generate and approve the contractually binding documents with suppliers in
Materials & Services |compliance with procurement policies and statutes.
PO70 Purchase Direct/Indirect [ The solution will be able to support functionality to house required DC44 forms for interpreters that include
Materials & Services |mandatory fields.
Purchase Direct/Indirect [ The solution will be able to support functionality to process contracts for various vendors (e.g., multiple
PO71 ) )
Materials & Services |contracts — 5 year/10 year - for the same vendor)
PO72 Purchase Direct/Indirect [ The solution will be able to provide the ability for associate departments (e.g., Courts, Magistrates) to enter
Materials & Services |purchasing requests.
PO73 Purchas_e Dlrectlln_dlrect The solution will be able to send payment by charge/credit card for received materials and services.
Materials & Services
PO74 Purchase Direct/Indirect [ The solution will be able to assign a single authorization number to various expenses related to travel, along
Materials & Services |with workflow to manage various expense approvals for a given travel authorization number.
PO75 Purchase Direct/Indirect [ The solution will be able to manage all subscriptions for the Code of Virginia, including management by
Materials & Services |exception, and to the VA Reports (decisions of the SCV) and Virginia Court of Appeals reports.
Purchase Direct/Indirect [ The solution will be able to categorize purchases according to State rules (only some types of purchases can
P076 ) .
Materials & Services |be made for the Courts).
Purchase Direct/Indirect ’ ’ . . - ) ) ’
PO77 Materials & Services The solution will be able to split a single requisition or PO across multiple agencies (e.g., licenses)
PO78 Purchase Direct/Indirect [ The solution will be able to generate travel authorization numbers for court employees that are either going to
Materials & Services |travel by plane or rail
PO79 Purchase Direct/Indirect [ The solution will be able to generate travel authorization reports showing all travel numbers issued during a
Materials & Services |period, as well as details of each number.
PO8O Strategically Source The-_ s_qlutlo? will be able to support core functionality for Analyze Spend as described in "1. Capability
Definitions.
PO81 Strategically Source The-_ s_qlutlo? will be able to support core functionality for Manage Categories as described in "1. Capability
Definitions.
PO82 Strategically Source The-_ s_qlutlo? will be able to support core functionality for Plan Acquisitions as described in "1. Capability
Definitions.
PO83 Strategically Source 'I;r;:-l:lzl:r:f? will be able to support core functionality for Manage Supply Base as described in "1. Capability
The solution will be able to support automated data capture and storage capabilities (including access to
’ historical images) to collect vendor-related data from various sources (e.g., electronic invoices, contracts),
P084 Strategically Source |, ) ) f ) . . ) g
including discussion, or ideally demonstration, of integration across applications (e.g., eVA to search for
contracts)
PO85 Strategically Source The sc_)lutlon will be able to provide robust category management capabilities to support accurate data and
reporting (e.g., contractor resource spend)
PO86 Strategically Source The solution will be able to transact in workbooks including pivot-tables, with the ability to track and analyze
general spend and usage
PO87 Strategically Source _The sc_)lutlon WI|'| be_able to generate spending summary reports by product or vendor and freight costs of all
incoming/outgoing items separately
PO8S Strategically Source The solution will bg able to configure/tailor standard vendor reports (e.g., SLA tracking, performance
dashboards, supplier/vendor scorecards)
PO89 Strategically Source The _solutlon will _be able to configure reports to assess vendor performance against predefined
metrics/expectations
. The solution will be able to track quantities and spend on various goods and commodities (e.g., toner, paper)
P090 Strategically Source across vendors from the Courts’ and State in order to identify opportunities for cost savings.
. The solution will be able to track and analyze multi-year contracts with breakdowns for future budget
P091 Strategically Source

projections
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P092 Strategically Source ggtee:olutlon will be able to manage supplier renewals, including advanced notification of upcoming renewal
P093 Strategically Source The soll_Jtlon will be able to support two separate pools of vendors — Courts and State — to identify
appropriateness of contract use by the Courts.
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ERP Functional Requirements - Inventory & Warehousing Management

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date

(for" C3: Roadmap"
responses only)

Comments

Manage Inventory & |The solution will be able to support core functionality for Receive, Process, Ship, & Track Inventory as
IW001 B ) - o NN "
Warehousing described in "1. Capability Definitions.
IW002 Manage Inventory & |The solution will be able to support core functionality for Count Inventory as described in "1. Capability
Warehousing Definitions."
Manage Inventory & |The solution will be able to support core functionality for Manage Inventory Ordering as described in "1.
IW003 b i~ - A
Warehousing Capability Definitions.
IW004 Manage Inventory & |The solution will be able to support core functionality for Ship Inventory as described in "1. Capability
Warehousing Definitions."
Manage Inventory & |The solution will be able to support core functionality for Manage Inventory Returns as described in "1.
IWO005 B o - A
Warehousing Capability Definitions.
Manage Inventory & |The solution will be able to provide self-service capabilities for SCV Clerks to request inventory that is
IW006 b )
Warehousing needed to fulfill local court needs
Manage Inventory & |The solution will be able to provide self-service capabilities for SCV Managers to view all open requests from
IW007 B )
Warehousing SCV clerks for inventory needs
IW008 Manage Inventory & |The solution will be able to manage inventory control tasks such as periodic physical inventory counts, cycle
Warehousing counting, perpetual inventory proc , count adjustments and verifications
IW009 Manage Inventory & |The solution will be able to manage outbound inventory ordering of stock, re-stock, back-order management,
Warehousing and associated processes
Manage Inventory & |The solution will be able to provide workflow support for various approvals needed to initiate re-ordering of
IW010 b R )
Warehousing stock, as well as request-to-distribution of current inventory to local courts
Wo11 Manage Inventory & |The solution will be able to support automatic identification and notification of low stock items and workflow
Warehousing trigger for re-ordering
IW012 Manage Inven_tory & The solution will be able to support automated receipt and matching process of received quantities
Warehousing
IW013 Mar\}sgfergj;:gy & The solution will be able to create comment codes for inventory that is shipped short of what was requested
Wo14 Manage Inventory & |The solution will be able to remove obsolete inventory, identify it as disposed, and set automated reminder to
Warehousing dispose of the inventory upon receipt of new product
IW015 Manage Inven_tory & The solution will be able to support (or integrate) with bar coding to account for inventory
Warehousing
IWO016 Manage Inventory & |The solution will be able to modify an existing item description/count within the warehouse inventory, as well
Warehousing as tracking of revision dates
IW017 Manage Inven_tory & The solution will be able to log and track subscriptions for legal books (currently logged in IDSS)
Warehousing
Wo18 Manage Inventory & |The solution will be able to track a court’s usage so that requests can be reduced as needed (e.g., based on
Warehousing a 6-month usage)
IW019 Mar\}sgfergj;:gy & The solution will be able to provide built-in audit log / trail to capture item reorder history for court orders
IW020 Manage Inventory & |The solution will be able to track and report on open POs for ordered inventory, as well as estimated time to
Warehousing delivery for such orders
IW021 Manage Inven_tory & The solution will be able to provide mobile capabilities to operate while not in the warehouse.
Warehousing
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Introduction

This repository is comprised of multiple tabs, each one representing a technical solution area. Within each tab,
requirements are grouped into logical topic/sub-process areas as applicable.

Proposers are required To complete the response for each requirement and provide description o support the compliance
and availability of the respective technical functionality. If a requirement requests supporting examples or information,
please enter these into the comment field for that requirement. For the requirements that contain multiple sub-
requirements and are listed as a single requirement, the Proposers must still answer Yes/No for each example provided
and not just once for that requirement. No pricing information or sales material should be included in the response. Failure
to comply (e.g., missing or incomplete responses) will result in lower evaluation scores or may render the proposal non-
responsive

Descriptions of Column Headings

Req. ID Unique identifier of requirement.
Grouping The technical category/area associated with the requirement.
Requirement Description of requirement.

Vendor Response Fields

Indicate if requirement will be met. If the requirement will be met without any caveats,
Does the Solution meet this limitations or qualifications, select "yes" and complete columns to the right of the sheet on
requirement? how the requirement will be met (see below). For all other cases, select "no" and provide

an explanation in the Comments column. Select "yes" or "no" from the in-cell drop down.

How Does Solution Meet Using the definitions provided below, choose the option from the in-cell drop down that best
Requirement? describes how the proposed core solution will be used to meet the requirement.

C1: Configuration: Requirement will be met by configuring existing software or through the
use of software tools such as application report writer, query, etc.

C2: Customization: Modification of the core Solution source code or addition of software
features implemented through the use of a programming language.

C3: Roadmap: Requirement will be met by software that will be released within the next six

TP: Third-Party Product: A product, SaaS or an interface provided by a 3rd party that is
not previously integrated and provided as a standard commercial offering by the Proposer
as part of its Solution for SCV's ERP Modernization. If Proposers indicate that a
requirement will be met through a third-party product, Proposers must name the third-party
product within "Comments" field for that requirement.

Z: Not Applicable: Requirement will not be provided.
For any requirement met via "CZ: Customization,” please madicate the esumated level ot

gustolm it effort needed for the Supplier to customize the system to meet the requirement using the
omplexity? followina ranaes:

Future Release Date For any requirement met via "C3: Roadmap," please enter the targeted future release date
Comments Enter any declarations, considerations, or any other information needed to qualify the




Technical Requirements | Solution Architecture

Future Release Date
Req ID Grouping Requirement Meets Requirement? How? Custom Complexity?| (for" C3: Roadmap" [Comments
responses only)

SA-001 System Flexibility "I)'rhoii;;r:ﬁ)iztsed solution does not require third party tools (i.e., those not included in the core product). If no,
SA-002 System Flexibility The system provides the ability to create and/or modify edits and business rules which determine the
acceptance/correctness of data.
SA-003 System Flexibility The systems maintains data integrity during upgrades.
SA-004 System Flexibility The system's user interface displays appropriately for a workstation (Windows/Linux/MacOs) web browser
SA-005 System Flexibility The system's user interface displays appropriately in a mobile device (Android/iOS) web browser
SA-006 System Flexibility The system supports agency branding.
SA-007 Audit 'SI';Set:r)T/]stem provides complete audit features including audit logging for all transactions in all modules of the
SA-008 Audit The system allows administrators to configure log level by module, function and user
. The system provides the ability to generate an audit record for all records and transactions, including but not
SA-009 Audit Lo :
limited to the following values:
SA-009-1 Audit - Application User ID
SA-009-2 Audit - Update date/timestamp
SA-009-3 Audit - Old field value/New field value and record ID
SA-009-4 Audit - IP Address, Computer Name, Network Login ID, Validation Rule(s) used
. The system does not allow audit records to be physically deleted or altered by end users, except as part of a
SA-010 Audit I~ )
system auditing and archival process.
. The system provides the ability to support audit-tracking reports for user access, usage logs, and key
SA-011 Audit -
organization data structures.
SA-012 Audit The system provides the ability to archive and restore audit logs.
SA-013 Audit The system logs exceptions and invalid access attempts
SA-014 Audit The system allows access to audit logs by transaction
SA-015 Data Storage & The system provides on-line access to the current year plus previous years of all types of data retained in the
Archiving system.
SA-016 Data Storage & The system provides the ability to make specific transactions (such as open or recently closed projects)
Archiving ineligible for archive
SA-017 Data Storage & The system provides the ability to export/archive system data based on user-defined date range or other user-
Archiving defined criteria.
SA-018 Data Stt.)r.age & The system provides the ability to re-load archived data.
Archiving
SA-019 Dafrfrt\(iz/rii%e & The system maintains balance data after transaction details have been archived
SA-020 Dafrfrt\(iz/rii%e & Archival data may be stored outside the production database.
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Requirement

Meets Requirement?

Future Release Date

]
IAM-001 Identity and Access The system provides the ability to support LDAP authentication and SSO
Management
IAM-002 dentity and Access The system provides the ability to import user accounts from an external system
Management
IAM-003 dentity and Access The system provides the ability to deactivate user accounts from an external system
Management
|AM-004 Identity and Access | The system provides the ability to report user roles, access, privileges and access details in a business
Management friendly fashion.
IAM-005 Identity and Access The solution contains a recommended user access plan
Management
Attachment 7. Technical Requirements.xlsm
Page 4 of 19

B. IAM



Technical Requirements | Technical Architecture

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date

(for" C3: Roadmap"
responses only)

Comments

TA-001 | Application Architecture | The system provides all screens, reports and transactions through a Web browser.
TA-002 | Application Architecture Thg system does not require any separate client components to be installed on users' machine (ActiveX /
Swing / Flash / applets, etc.).
TA-003 | Application Architecture | The system is able to adapt and display accordingly on various form factors - desktop/ mobile/tablet.
TA-004 | Application Architecture :IJ':eersystem provides customizable user interfaces, including ability to customize menus and forms by
TA-005 | Application Architecture | The system provides the ability to schedule jobs (i.e., batch jobs, billing, etc.) based on user define rules
TA-006 | Application Architecture | The system provides the ability to accommodate batch jobs concurrently with online updates.
TA-007 | Application Architecture Off hours batch jobs should complete before working hours and/or provide the ability to pause/resume
the job when necessary
TA-008 | Application Architecture | The system can be configured to notify specified users when batch jobs fail
TA-009 | Application Architecture |Batch jobs can be triggered manually as requested
TA-010 | Application Architecture The system provides the ability to create and/or mod.lfy .busmess rules which determine the
acceptance/correctness of data based on user permissions.
TA-011 | Application Architecture | The system validates data input the same, regardless of source (i.e. Ul, interface file, web service, etc.)
TA012 | Application Architecture The systgm provides the ability to support for inter-process communication including, but not limited to,
the following:
TA-013 | Application Architecture |- Attachment of standard object types in an object library
TA-014 | Application Architecture |- Cut and paste capability from data fields and screens to other applications
TA-015 | Application Architecture | The system provides the ability to attach images without the use of an external document repository.
TA-016 | Application Architecture |Documents can be scanned directly into the system
TA-017 | Application Architecture | The system supports mass changes to definable groupings of transactions.
TA018 | Application Architecture The sys.tem supports effective .datlng for transactions and table updates, including both future and
retroactive changes and date/time of data entry.
TA-019 | Application Architecture | The system can integrate with a Bl tool
TA-020 | Application Architecture | The system can export displayed tables and grids to excel or CSV
TA-021 | Application Architecture | The system runs on a widely supported operating system (ex. Windows, RHEL)
TA-022 | Application Architecture | The system provides an administrative dash board on the health of all components, errors, logs, etc.
TA-023 | Application Architecture | The vendor configures multiple environments (ex. Dev, Test, UAT, Production) - please explain
The vendor configured TEST, UAT, and Prod environments will each support 2+ application instances
TA-024 | Application Architecture |connected to a single TEST, UAT, and Prod database instance. The application instances will be
configured with sticky sessions and fail over abilities.
TA025 | Application Architecture ;’:ce)t;llzpdor provides scripts and/or procedures to migrate data and releases from one environment to
TA026 | Application Architecture I;msetgnizdor provides training and documentation on best practices for creating interfaces from external
The vendor provides detailed documentation on all technical aspects of the application and its
TA-027 | Application Architecture |implementation. This includes, data models, data flow diagrams, interface diagram, module diagrams,
Network Diagrams, etc.
TA028 | Application Architecture The veqdqr conflgure.s the application such thgt or.lly specified pieces .of.the application will be accessible
via public internet while the rest of the application is only accessible via internal network.
. — . The vendor provides DB user accounts with the appropriate level of access for the following roles: Report
TA-029 | Application Architecture Writer, IT Support Issue researcher, IT developer, IT BA, IT security
Application
TA-030 | Configuration & Support|The system includes configuration and support software that includes, but is not limited to:
Components
Application - APl that is well document. Please explain the recommended method of integrating SCV developed
TA-030-1 | Configuration & Support|. . ’ P g g P
integration
Components
Application . . . . i .
) . - Stress testing tools. Please identify the specific tool. Note: SCV expects the vendor to provide SCV
TA-030-2 | Configuration & Support| . L ) o
Components with existing stress test scripts that can be modified for SCV purposes.
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Application

- Regression testing tools. Please identify the specific tool. Note: SCV expects the vendor to provide

TA-030-3 | Configuration & Support SCV with existing Regression test scripts that can be modified for SCV purposes.
Components
Application
TA-030-4 | Configuration & Support |- Automated Scheduling tools
Components
Application
TA-030-5 | Configuration & Support |- Utilities and tools to monitor resource utilization
Components
Application
TA-030-6 | Configuration & Support |- Migration/Change Control tools
Components
Application
TA-030-7 | Configuration & Support |- Report distribution tools
Components
TA031 | Database Management ggteasystem uses an open relational database management system (RDBMS) to store all organization
TA032 | Database Management Igg;);stem allows data exchange using current commonly accepted industry formats (e.g. XML or
TA-033 | Database Management The system includes utilities for database performance monitoring and optimization that comply with
industry standards.
TA-034 | Database Management | The system provides data import functionality to receive standard format data from external parties.
. The system provides data export functionality that creates common export file format (e.g. comma
TA-035 | Database Management delimited, tab delimited, space delimited, quotation delimited, etc.).
TA-036 | Database Management The system provides the database backup and recovery tools required to support organization database
recovery plan and procedures.
TA-037 | Database Management Th_e _solut|on prowdes tr_we ability to supp_ort multiple environments (e.g., application development, testing,
training, staging, reporting, and production, etc.).
TA-038 | Database Management The system_ provides the abl_llty_to copy and/or archive and retrieve data to external storage media based
on user-defined selection criteria and times.
TA-039 | Database Architecture |The solution provides a data dictionary/ERD for all business related data
TA-040 | Database Architecture The syst.em prowd.e.s the ability to set up log event triggers to automatically notify administrator when a
user-defined condition is met.
TA-041 Database Architecture l'tr;liezzﬁzt:m provides the ability to the administrator to track user behavior as well as application
TA-042 | Database Architecture |The system provides standard APlIs to allow import and export of data.
TA-043 Database Integrity  [The solution provides the ability to encrypt sensitive data.
TA-044 Database Integrity Export data APIs allow decryption of sensitive data.
TA-045 Database Integrity  [The solution provides data scrubbing tools for moving production data to test/dev
TA-046 System Administration |The system provides the ability to alert specific users (admins) via text message and email when certain
Toolkit configured events are triggered
TA-047 System ?ggmstranon The system provides ability to provide trace information to IT support personnel.
System Administration |The system provides the ability to create an audit trail indicating source, content, and user-id of added,
TA-048 ) ) ) ] .
Toolkit updated or deleted information with system date/time stamp.
System Administration |Audit trail provides failed/unauthorized log-on attempts with device-id and date/time stamp (including
TA-049 ) L )
Toolkit user-id sign-on/off history).
TA-050 | System ?g;m's"a“o” Screens within the system have the ability to add custom help link/text
TA-051 System ?ggmstranon Administrators can set a message to display upon user login
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Technical Requirements | Integrations

Future Release Date

Req ID Grouping Requirement Meets Requirement? How? Custom Complexity?| (for" C3: Roadmap"” |Comments
responses only)
IT-001 Integration Techniques | The system supports “event driven” data pushes and pulls using the following methodologies:
IT-001-1 | Integration Techniques | - File
IT-001-2 | Integration Techniques | - Web Service (REST or SOAP)
IT-004 | Integration Techniques System prow_des wz_eb services that expose the application functionality through API with supporting
developer guides / integration documents.
1T-005 Integration Techniques |Web services may be secured using Basic Authentication or other industry standard security
IT-006 Integration Techniques |System provides extensibility / customization to enhance product capability via APIs / Web Services
IT-007 Integration Techniques | The system can be configured to automatically retry failed interactions with external systems
IT-008 | Integration Techniques |All interactions with external systems or data are logged to include an identifier for the external system
1T-009 Integration Techniques |Ability to provide all integrations required per Exhibit 2.
Attachment 7. Technical Requirements.xlsm
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Technical Requirements | System Performance and Scalability

Req ID

Grouping

Requirement

Meets Requirement?

How?

Custom Complexity?

Future Release Date
(for" C3: Roadmap"
responses only)

SPS-001 System Performance & | The solution supports scalability and adaptable to meet future growth and expansion needs, by adding
Scalability resources as required.
System Performance & | The system supports load balancing the requests across various application server nodes. The vendor
SPS-002 L : o S )
Scalability shall include a description of how the solution is typically load balanced.
SPS-003 System Performance & | The system supports fault-tolerance. The vendor shall include a description of the solution’s fault-tolerant
Scalability configuration.
SPS-004 Systen;(l:’;;fgirlri?yance & The solution provides real time failover ability in the case of a single server failure
System Performance & | The solution can be configured to meet the performance metrics as defined in Attachment 15 Service
SPS-005 L )
Scalability Level Requirements.
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Technical Requirements | Business Warehouse, Business Intelligence/Reporting, Analytics

Future Release Date
Req ID Grouping Requirement Meets Requirement? How? Custom Complexity?| (for" C3: Roadmap" |Comments
responses only)

RA-001 Business Intelligence Ability to set benchmarks or other comparative data.

RA-002 Business Intelligence Ability to support a Business Intelligence Design Approach, including real time analysis.

RA-003 Business Intelligence Ability to leverage Vendors preexisting advanced analytics models (data mining, predictive).

RA-004 Business Intelligence Ability to extract, consolidate, analyze and report real-time data .

RA-005 Business Intelligence Ability to provide for scenario/what if analysis based on multiple factors and situations.

RA-006 Business Intelligence Ability to provide best practice Bl and Analytics capabilities that integrates with the current Bl platform

RA-007 Cross Functionality Query [Ability to support the downloading of query results onto PCs
RA-008 Cross Functionality Query |Ability to support a drill down which allows increasing levels of detail behind summary figures
RA-009 Cross Functionality Query [Ability to support an interface and drill down to and from graphics capabilities
Ability to support a drill through which allows jumping from one report to another report to provide more
detailed information.
RA-011 Cross Functionality Query |Ability to allow the on-line viewing of a queries answer set
RA-012 Cross Functionality Query [Ability to check syntax prior to a query's submission
RA-013 Cross Functionality Query |Ability to permit the on-line review of standard and ad-hoc reports
RA-014 Cross Functionality Query [Ability to design and build Reporting & Analytics capabilities.
RA-015 Cross Functionality Query |Ability to create effective visualizations using the latest technology.
RA-016 Cross Functionality Query [Ability to permit the sharing of queries across departments
RA-017 Cross Functionality Query |Ability to provide complete editing and validation of data imported via interface routines or utilities
RA-018 Cross Functionality Query [Ability to provide date arithmetic (number of days since, etc.)
RA-019 Cross Functionality Query |Ability to query based on user-defined alternate keys
RA-020 Cross Functionality Query [Ability to support both user-defined variables and functions
RA-021 Cross Functionality Query |Ability to support flexible, user defined reports with the ability to do calculations
RA-022 Cross Functionality Query [Ability to support interpreting follow-up requests within the context of a prior query results
RA-023 Cross Functionality Query |Ability to support on-line query access to all information
RA-024 Cross Functionality Query [Ability to support printing any query at user-defined printers
RA-025 Cross Functionality Query |Ability to support searching a range of account numbers
RA-026 Cross Functionality Query [Ability to support simultaneous, efficient execution of the same query by different users
RA-027 Cross Functionality Query |Ability to support storing query specs for future execution
RA-028 Cross Functionality Query [Ability to re-execute a query, based on new selection criteria, without saving each query
RA-029 Cross Functionality Query |Ability to support year to date account transaction inquiry, both on screen and hard copy
RA-030 Cross Functionality Query [Ability to support the use of Boolean logic, including the ability to select all values:
RA-030-1| Cross Functionality Query |— from a key field
RA-030-2 | Cross Functionality Query |— from user-defined search fields
RA-030-3 | Cross Functionality Query |— by totaling and sequencing options
RA-030-4 | Cross Functionality Query |— by full computational logic
RA-030-5| Cross Functionality Query |— by support for selection by partial key
RA-031 Cross Functionality Query [Ability to support the following query modes:
RA-031-1| Cross Functionality Query |— Command-line query
RA-031-2 | Cross Functionality Query |— Prompted Query
RA-031-3 | Cross Functionality Query |— Query by Example
RA-031-4 | Cross Functionality Query |— Query by Form
RA-031-5| Cross Functionality Query |— Ability to provide a query product which is an intelligent front-end to SQL
RA-032 Cross Functionality Query [Ability to provide Graphical Productivity Tools which allow the following interfaces:

RA-010 Cross Functionality Query

RA-032-1| Cross Functionality Query |— command-driven
RA-032-2 | Cross Functionality Query |— menu-driven
RA-032-3 | Cross Functionality Query |— pull-down menu driven

RA-032-4 | Cross Functionality Query |— icon-based
RA-033 Cross Functionality Query -

Ability to provide a tool with generated SQL code which can be stored and modified later

Storage
RA-034 Cross Furgt;’orgglelty Query - Ability to provide the ability to store query results in a temporary table
RA-035 Dashboard/Scorecard Ability to define and create Performance Dashboards.
RA-036 Dashboard/Scorecard Ability to collaborate via discussion threads about the status of metrics and recommend remedial action
RA-037 Dashboard/Scorecard Ability to instantly see best, worst, fastest-rising and fastest-falling metrics in a single view
RA-038 Dashboard/Scorecard Ability to assign ownership to metrics and scorecards
RA-039 Data Warehouse Ability to integrate multiple data sets in one dashboard including both relational and multidimensional data
RA-040 Data Warehouse Ability for single sign-on into EDW/BI tools
RA-041 Data Warehouse Ability to be able to be updated by native data sources on a daily basis at a minimum
RA-042 Data Warehouse Ability to gmbed queries and refresh them from an MS Office document such as Word, Excel and
PowerPoint
RA-043 Data Warehouse Ability to provide access to native data sources, including API-level access and metadata understanding
RA-044 Data Warehouse Ability to provide support functionality to query multiple data sources and join the results
RA-045 Data Warehouse Ability to support XML data sources
RA-046 Data Warehouse Provide c;ompr_ehenswe bus_lness mt_elhgence anq data_warer.\ouse product that is optimized for each ERP
module, including the following functional areas, if applicable:
RA-046-01 Data Warehouse — General Ledger
RA-046-02 Data Warehouse — AR
RA-046-03 Data Warehouse — Procure-to-Pay
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RA-046-04 Data Warehouse — Budget/Forecast
RA-046-05 Data Warehouse — Financial Reporting
RA-046-06 Data Warehouse — Travel and Expense Mgmt.
RA-046-07 Data Warehouse — Fixed Asset
RA-046-08 Data Warehouse — Supplier Relationship Mgmt.
RA-046-09 Data Warehouse — Payroll
RA-046-10 Data Warehouse — Recruiting and Onboarding
RA-046-11 Data Warehouse — HR Administration
RA-046-12 Data Warehouse — Workforce Performance and Development
RA-046-13 Data Warehouse — Workplace Compliance and Guidance
RA-047 Forecasting Ability to allow end user to change the way in which an item is forecasted
RA-048 Forecasting Ablll_ty to provide drill-down capability to see how the model is making calculations for items such as
unbilled revenue.
RA-049 Forecasting Q,%:Ity to integrate short-term forecasting, long-term forecasting and strategic planning models into one
RA-050 General R_e_portmg Robust reporting tool able to:
Capabilities
RA-050-01| ~ CGeneralReporting 1 ) o
Capabilities
RA-050-02 Gerg;g;ﬁ;zs:mg —  Allow reporting on information from multiple sources (databases); sub reports
RA-050-03 General R_e_portmg —  Allow the use of wild cards in filtering
Capabilities
RA-050-04 General R_e_portmg —  Create calculated fields that can be used for sorting or filtering
Capabilities
RA-050-05 General R_e_portmg —  Show or hide any level of detail and be able to drill down as necessary
Capabilities
RA-050-06 Gerg;g;ﬁ;zs:mg —  Allow formatting, page breaks, hiding sections, etc. based on criteria / formula
General Reporting —  Create forms and place data where needed (design screen), as opposed to simple output of one
RA-050-07 L )
Capabilities record per line
General Reporting . . .
RA-050-08 Capabilities —  Provide cross-tab reporting (pivot tables)
RA-050-09| ~ CGeneralReporting 1 gy 46 Excel and PDF/email
Capabilities
RA-050-10 General R_e_portmg —  Allow advanced queries based on SQL commands (or equivalent)
Capabilities
RA-050-11 General R_e_portmg —  Allow version control of reports
Capabilities
General Reporting . .
RA-050-12 Capabilities —  Provide secured library of generated reports
General Reporting . . . .
RA-051 Capabilities Ability to aggregate data into hourly, daily, monthly and annual statistics.
General Reporting . . .
RA-052 Capabilities Ability to regenerate/reprint a report that was previously generated.
General Reporting . . . -
RA-053 Capabilities Ability to download reports with drill down capability
RA-054 General R_e_portmg Ability to drill down dashboards to the source level
Capabilities
RA-055 General R_e_portmg Ability for users to create their own dashboards
Capabilities
RA-056 General R_e_portmg Ability to add notes electronically to reports
Capabilities
RA-057 Gerg;g;ﬁ;zs:mg Ability to allow the user to change printer selection when print confirmation window is up
RA-058 General R_e_portmg Ability to build reports based on attributes
Capabilities
RA-059 General R_e_portmg Ability to create cross functional views of data
Capabilities
RA-060 General Reporting Ability to create reports based upon user defined grouping criteria (i.e., geography, chronology, and type
Capabilities of work).
RA-061 Gerg;g;ﬁ;zs:mg Ability to create statistical reporting, including analysis of actual versus planned activity.
General Reporting . . . . . .
RA-062 Capabilities Ability to do trending reporting (with ability to backload data into ERP)
RA-063 Gerg;g;ﬁ;zs:mg Ability to generate reports with computed fields (i.e. variances, percentage and statistics).
RA-064 General R_e_portmg Ability to group reporting data by any field or table with subtotaling and sort orders.
Capabilities
RA-065 General R_e_portmg Ability to have robust and clearly documented data dictionary
Capabilities
RA-066 General Reporting Ability to include summary and detail data on a report containing interaction number, type, location, input
Capabilities data, area, status, group name, and comments.
General Reporting . . ) .
RA-067 Capabilities Ability to perform online analytical processing (OLAP)
General Reporting . . .
RA-068 Capabilities Ability to produce reports using wizards or templates.
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General Reporting

RA-069 Capabilities Ability to produce tabular reports based on user defined criteria.
General Reporting Ability to provide an Ad hoc reporting facility that will allow parameter driven selection, ascending or
RA-070 e . : PR " )
Capabilities descending sorting of specified fields, and conditional logic.
RA-071 Gerg;z;l;iﬁﬁg:mg Ability to query and report against timely data, including real-time data when appropriate, for all sources
RA-072 Gerg;z;l;iﬁﬁg:mg Ability to report data to be formatted and exported to Microsoft Office products such as Word and Excel.
General Reporting Ability to report on interactions by type, status, location, date/time, department, priority, and other user
RA-073 L ) )
Capabilities defined fields.
RA-074 General R.etportlng Ability to set exception alert (dashboard for overtime etc.)
Capabilities
General Reporting Ability to users to define the time interval for a report (daily, month-to-date, month end, quarterly, year-to-
RA-075 L
Capabilities date, and annually).
General Reporting . . . . ) ) )
RA-076 Capabilities Ability to view reports online and print preview (printer friendly).
RA-077 General R_etportlng Ability to write a report that can filter data based on formula
Capabilities
General Reporting . . .
RA-078 Capabilities Ability to generate customized reports to meet regulatory requirements.
RA-079 General R_etportlng Ability to generate fully customizable forms and standard reports
Capabilities
General Reporting . . s
RA-080 Capabilities - Distribution Ability to create, modify, save, and distribute ad hoc reports.
General Reporting . . s
RA-081 Capabilities - Distribution Ability to create, modify, save, and distribute standard reports.
General Reporting . - . .
RA-082 Capabilities - Distribution Ability to distribute reports manually and electronically (email).
General Reporting . . . Lo s
RA-083 Capabilities - Distribution Ability to forward reports, letters or messages via email to an individual or group of individuals.
General Reporting . . -
RA-084 Capabilities - Distribution Ability to print and distribute reports remotely and locally
General Reporting Ability to provide workflow allowing input from users and having the report/query go to other users for
RA-085 e P i
Capabilities - Distribution  |input or approval etc.
General Reporting . .
RA-086 Capabilities - External Users Ability to allow for Bl/reporting users that are not ERP users
General Reporting . . . - .
RA-087 Capabilities - External Users Ability for users to view dashboards without logging into the ERP system (on the portal upon login, etc.)
General Reporting . . . . )
RA-088 Capabilities - Mobile Ability to provide Self-Service, Cloud & Mobile Analytics.
General Reporting . . .
RA-089 Capabilities - Mobile Ability to do a report export to a mobile device.
General Reporting . . s .
RA-090 Capabilities - Mobile Ability to create, modify, save, and distribute Mobile reports .
General Reporting . . .
RA-091 Capabilities - Presentation Ability to include statistical charts and graphs on the reports.
General Reporting . . . .
RA-092 Capabilities - Presentation Ability to incorporate maps into reports of analytical data.
General Reporting . . . . . . s
RA-093 Capabilities - Presentation Ability to incorporate text and/or images (GIS information or pictures) within a report.
General Reporting . .
RA-094 Capabilities - Presentation Ability to support color and patterns (area and line)
General Reporting . . . )
RA-095 Capabilities - Presentation Ability to support concurrently display text, graphics, and hot menu selection buttons
General Reporting . . s . ) .
RA-096 Capabilities - Presentation Ability to support graphics capabilities which share same user-interface with the rest of the product
General Reporting Ability to deliver selected charts and information to managers and executives through a GUI (like
RA-097 o . ’ :
Capabilities - Presentation |Windows or a presentation manager)
General Reporting . . . -
RA-098 Capabilities - Presentation Ability to support the ability to mix and match chart combinations on the same page
General Reporting . . .
RA-099 Capabilities - Presentation Ability for a report-split mechanism to separate reports by department
RA-100 Ge.n.e.;ral Reporting ) Ability to facilitate user-defined formats for headings, columns, and display fields
Capabilities - Presentation
RA-101 General Reporting Ability to provide business graphics capabilities which support standard forms of business graphs such
Capabilities - Presentation |as:
General Reporting
RA-101-1 Capabilities - Presentation — X-Y plots
General Reporting .
RA-101-2 Capabilities - Presentation | X-Y-Z plots in 3-D
General Reporting
RA-101-3 Capabilities - Presentation | scatter charts
RA-101-4 General Reporting — vertical, horizontal, cluster, and stacked bar charts

Capabilities - Presentation
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General Reporting

RA-101-5 Capabilities - Presentation | P'® charts
General Reporting .
RA-101-6 Capabilities - Presentation | high-low-close charts
General Reporting
RA-101-7 Capabilities - Presentation | area charts
General Reporting . . -
RA-102 Capabilities - Schedule Ability to schedule report and email the report after running it
RA-103 Gen.e.rgl Reporting Ability to schedule reports to locations on file systems or other secure network locations.
Capabilities - Schedule
General Reporting . o
RA-104 Capabilities - Schedule Ability to run reports based on priority
General Reporting - .
RA-105 Capabilities - Schedule Ability for reports to be scheduled by the user to run:
General Reporting . .
RA-105-1 Capabilities - Schedule | immediately
General Reporting . .
RA-105-2 Capabilities - Schedule — at a specified date and time
General Reporting . . . .
RA-106 Capabilities - Search Ability to write a report that has wild card search capability
General Reporting . e .
RA-107 Capabilities - Search Ability to only allow update capability if the user has the security to do so
General Reporting Ability to search the database for transactions that fall within user specified parameters or user specified
RA-108 o 2 ;
Capabilities - Search conditional logic (and/or).
General Reporting . . . .
RA-109 Capabilities - Search Ability to search the database for transactions that include specified keywords or phrases.
General Reporting . s )
RA-110 Capabilities - Search Ability to search within report preview screen
RA-111 Gene?r_a_l Reportlng Ability to adhere/honor the security as defined in the ERP.
Capabilities - Security
General Reporting Ability to allow some reports to be "public" meaning that anyone can run. While others are "private"
RA-112 e - . - )
Capabilities - Security meaning only those that have authorization are able to view and execute.
General Reporting . ) . .
RA-113 Capabilities - Security Ability to define reporting access on multiple levels.
RA-114 General Reporting Ability to flag certain elements as confidential and the ability to print the elements in some cases and not
Capabilities - Security in others
RA-115 General Reporting Ability to isolate and report requests that involve fees or other financial information.

Capabilities - Security

RA-116 |Other User Productivity Tools

Ability that permits customization of all user help screens

RA-117 |Other User Productivity Tools

Ability for windowed access to the fields in the data dictionaries

RA-118 |Other User Productivity Tools

Ability that enables users to customize or create menus

RA-119 |Other User Productivity Tools

Ability to a drag-and-drop user interface

RA-120 |Other User Productivity Tools

Ability to allow users to easily construct and maintain menus of frequently run programs

RA-121 |Other User Productivity Tools

Ability to provide a toolbar that users can customize

RA-122 |Other User Productivity Tools

Ability to provide both menu and command-driven processing

RA-123 |Other User Productivity Tools

Ability to provide on-line help (screen indexed to user manual) and user friendly diagnostics to identify the
problem

Ability to integrate with data from other systems including, but not limited to legacy financial reporting

RA-124 | Bl/Reporting - Integration systems and external State systems.
RA-125 BI/Reporting - Integration Ability to integrate with external supplier systems with the ability to build supplier performance
dashboards.
: — . Ability to integrate with non-ERP source data, integrating into the ERP and any ERP-centric data
RA-126 Bl/Reporting - Integration warehouse (DART) for analytics.
RA-127 Bl/Reporting - Integration | Ability to expose integration APIs.
RA-128 Bl/Reporting - Integration | Ability to integration data to support future state ERP Planning applications.
RA-129 Bl/Reporting - Integration | Ability to integrate with existing EDW/BI tools
RA-130 |Operational Reporting Ability to create standard reports/views to support Supreme Court of Virginia’ KPls and operational

metrics.

RA-131

Operational Reporting

Ability to enable the Supreme Court of Virginia to manage its business from an operational level and
provide analytics to support management and statutory reporting requirements.

RA-132

Operational Reporting

Ability to provide all Critical Reports required per Exhibit 3 - Critical Reports Inventory.
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equirements | Information Security

Grouping

Information Security

Requirement

Meets Requirement?

How?

Custom C

Future Release Dat

(for" C3:
responses only)

The system utilizes groups and roles to grant, update, and remove user privileges.

Information Security

The system will be designed to prohibit both privilege assignment to individual users, and direct access by
individual users.

Information Security

The system grants, modifies, and revokes user permissions in real-time, and provides verification
documenting user access privileges via a report or search feature.

Information Security

The system implements the capability to revoke or alter user access in real-time to revoke and without
negative consequence to: the system, system information, or functionality. For example, system objects
to include data, reports, forms, folders, or functionality are not orphaned or otherwise rendered unusable
by other users upon the deactivation, deletion of a user.

Information Security

The system utilizes a distinct role and credentials for system administrators and system administrator
functions. All authorized system administrators are assigned to the system administrator role.

Information Security

The system uses distinct service accounts with limited access and privileges for any service supporting or
connecting to the system.

Information Security

The system logs service account activity to minimally include: connectivity and authentication activity,
data access and modification activity, service status and response codes such as failures.

Information Security

The system automatically disables inactive accounts after a configurable, predetermined time period of
non-use. SCV's current standard requires disabling accounts that have been inactive for 60 days.

Information Security

The system logs all user and service account logon activity, to include unsuccessful logon attempts.
Minimally, each log entry includes: source IP address, user account, access start date-time stamp, and
access end date-time stamp, server time.

Information Security

The system does not require the use of shared accounts for users or services.

Information Security

The system enforces approved authorization for logical access to information and system resources in
accordance with access control policies (e.g., identity based policies, role based policies, attribute-based
policies), and access enforcement mechanisms (e.g., access control lists, access control matrices,
cryptography) between active entities or subjects (e.g., users or processes acting on behalf of users) and
passive entities or objects (e.g., devices, files, records, domains).

Information Security

The system uses (generally applicable cryptographic standards) such as FIPS-validated cryptography and
NSA-approved cryptography for all system cryptography. FIPS standards are here:
https://csrc.nist.gov/publications/fips

Information Security

The system prohibits the exposure of sensitive data or system security attributes in objects prone to
manipulation. For example, sensitive information or properties that could be altered and used to gain
unauthorized access to sensitive information, should not be used in client side storage objects or elements
(e.g. cookies, hidden form fields).

Information Security

The system uses encrypted tunnels. firewalls. and firewall rules to protect sensitive data in transit.

Information Security

The system uses configuration settings or rule sets, such as firewall rules, to restrict the flow and access
of information within the system and between interconnected systems (default deny).

Information Security

The system prohibits controlled information from being transmitted in clear text to the Internet or public
cloud.

Information Security

The system uses a distinct audit role with access and privileges to support audit tasks, which is separate
and apart from system administrator access and privileges, and prohibits system administrators from
being able to modify or delete audit tools, audit settings, audit reports or logs.

Information Security

The system enforces the most restrictive set of access privileges needed by users (or processes acting on
behalf of users) for the performance of specified tasks.

Information Security

The system utilizes a configurable solution to automatically lock the user account for a minimum period of

time when the d number of attempts is For example, the current standard
is a maximum of 3 consecutive invalid attempts within a 15 minute period, and locks the user account for
a minimum of 15 minutes when the i number of unsu ful attempts is

Information Security

The system provides and uses a configurable setting specifying the maximum number of consecutive
invalid logon attempts allowed within a specified period.

Information Security

The system provides and uses a configurable setting specifying the maximum time allowed in which a
user may attempt consecutive invalid logon attempts.

Information Security

The system provides and uses a configurable setting specifying the minimum amount of time allowed
before the system automatically unlocks accounts.

Information Security

The system provides and uses a system configuration setting specifying the maximum time of user
inactivity allowed before the system automatically applies a session lock.

Information Security

The system automatically releases locked accounts after a configurable, predetermined time period has
elapsed.

Information Security

The system utilizes a configuration to display to the users’ organization-defined system use notification
message or banner before granting access to the system that provides privacy and security notices
. o .

Information Security

nsistent with 1 laws, E tive Orders, di , policies, regulations,
standards, and guidance and states that:
Information Security |— Users are ing a C¢ i ion system:
Information Security |— Information system usage may be i . recorded, and subject to audit:

— Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and

Information Security

— Use of the information system indicates consent to itoring and recording.

Information Security

The system utilizes a configuration which may retain the notification message or banner on the screen
until users acknowledge the usage conditions and take explicit actions to log on to or further access the
information system; and for publicly accessible systems:

Information Security |— Displavs svstem use ir ion before granting further access;
" . — Displays , if any, to itorir ing, or auditing that are consistent with privacy
Inf tion Se . . o,
nformation Security accommodations for such systems that generally prohibit those activities; and
Information Security |— Includes a ion of the authorized uses of the system.

Information Security

The system retains session locks until the user re-establishes access using system approved identification
and authentication procedures. A common example of this functionality is the Windows automatic screen
lock and unlock with permissions functionality.

Information Security

The system automatically terminates a user session after a predetermined period of inactivity set in a
system configuration setting.

Information Security

The system provides the ability for a user to initiate a session termination, for example by providing a user
logout button terminating the session.

Page 13 of 19

7. Technical R

xlsm

G. InfoSec



Information Security

The system employs two-factor authentication when users with elevated privileges access sensitive
information, or perform system administrative duties.

Information Security

The system generates audit logs of the following events: authentication attempt, authenticated individual,
access time, source of access, duration of access or end of access, and actions executed.

Information Security

The system generates audit records capturing sufficient information to establish what type of event
occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the
event, and the identity of any individuals or subiects associated with the event.

Information Security

The system generates audit records that include time stamps, source & destination addresses,
user/process identifiers, event descriptions, success/fail indications, filenames involved, and access
control or flow control rules invoked.

Information Security

The system retains and archives all audit logs using a configurable solution.

Information Security

The system will be designed to allocate sufficient storage to maintain audit records without loss of audit
data or creating a system outage.

Information Security

The system logs all audit processing failure events.

Information Security

The system provides configurable real-time alerts (e.g. email notifications) to System Owners, System
Administrators, and ISO when audit processing failures occur.

Information Security

The system provides the capability to centrally review and analyze audit records from multiple
components within the system.

Information Security

The system provides the system business owner a dashboard of audit records from multiple components
within the system.

Information Security

The system provides the Virginia SCV's system and/or business owners a dashboard of user-defined audit
records. The dashboard must be formatted in a manner that is understandable to business owners.

Information Security

The system uses internal server time clocks to generate time stamps for audit logs.

Information Security

The system sets all date/time and records all date/time stamps to Eastern Standard Time (EST).

Information Security

Time stamps must be synchronized form an authoritative source. The information system must compare
internal information system clocks at a predefined interval and synchronize the internal system clocks to
the authoritative source

Information Security

The system protects audit information, audit settings, and audit reports from unauthorized access,
modification, and deletion to include system administrators.

Information Security

The system retains audit logs and records consistent with Virginia SCV's record retention policy for the
purpose of supporting after-the-fact investigation of security incidents. The audit log management solution
should be configurable and use settings for delete parameters such as 'no earlier than' and 'no later than"
dates.

Information Security

The system supports Security and Training

The system supports customization of the Security and Awareness Training (for example using modules)
addressing the following topics at a minimum:

Information Security

— The Authority's policy for protecting IT systems and data, with a particular emphasis on sensitive IT
vstems and data:

Information Security

— The concept of separation of duties;

Information Security

— Prevention and detection of information security incidents, including those caused by malicious code;

Information Security

— Proper disposal of data storage media:

Information Security

— Proper use of encryption;

Information Security

— Access controls, including creating and changing passwords and the need to keep them confidential;

Information Security

— Aqgency. use policies;

Information Security

— Agency Remote Access policies:

Information Security

— Intells | property rights. including software licensing and copvright issues:

Information Security

— Responsibility for the security of VA SCV data:

Information Security |— Phishina:
Information Security |— Social engineering: and
Information Security |— Least privilege.

Information Security

The Security and Awareness training integrates with Active Directory to assign training to new users,
modify the status of the training based on user status (suspended or terminated).

Information Security

The system emails alerts, maintain logs and reports on the assignment, completion and status of Security
Awareness Training.

Information Security

The system supports tracking, logging and status reporting of specialized IT Security Training - such as
phishing exercises

Information Security

The organization conducts penetration testing on an annual basis or more frequently if required to address
an environmental change on any system housing commonwealth data.

Information Security

The system protects system assets, to include software libraries from unauthorized physical and logical
access by: implementing restricted access and limited privileges, workflow automation, using source
control, utilizing abstract layers (e.g. interfaces vs. direct end-user access to system assets such as the
database).

Information Security

The system complies with Center for Internet Security (CIS) standards and practices that reflect the most
restrictive mode consistent with operational requirements. Specific standards are identified here:
https://benchmarks.cisecurity.ora/downloads/multiform/.

Information Security

The system design, configuration, and implementation limits enabled features to essential capabilities,
and disables or prohibits the use of ports, protocols, services, functions, accounts, and other system
resources not in use.

Information Security

The system uses dedicated servers in a multi-tier architecture for key layers such as application, web, and
database.

Information Security

The system uses dedicated servers in a multi-tier architecture for key layers such as application, web, and
database. The application, web and database servers need to be separate.

Information Security

The system provides, or i backup ies to mitigate attacks and recovery. e.g.
offline backup copies

Information Security

The system provides and implements failover capabilities consistent with the business' documented
requirement to minimize system outages and minimize efforts to recover from a system outage.

Information Security

The system provides the capability to test the backups. e.q. backup ad restore tests

Information Security

The organization performs annual Business Continuity Planning (BCP) testing, call-tree tests and
conducts table-top exercises.

Information Security

The system implements transaction recovery mechanisms such as transaction rollback and transaction
journaling.

Information Security

The system uniquely identifies and authenticates all organizational users (or processes acting on behalf of
organizational users).
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Information Security

The system employs multifactor authentication, provides unique user identification and authentication, and
prohibits the use of shared accounts when system administrative duties are being performed in
development and test environments.

Information Security

The system supports configuration of password length, complexity and re-use. For example enforces
minimum password complexity of: at least 8 characters in length- for end-users and 16 for Priv Accounts,
and for processes (acting on behalf of a User) the minimum password length must be 20

characters. Utilize at least three for end-users and all for priv (elevated) accounts the following:

Information Security |— Special characters.

Information Security |— A i acters.

Information Security |— Numerical characters. and

Information Security |— C¢ ination of upper case and lower-case letters.

Information Security

The system supports Security Assertion Mark-up Language (SAML) for Single Sign-On (SSO)
implementation/integration

Information Security

The system supports SSO and integrates with Active Directory (AD) group and profile definitions and AD
sync with the application.

Information Security

Prior to implementation, the Virginia SCV changes all system default credentials to include passwords
compliant with password complexity rules.

Information Security

The system stores and transmits only encrypted representations of passwords.

Information Security

The system enforces minimum and maximum lifetime restrictions of 24 hour minimum and 90 days
maximum; prohibits password reuse for 24 generations; and allows the use of temporary password for a
system logon with an immediate change to a permanent password.

Information Security

The system allows Virginia SCV to change system default ials to include p: iant with
password complexity rules prior to go-live. The system must allow the Virginia SCV to change any/all
passwords.

Information Security

The system supports a secure storage solution for all credentials through the life of the system. Plain-text
storage of credentials, including such storage through tools and 3rd party solutions, is not permitted.

Information Security

The system protects authentication feedback from possible exploit by unauthorized individuals, for
example, displaying asterisks when users type passwords.

Information Security

The system uniquely identifies and authenticates non-organizational users or processes acting on behalf
of non-organizational users.

Information Security

The system retains and disposes of data using a configurable solution ensuring data is deleted given 'no
earlier than' and/or 'no later than' dates as defined and set in configuration settings.

Information Security

The system separates user functionality (including user interface services) from system management and
administration functionality.

Information Security

The information system must be designed and configured to separate user functionality (including user
interface services) from information system management functionality (e.g., functions necessary to
administer network its, i or servers, and typically requires privileged
user access).

Information Security

On servers that use certificates, a file integrity checker must be run on the server to monitor for any
changes to the certificate.

Information Security

The system prevents the unauthorized and unintended information transfer between shared system
resources to include preventing information, including encrypted representations of information, produced
by the actions of prior users/roles (or the actions of processes acting on behalf of prior users/roles) from
being available to any current users/roles (or current processes) that obtain access to shared system
resources (e.g., registers, main memory, hard disks) after those resources have been released back to the
system. The control of information in shared resources is also commonly referred to as object reuse and
residual information protection.

Information Security

The system implements counter measures to reduce the negative impact of a denial of service attacks.
For example, some approved counter measures include but are not limited to: increased allocation of
resources such as storage, processors, and bandwidth; input validation for forms or communication; real-
time monitoring and detection of activity spikes; and automated termination capabilities or utilization of
thresholds.

Information Security

The system minimizes external exposure of system components by using a combination of segmentation
and architecture to create physical and logical boundaries to external access, and limiting external access
of system components.

Information Security

The system protects the integrity of transmitted information using a combination of physical and logical
means documented and reviewed. This applies to both internal and external networks and all types of
system components transmitting information (e.g. servers, mobile devices, notebooks, computers,
printers). Protecting the confidentiality and/or integrity of information can be accomplished by physical
(e.g. distribution) or by logical means (e.g. encryption techniques).

Information Security

The system uses (generally applicable cryptographic standards) such as FIPS-validated cryptography and
NSA-approved cryptography for all system cryptography. FIPS standards:
https://csrc.nist.gov/publications/fips

Information Security

The system implements server side validation for input validation used as a security control.

Information Security

The system protects the authenticity of communications session. The system implementation establishes
grounds for confidence at both ends of communications sessions in ongoing identities of other parties and
in the validity of information transmitted. Authenticity protection includes, for example, protecting against
man-in-the-middle attacks/session hijacking and the insertion of false information into sessions.

Information Security

The system protects the confidentiality and integrity of user and system information at rest. Information at
rest refers to the state of information when it is located on storage devices as specific components of
information systems. System-related information requiring protection includes, for example, configurations
or rule sets for firewalls, intrusion ion/prevention systems, filtering routers, and
authenticator content. Note: The system may employ different mechanisms to achieve confidentiality and
integrity protections, including the use of cryptographic mechanisms and file share scanning. Integrity
protection can be achieved, for example, by implementing Write-Once-Read-Many (WORM) technologies.
The system may employ other security controls including, for example, secure off-line storage in lieu of
online storage when adequate protection of information at rest cannot otherwise be achieved and/or
continuous monitoring to identify malicious code at rest.

Information Security

The system uses supported software, middleware, application server and web server platforms in which
security relevant updates such as patches, service packs, hot fixes and anti-virus signatures are regularly
available.

Information Security

The system utilizes software versions which are supported by security relevant updates such as patches,
service packs, hot fixes or anti-virus signatures.

Information Security

The system includes monitors to detect intrusion attacks.
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Information Security

The system protects information obtained from intrusion-monitoring tools from unauthorized access,
modification, and deletion.

Information Security

The system deploys SPAM attack defenses in messaging channels such as email and web forms.

Information Security

The system performs input validation to protect the integrity of the data and defend against malicious
entries, such as cross site scripting and SQL injections.

Information Security

The system separates user functionality (including user interface services) from system management and
administration functionality.

Information Security

The system minimizes external exposure of system components by using a combination of segmentation
and architecture to create physical and logical boundaries to external access, and limiting external access
of system components.

Information Security

The system protects the integrity of transmitted information using a combination of physical and logical
means documented and reviewed. This applies to both internal and external networks and all types of
system components transmitting information (e.g. servers, mobile devices, notebooks, computers,
printers). Protecting the confidentiality and/or integrity of information can be accomplished by physical
(e.g. distribution) or by logical means (e.g. encryption techniques).

Information Security

The system works with Virginia SCV's VITA/IT Partnership managed host based protection and firewalls.

Information Security

The system implements server side validation for input validation used as a security control.

Information Security

The system protects the authenticity of communications session. The system implementation establishes
grounds for confidence at both ends of communications sessions in ongoing identities of other parties and
in the validity of information transmitted. Authenticity protection includes, for example, protecting against
man-in-the-middle attacks/session hijacking and the insertion of false information into sessions.

Information Security

The system protects the confidentiality and integrity of user and system information at rest. Information at
rest refers to the state of information when it is located on storage devices as specific components of
information systems. System-related information requiring protection includes, for example, configurations
or rule sets for firewalls, intrusion ion/prevention systems, filtering routers, and
authenticator content. The system may employ different mechanisms to achieve confidentiality and
integrity protections, including the use of cryptographic mechanisms and file share scanning. Integrity
protection can be achieved, for example, by implementing Write-Once-Read-Many (WORM) technologies.
The system may employ other security controls including, for example, secure off-line storage in lieu of
online storage when adequate protection of information at rest cannot otherwise be achieved and/or
continuous monitoring to identify malicious code at rest.

Information Security

The system utilizes software versions which are supported by security relevant updates such as patches,
service packs, hot fixes or anti-virus signatures.

Information Security

Organizations also address flaws discovered during security assessments, continuous monitoring, incident
response activities, and system error handling

Information Security

The system includes monitors to detect intrusion attacks.

Information Security

Implements malicious code protection mechanisms at information system entry and exit points to detect
and eradicate malicious code. Updates malicious code protection mechanisms whenever new releases
are available in accordance with organizati i i policy and procedures.
Configures malicious code protection mechanisms to perform periodic scans of the information system
and quarantine malicious code and sends an alert to administrator in response to malicious code
detection.

Information Security

The system protects information obtained from intrusion-monitoring tools from unauthorized access,
modification, and deletion.

Information Security

The system deploys SPAM attack defenses in messaging channels such as email and web forms.

Information Security

The system performs input validation to protect the integrity of the data and defend against malicious
entries, such as cross site scripting and SQL injections.

Information Security

The organization establishes and manages cryptographic keys for required cryptography employed within
the information system in accordance with the organization-defined requirements for key generation,
distribution, storage, access, and destruction.

Information Security

The information system protects the confidentiality and intearity of information at rest

Information Security

The organization develops, documents, and disseminates to the appropriate organiz:
personnel, a risk assessment policy that addresses purpose, scope, roles, responsibi
commitment, coordination among organizational entities, and compliance. Develops and documents
procedures to facilitate the i ion of the risk 1t policy and i risk
controls. Reviews and updates the risk assessment policy on an annual basis or more frequently if
required to address change.

Information Security

The organization i ir ion and ir ion systems in accordance with applicable
Commonwealth laws, Executive Orders, directives, policies, i standards, and guid: and
documents the security categorization results (including supporting rationale) in the security plan for the
information system. Ensures that the security categorization decision is reviewed and approved by the
authorizing official or authorizing official designated representative.

Information Security

The organization conducts an assessment of risk and document the risk assessment results.

Information Security

For High Risk Systems Reviews risk assessment results on an annual basis or more frequently if required
to address significant change.

Information Security

The organization establishes incident response policies and procedures.

Information Security

The organization performs regular scheduled Incident response testing and exercises.

Information Security

The organization documents information system security incidents includes, for example, maintaining
records about each incident, the status of the incident, and other pertinent information necessary for
forensics, evaluating incident details, trends, and handling. Incident information can be obtained from a
variety of sources including, for example, incident reports, incident response teams, audit monitoring,
network monitoring, physical access monitoring, and user/administrator reports.

Information Security

The system produces event logs in real time, correlate information with other automated tools, identifying
suspicious activities, and provide alert notifications or provides a feed to the VA SCV Security Operations
Center (SOC)

Information Security

The organization provides an annual SOC 2 Type 2 report for Review

Information Security

The organization adheres to NIST 800-53 and NIST CSF Framework Requirements

Information Security

The organization maintains cyber insurance

Information Security

The organization should establish and maintain a Data Management and Data Privacy Policy Program
and Procedures

Information Security

Classify all IT systems and data according to their sensitivity with respect to the following: Confidentiality
(addresses sensitivity to unauthorized disclosure), Integrity, (addresses sensitivity to unauthorized
modification) and availability which addresses sensitivity to outages).

Information Security

The organization ensures that both digital and non-digital, is sanitized prior to disposal, released out of
SCV control, or released for reuse, and employ sanitization mechanisms.

Page 16 of 19

Attachment 7. Technical Requirements.xlsm
G. InfoSec



Information Security

Data storage shall be separated either logically or physically. from the application interface

Information Security

The Organization shall not use or store sensitive data in non-production environments.

Information Security

Require retention of the data handled by an IT system in accordance with the SCV's records retention
policy prior to disposing of the IT system.

Information Security

The System includes monitors to detect data leakage

Information Security

Develop an organization-wide strategy for managing supply chain risks associated with the development,
acquisition, maintenance, and disposal of systems, system components, and system services

Information Security

The organization conducts an annual specialized assessment called a Penetration, or PEN test by an
independent third party assessor qualified to conduct such an assessment.

Information Security

The organization develops, documents, and disseminate to the organization-defined personnel security
policy that addresses purpose, scope, roles, responsibilities, management commitment,

coordination among organizational entities, and compliance; and is consistent with applicable laws,
executive orders, directives, regulations, policies, standards, and guidelines; and Procedures to facilitate
the implementation of the personnel security policy and the associated personnel security controls;

Information Security

Conduct a Penetration (PEN) Test of VA SCV using NIST CSF, NIST 800-53 and PCI-DSS controls as the
baseline

Information Security

Define and Review established rules of 1t with VA SCV for the test

Information Security

Information Security

Define the tools, technigues and procedures emploved by adversaries (TTP's)

Conduct a pretest analysis based on knowledge of the targeted systems

Information Security

Information Security

Define the pretest identification of potential vulnerabilities

Create a detailed roadmap with narratives for remediation

Information Security

Information Security

Review configurations, network design and security architecture and make recommendations

Review current tool sets and evaluate against other state government ks

Information Security

Information Security

Assess the defensive capability of enterprise systems

Test internal and external networks and Wi-Fi

Information Security

Network: Conduct an External Test to include external to Corporate and External to CSP Target System

Information Security

Outline the Target system that was

Information Security

Information Security

Network: Conduct an Internal Test

Network: Test Seamentation Controls

Information Security

Information Security

Prepare a detailed technical report and an executive summary report for senior management

The report outlines specific attack narratives and validation of vulnerabilities during testing

Information Security

The report is organized and presents results in a comprehensive manner that may be addressed and
remediated in an orderly manner

Information Security

Wireless PEN testing to include Corporate Headquarters, Distribution Center (DC) and three stores

Information Security

Wireless: Detect wireless network misconfigurations and unauthorized access points)

Information Security

Wireless: Detect unauthorized access points

Information Security

Conduct a physical security and social engineering X in three local stores

Information Security

Conduct a Securitv/Network Operations

Information Security

Information Security

Web vulnerability scanning

A review of team skills and certifications

Information Security

An Assessment of the Security Operations tools and capabilities

Information Security

Document gaps of the Security operations

Information Security

An assessment of current environment and forensics capability

Information Security

A review of the Incident Response Plan

Information Security

Information Security

Review and assess the current patching and hardening process, procedure and strateay

Assess the current third-party security controls

Information Security

Conduct an Internet based (untrusted) network threat actor

Information Security

Conduct an attack on a CSP managed user

Information Security

Conduct an email attack on a CSP managed user

Information Security

Conduct an application threat actor attack

Information Security

Information Security

Internal: Weak Permissions & Access Control

Internal: Abuse of Services of Authorized system

Information Security

Information Security

Internal: Ransomware spread from government system

Internal: Unauthorized physical access to authorized system

Information Security

The system shall store email addresses authenticated through active directory to facilitate proper security
for emailing members with member-specific data
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Custom Comple:

DM-001 Data 1t | Ability to manaae data capture and
DM-002 Data it | Ability to support the migration of data from legacy systems.
DM-003 Data Management | Ability to support historical data retention (Master Data Management (MDM) and Data Warehouse (DW)).
DM-004 Data it | Ability to provide prebuilt workflows and user interfaces using proven data models, including:
DM-005 Data it | Provides inbound and outbound
DM-006 Data Management | Provides out of box standard user interfaces for master data creation, maintenance, and enrichment.
DM-007 Data it | Ability to provide a verifiable audit trail of data changes.
DM-008 Data it | Ability to replicate master data inside and outside of ERP.
DM-009 Data Management :::!ly to support data governance, including the enforcement of business rules & standards for master
DM- Data it | Ability to support a data including the capturing and ing of data.
DM- Data 1t | Ability to subport a consolidated business alossary or the ability to store business
DM- Data it | Ability to support automated data discovery to continue to build data as need.
DM- Data it | Ability to support data lineage.
DM-014 Data Management Ability to support master domains, including ability to structure data domains (Customer, Vendor/Supplier,
Employee, Locations, Finance).
» Ability to support ownership and governance structure, including ability to assign data owners and data
DM-015 Data Management stewards to data domains.
DM-016 Data it | Ability to support trigger based on owners and responsibility set.
DM-017 Data Management Ability to support reference data management, including ability to manage reference data in a
9 way across the different data domains.
DM-018 Data Management ::tllltl)yaz‘::ppon master data management for supplier self-service portals, with storage capabilities for
S Ability to ingest all migrated data from the legacy systems for administrative operations. If this cannot be
DM-01 . > . 5 P
019 Data Migration satisfied, please provide suitable alternatives for cor in the Comment:
DM-020 Data Migration Ability to act upon all migrated data. If this cannot be satisfied, please provide suitable alternatives for
consideration in the Comments.
DM-021 Data Management - | Ability to integrate to third party platforms (i.e., APIs, connectors) with the ERP solution in situations where
i data is shared between Supreme Court of Virginia and suppliers/customer:
Data Management - N
DM-022 Integration Ability to integrate with Supreme Court of Virginia legacy systems.
DM-023 | DataManagement - Ability to support integration and alignment with B & Analytics systems.
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Regquirement

Custom Complexity?| Future Release Date | Comments
AMS-01 AMS gzwiﬁ: provide the requirements for Application Support as detailed in Schedule D Application Managed N/A N/A N/A Please provide any to Din the 4 Proposed Exceptions
AMS-02 AMS :\\A{:aﬂrl]lay C::dprsoevrlsii etZe requirements for Application Maintenance as detailed in Schedule D Application N/A N/A N/A Please provide any to Din the 4 Proposed Exceptions
AMS-03 AMS :ﬂk:\rl\layqtgdprsc:rlgiz;:e requirements for Application Development as detailed in Schedule D Application N/A N/A N/A Please provide any to Din the 4 Proposed Exceptions
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RFP #111:24 - 0002

THIS MASTER SERVICES AGREEMENT (“CONTRACT”) IS ENTERED INTO BY AND BETWEEN
THE SUPREME COURT OF VIRGINIA (“SCV”), PURSUANT TO § 2.2-2012 OF THE CODE OF
VIRGINIA, AND SUPPLIER (“SUPPLIER”), A HEADQUARTERED AT ADDRESS,
CITY/STATE, ZIP CODE, TO BE EFFECTIVE AS OF CONTRACT AWARD DATE (“EFFECTIVE
DATE”).

1. DEFINITIONS
Capitalized terms used in this Contract have the meaning as provided (i) where each term is used in
the Contract unless the term is (ii) set forth in this “Definitions” section below which lists the
capitalized terms used in this Contract and provides a definition for the term.

A. Acceptance
The written acknowledgement by Supreme Court of Virginia/Office of Executive Secretary of
successful delivery and performance by the Supplier of its contractual commitments at the
location(s) designated in this Contract, including completed and successful acceptance testing in
conformance with the Requirements as determined by the Supreme Court of Virginia/Office of
Executive Secretary as set forth in this Contract.

B. Agency
The Supreme Court of Virginia/ Office of Executive Secretary, part of the Judicial Branch of the
Commonwealth of Virginia pursuant to Article VI, §4 of the Virginia Constitution and Chapter 3 of
Title 17.1 of the Code of Virginia (including §§ 17.1-314. -315 of the Code), or any successor
agency.

C. Claim
Any and all losses, damages, claims, demands, proceedings, suits and actions, including any
related liabilities, obligations, losses, damages, assessments, fines, penalties (whether criminal or
civil), judgments, settlements, expenses (including attorneys’ and accountants’ fees and
disbursements), and costs. Collectively, “Claims”.

D. Code
The Code of Virginia, as in effect and amended from time-to-time.

E. Commercial Off-The-Shelf (“COTS”) Software
Software that is general in nature, not broad enterprise applications, which can be purchased and
used immediately “as is,” without modification, in the same form in which it was sold in the
commercial marketplace. Standard options are not considered modifications.

F. Commonwealth
The Commonwealth of Virginia.

G. Commonwealth Indemnified Parties
The Commonwealth, public bodies of the Commonwealth, the Supreme Court of Virginia/Office of
Executive Secretary, and the Supreme Court of Virginia/Office of the Executive Secretary,
together with their respective officers, directors, agents, and employees.

H. Component
Any part or service of the Solution, Software, or Deliverable delivered by Supplier under this
Contract.

I. Computer Virus
Any malicious code, program, malware, or other internal component (e.g., computer virus,
computer worm, computer time bomb, or similar component), which could damage, destroy, alter
or disrupt any computer program, firmware, or hardware or which could, in any manner, reveal,
damage, destroy, alter or disrupt any data or other information accessed through or processed by
such software in any manner.



J.  Concurrent Users
The maximum number of concurrent active users utilizing the Software at a given point in time.

K. Confidential Information
Non-public proprietary or trade secret information of the Contractor or Supreme Court of
Virginia/Office of Executive Secretary, whether the information is in written, graphic, machine
readable or other tangible form, and which at the time of disclosure to any other Party is either (i)
marked as being “Confidential” or “Proprietary”; (ii) Health Records; (iii) Personally Identifiable
Information, including information about Agency’s employees, contractors, and customers, or
Sensitive Data, including PHI; or (iv) information that is protected by statute or other applicable
law. “Confidential Information” also includes any (a) information to which the Contractor has
access in Supreme Court of Virginia/Office of Executive Secretary’s facilities or in Supreme Court
of Virginia/Office of Executive Secretary’s (b) Work Product and information pertaining to the
Work Product, (c) in Supreme Court of Virginia/Office of Executive Secretary’s data, in Supreme
Court of Virginia/Office of Executive Secretary’s software, and systems access codes, and (d)
information concerning in Supreme Court of Virginia/Office of Executive Secretary’s operations,
plans, employees, contractors or third-party suppliers.

The term “Confidential Information” does not include information that is:

i. in the public domain through no fault of the receiving Party or of any other person or entity that
is similarly contractually or otherwise obligated;

ii. obtained independently from a third-party without an obligation of confidentiality to the
disclosing Party and without breach of this Contract;

iii. developed independently by the receiving Party without reference to the Confidential
Information of the other Party; or

iv. required to be disclosed under The Virginia Freedom of Information Act (§§2.2-3700 et seq. of
the Code of Virginia) or similar laws or pursuant to a court order.

L. Contract
This agreement, including all exhibits, schedules, and attachments, including any modifications or
amendments thereto, entered into by in Supreme Court of Virginia/Office of Executive Secretary
and Supplier.

M. Contractor
The use of the term “Contractor” in any of the following terms, conditions, links, or IRS Publication
1075 means the same as the term “Supplier” as defined and used in this Contract.

N. Deliverable
Software, Documentation, Components, plans, reports, data, Work Product, and any other
materials, items or events, in each case described or itemized as something that is developed,
prepared or created and delivered or required to be developed, prepared or created and delivered
or made available to in Supreme Court of Virginia/Office of Executive Secretary or other Agency
as part of the Services, Maintenance Services, Licensed Services, Application, Solution, Product,
Software, System Software, Supplier Product, or Updates, including the development or creation
of Work Product.

O. Documentation
Those materials (including user manuals, training materials, guides, product descriptions,
technical manuals, product specifications, supporting materials and Updates) detailing the
information and instructions needed in order to allow in Supreme Court of Virginia/Office of
Executive Secretary and its agents to make productive use of the Application, Software, Solution,
Product, Service, Licensed Services or Deliverable, including any and all Components, and to
implement and develop self-sufficiency with regard to the Application, Software, Solution,
Product, Service, Licensed Services or Deliverable, including any and all components, provided
by Supplier in fulfilling its obligations under this Contract.



P. Effective Date
The date of this Contract goes into full force and effect as set forth in the award document.

Q. Escrow Agent
The person or entity that holds and maintains all Software source code and related technical and
user Documentation, along with a signed copy of the Escrow Agreement attached to any awarded
Contract will be held trust for the Parties as set forth in an Escrow Agreement.

R. Federal Tax Information (“FTI”)
FTI consists of federal tax returns and return information (and information derived from it) that is
in the possession or control of in Supreme Court of Virginia/Office of Executive Secretary’s, which
is covered by the confidentiality protections of the Internal Revenue Code (“IRC”) and subject to
the IRC § 6103(p)(4) safeguarding requirements including IRS oversight. FTI is categorized as
“Sensitive” but “Unclassified” information and may contain personally identifiable information.

S. Inventory Record
A record of all units of Product covered under warranty or maintenance by type, quantity, and
location, including the end date for each unit’'s warranty period or maintenance term, as
applicable.

T. Maintenance Coverage Period (“MCP”)
The period of time during which Supplier is obligated to provide Maintenance Services for a unit
of Software or Product.

U. Maintenance Level
The defined parameters of Maintenance Services, including the times during which, and time-
frames in which, Supplier shall respond to a request for Maintenance Services. The available
Maintenance Levels are defined in this Contract. Maintenance Level for a unit of Software or
Product will be set forth in the signed contract.

V. Maintenance Services
Those services, preventive and remedial, provided or performed by Supplier under this Contract
in order to ensure continued operation of the Product, Hardware, or Software, including Software
Updates. Maintenance Services include support services. Maintenance Services for Software
may include the development of Work Product, if authorized in this Contract.

W. Original Equipment Manufacturer (“OEM”)
The original equipment manufacturer, or in the case of software, the software publisher/licensor
of, Maintenance Services, Licensed Services, Application, Solution, Solution Component,
Software, System Software, plans, reports, data, Product, and Updates.

X. Party
Supplier, in Supreme Court of Virginia/Office of Executive Secretary (SCV/OES).
Y. Product

Hardware, peripherals, and any other equipment, including the System Software, all upgrades, all
applicable user documentation, and related accessories as set forth in this contract.

Z. Receipt
Supreme Court of Virginia/Office of Executive secretary has physically received or has unfettered
access to any Deliverable at the correct “ship-to” location.

AA. Requirements
The functional, performance, operational, compatibility, Acceptance testing criteria, and other
parameters and characteristics of the Product, Software, Solution, Service(s), Application and
Licensed Services and Deliverables, including any and all components, as authorized by any
combination of the Contract, or as set forth in this Contract and such other parameters,
characteristics, or performance standards that may be agreed upon in writing by the Parties.

BB. Services
Any work performed or service provided by Supplier — including the design and development of
software and modifications, software updates, solution, products, implementation, installation,



CC.

DD.

EE.

FF.

GG.

HH.

JJ.

KK.

maintenance, support, testing, training, or other provision of service — in meeting the
Requirements and fulfilling Supplier's obligations under this Contract or, as applicable, under any
change authorized by the scope of this Contract. “Services” includes all functions, responsibilities,
activities, and tasks of the Supplier that are an inherent, necessary, or customary part of the
Services, or are required for the proper performance or provision of the Services. As permitted by
the scope of this Contract, “Services” may include the discovery, creation, or development of
Work Product.

Software
The programs and code provided by Supplier of any awarded Contract or any order or any
change issued hereunder as a component(s) of any Deliverable or component of any Solution,
and any subsequent modification of such programs and code, excluding Work Product. For
COTS Software, “Software” means the programs and code, and any subsequent releases,
provided by Supplier under this Contract. If this Contract is for Software Maintenance, “Software”
also includes the programs and code provided by Supplier under the proposed Contact or any
change order to this Contract in the form of Software Updates.

Software Publisher
The third-party licensor of the Software, other than the Supplier, provided by Supplier under this
Contract.

Solution
The Supplier’s contractually committed technical approach for solving an information technology
business objective and associated Requirements as defined and authorized by the scope of this
Contract or any order or any change order issued under the proposed Contract. Solution means
all Supplier and Supplier’s third-party providers’ components making up the Solution, including
but not limited to Software, Product, configuration design, implementation, Supplier-developed
interfaces, Services and Work Product.

Subcontractor
Any entity to which Supplier (or other Subcontractor of any tier) has subcontracted for
performance of or delegated any of its responsibilities under the Contract, including an affiliate of
the Supplier.

Supplier
The entity set forth in this Contract and any entity that controls, is controlled by, or is under
common control with Supplier.

Supplier Personnel
Any and all of Supplier's employees, agents, contractors, or Subcontractors performing under this
Contract.

SwaM
Any entity certified by the Commonwealth’s Department of Small Business and Supplier Diversity
as a small, women-owned, minority-owned, or service-disabled veteran-owned business, as
defined in Code §§ 2.2-2000.1 and 2.2-4310, or a certified micro business as defined in Executive
Order Number 35 (2019).

Transition Out Plan
The written plan developed by Supplier addressing the transition of Supplier’s contractual
obligations, in whole or in part, away from the Supplier and to the Supreme Court of
Virginia/Office of Executive Secretary, or its designee, after the expiration or termination of the
Contract.

Transition Period
The period of time after the expiration or termination of the Contract that Supplier is obligated to
continue providing assistance to the Supreme Court of Virginia/Office of Executive Secretary so
as to transition the Supplier’s contractual obligations, or any portion thereof, to any other supplier.



LL.

NN.

00.

PP.

Update

Any update, modification, or new release of the Software, System Software, Application,
Documentation, or Supplier Product that Supplier makes generally available to its customers at
no additional cost. Software Updates include patches, fixes, upgrades, enhancements,
improvements, or access mode, including without limitation additional capabilities to or otherwise
improve the functionality, increase the speed, efficiency, or base operation of the Software.

VITA

The Virginia Information Technologies Agency, Agency of the Commonwealth of Virginia
pursuant to Chapter 20.1 (§§ 2.2-2005 et seq.) of the Code, or any successor agency.

Warranty Period

The period of time during which Supplier is obligated to provide corrections, free of charge, for a
unit of Software or Product.

Web Site

The Internet site operated by Supplier to provide access to the Application, with the Uniform
Resource Locator ("URL") specified in the contract (or any successor URL(s)).

Work Product

Inventions, combinations, machines, methods, formulae, techniques, processes, improvements,
software designs, computer programs, strategies, specific computer-related know-how, data and
original works of authorship discovered, created, or developed by Supplier, or jointly by Supplier
and Supreme Court of Virginia/OES in the performance of this Contract. Work Product does not
include configuration of software, nor does it include anything developed by Supplier prior to, or
outside of, the Contract.

2. TERM AND TERMINATION

A. Contract Term

B.

C.

This Contract is effective and legally binding as of the Effective Date and, unless terminated as
provided for in this section, will be effective and legally binding for a period detailed in any
awarded contract (“Initial Term”). The Supreme Court if Virginia/Office of Executive Secretary, in
its sole discretion, may renew (or may be defined) any awarded contact after the expiration of the
Initial Term (collectively with the Initial Term, the “Contract Term”). The Initial Term and Contract
Term will be defined in the Contract. The Supreme Court of Virginia/Office of Executive
Secretary will issue a written notification to the Supplier stating the Supreme Court of
Virginia/Office of Executive Secretary’s intention to exercise a renewal period no less than 30
business days prior to the expiration of any current term. In addition, performance of the
proposed Contract issued during the Contract Term may survive the expiration of the Contract
Term, in which case all contractual terms and conditions required for the operation of the Contract
will remain in full force and effect until all of Supplier's obligations pursuant to the Contract have
met the final Acceptance criteria of the applicable of the Supreme Court of Virginia/Office of
Executive Secretary.

Termination for Convenience

The Supreme Court of Virginia/Office of Executive Secretary may terminate this Contract, in
whole or in part, at any time and for any reason upon not less than 30 calendar days prior written
notice to Supplier. Any termination under this provision will not affect the rights and obligations
attending the Contract outstanding at the termination date.

Termination for Breach

In the event of breach by the Supplier, The Supreme Court of Virginia/Office of Executive
Secretary will have the right to terminate this Contract, in whole or in part. Supplier will be
deemed in breach in the event that Supplier fails to meet any material obligation set forth in this
Contract. Any termination under the provisions of this section will be deemed a “Termination for
Breach”.

If the Supreme Court of Virginia/Office of Executive Secretary deems the Supplier to be in
breach, the Supreme Court of Virginia/Office of Executive Secretary shall provide Supplier with



notice of breach and allow Supplier 15 business days to cure the breach. If Supplier fails to cure
the breach as noted, the Supreme Court of Virginia may immediately terminate this Contract or
any change order issued pursuant to the proposed Contract, in whole or in part. In addition, if
Supplier is found by a court of competent jurisdiction to be in violation of or to have violated 31
U.S.C. § 1352, or if Supplier becomes a party excluded from Federal Procurement and
Nonprocurement Programs, the Supreme Court of Virginia/Office of Executive Secretary may
immediately terminate this Contract, in whole or in part, for breach, and the Supreme Court of
Virginia/Office of Executive Secretary shall provide written notice to Supplier of such termination.
Supplier shall provide prompt written notice to Supreme Court of Virginia/Office of Executive
Secretary if Supplier is charged with violation of 31 U.S.C. § 1352, or if federal debarment
proceedings are instituted against Supplier.

D. Termination for Non-Appropriation of Funds

All payment obligations from public bodies under the proposed Contract are subject to the
availability of legislative appropriations at the federal, state, or local level for this purpose. In the
event of non-appropriation of funds, irrespective of the source of funds, for the items under this
Contract, the Supreme Court of Virginia/Office of Executive Secretary may terminate this
Contract, in whole or in part, for any goods or services for which funds have not been
appropriated. Written notice will be provided to the Supplier as soon as possible after legislative
action is completed.

E. Effect of Termination

Upon termination, neither the Commonwealth, nor the Supreme Court of Virginia/Office of
Executive Secretary, will have any future liability except for Deliverables accepted by the
Supreme Court of Virginia/Office of Executive Secretary or Services (including any applicable
Licensed Services and Maintenance Services) rendered by Supplier and accepted by the
Supreme Court of Virginia/Office of Executive Secretary prior to the termination date.

In the event of a Termination for Breach, Supplier shall accept return of any Deliverable that was
not accepted by Supreme Court of Virginia/Office of Executive Secretary, and Supplier shall
refund any monies paid by Supreme Court of Virginia/Office of Executive Secretary for the
unaccepted Deliverables. Supplier will bear all costs of de-installation and return of Deliverables.

F. Termination by Supplier

In no instance will termination by Supplier be considered. Failure by the Supreme Court of
Virginia/Office of Executive Secretary to make timely payments owed to Supplier for its
performance under the proposed Contract will constitute a breach by the Supreme Court of
Virginia/Office of the Executive Secretary. Supplier's remedy for a breach is limited to the
remedies set forth in § 2.2-4363 of the Code of Virginia.

G. Contract Kick-Off Meeting

Within 30 business days of the Effective Date, Supplier may be required to attend a contract
orientation meeting, along with Supreme Court of Virginia/Office of Executive Secretary contract
manager/administrator, Supreme Court of Virginia/Office of Executive Secretary project
manager(s) or authorized representative(s), and any other significant stakeholders who have a
part in the successful performance of this Contract. The purpose of this meeting will be to review
all contractual obligations for both parties, all administrative and reporting requirements, and to
discuss any other relationship, responsibility, communication, and performance criteria set forth in
this Contract.

H. Transition Out Plan

Within twelve (12) months of the Effective Date, Supplier will develop and distribute to the
Supreme Court of Virginia/Office of Executive Secretary a Transition Out Plan. The Supplier will
maintain the Transition Out Plan throughout the Term and update the Transition Out Plan as
needed and subject to Supreme Court of Virginia/Office of Executive Secretary’s approval.

I. Transition Of Services
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At the request of Agency prior to or upon expiration or termination of this Contract, Supplier shall
provide all assistance as Agency may reasonably require to transition the Supplier’s contractual



obligations, or any portion thereof, to any other supplier with whom Agency contracts for provision
of same. This Transition Period obligation may extend beyond expiration or termination of the
Contract for a period of one year. If this Contract includes Supplier's provision of licensed
products, Supplier shall take no action to restrict or terminate the use of such licensed products
after the date of expiration or termination of the Contract or during any Transition Period, or both.
Agency shall pay for any additional maintenance or licensing fees during any Transition Period at
the hourly rate or at a fee agreed upon by Supplier and Agency. Supplier shall provide all
reasonable transition assistance requested by Agency to allow for the expired or terminated
portion of the Services to continue without interruption or adverse effect, and to facilitate the
orderly transfer of such Services to Agency. The transition assistance will be deemed by the
parties to be governed by the terms and conditions of this Contract, except for those terms or
conditions that do not reasonably apply to transition assistance. Further, any Transition Period
will not affect Agency's rights in regards to any purchased Software perpetual licenses which are
paid in full.

J. Contract Closeout
Prior to the Contract’s expiration date, Supplier may be provided contract closeout documentation
from the Supreme Court of Virginia/Office of Executive Secretary. If contract closeout
documentation is provided, then Supplier shall complete, sign, and return to Supreme Court of
Virginia/Office of Executive Secretary’s Purchasing Department any required documentation
within 30 business days of receipt to ensure completion of closeout administration and to
maintain a positive performance reputation with the Commonwealth. Any required closeout
documentation not received within 30 business days of Supplier’s receipt of the Commonwealth's
request will be documented in the contract file as Supplier non-compliance. Supplier’s non-
compliance may affect any pending payments due to the Supplier, including final payment, until
the documentation is returned to Supreme Court of Virginia/Office of Executive Secretary.

3. SUPPLIER PERSONNEL

A. Selection and Management of Supplier Personnel
Supplier shall ensure that all Supplier Personnel performing under this Contract are competent
and knowledgeable of the contractual arrangements and the applicable order or SOW between
the Supreme Court of Virginia/Office of Executive Secretary and Supplier. Supplier acknowledges
that Supplier is the employer of all Supplier employees and shall have the sole responsibility to
supervise, counsel, discipline, review, evaluate, set the pay rates of, provide (to the extent
required by law) health care and other benefits for, and terminate the employment of Supplier
employees. Supplier shall be solely responsible for the supervision and conduct of Supplier
Personnel, including all acts, omissions, gross negligence, and willful misconduct of Supplier
Personnel. Additionally, Supplier shall ensure that Supplier Personnel comply with the
appropriate Supreme Court of Virginia/Office of Executive Secretary site security, information
security and personnel conduct rules, as well as applicable federal, state, and local laws,
including export regulations. The Supreme Court of Virginia/Office of Executive Secretary
reserves the right to require the immediate removal from the Supreme Court of Virginia/Office of
Executive Secretary premises of any Supplier Personnel whom such Supreme Court of
Virginia/Office of Executive Secretary believes has failed to comply with the above or whose
conduct or behavior is unacceptable or unprofessional or results in a security or safety breach.

B. Key Personnel
The Supplier may designate certain of Supplier’s personnel as “Key Personnel” or “Project
Managers”. Supplier’s obligations with respect to Key Personnel and Project Managers will be
described in the awarded Contract. Any changes to Key Personnel must be mutually agreed to in
writing by Supplier and the Supreme Court of Virginia/Office of Executive Secretary. Failure of
Supplier to perform in accordance with such obligations may be deemed a breach of this
Contract.

C. Subcontractors
Supplier shall not use Subcontractors to perform its contractual obligations of this Contract unless
specifically authorized in writing to do so by the Supreme Court of Virginia/Office of Executive
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Secretary. If the proposed Contract issued is supported in whole or in part with federal funds,
Supplier may not subcontract to any Subcontractor that is a party excluded from Federal
Procurement and Nonprocurement Programs. In no event may Supplier subcontract to any
Subcontractor that is debarred by the Commonwealth or that owes back taxes to the
Commonwealth and has not made arrangements with the Commonwealth for payment of such
back taxes.

If Supplier subcontracts the provision of any performance obligation under this Contract to any
other party, Supplier shall (i) act as prime contractor and will be the sole point of contact with
regard to all obligations under the proposed Contract; and (ii) represent and warrant that any
authorized Subcontractors shall perform in accordance with the terms and conditions, including
warranties, set forth in this Contract.

4. NEW TECHNOLOGY

A. Access to New Technology

Supplier will bring to the Supreme Court of Virginia/Office of Executive Secretary attention any
new products or services within the scope of the Contract that Supplier believes will be of interest
to the Supreme Court of Virginia/Office of Executive Secretary and will work to develop proposals
for the provision of any such products or services as the Supreme Court of Virginia/Office of
Executive Secretary requests.

B. New Services Offerings Not Available from Supplier

If new or replacement product or service offerings become available and cannot be competitively
provided by the Supplier under the scope of this Contract, the Supreme Court of Virginia/Office of
Executive Secretary will have the right to purchase the new or replacement products or services
from a third party. If the Supreme Court of Virginia/Office of Executive Secretary elects to use
such new or replacement product or service offerings, Supplier will reasonably assist the
Supreme Court of Virginia/Office of Executive Secretary to migrate to such products or services.

If the Supreme Court of Virginia/Office of Executive Secretary elects to acquire new products or
services as described in the paragraph above and such services replace existing Supplier-
provided services, discount tiers and any commitments (as applicable as detailed in the proposed
Contract) will be reduced to reflect reductions in purchases of the replaced products or services.

5. GENERAL WARRANTY
THE OBLIGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE

MATERIAL.

Supplier warrants and represents to the Supreme Court of Virginia/Office of the Executive Secretary
that Supplier will fulfill its contractual obligations and meet all Requirements as described in any
awarded. Supplier warrants and represents to the Supreme Court of Virginia/Office of the Executive
Secretary that:

A. Ownership

Supplier has the right to perform and provide all contractual obligations and provide all needed services or
products without violating or infringing any law, rule, regulation, copyright, patent, trade secret, or other
proprietary right of any third party.

B. Coverage Requirements
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During the Warranty Period of one calendar year, the Supplier warrants that any Deliverables
provided by Supplier under the proposed Contract will meet or exceed the Requirements.
Supplier shall correct, at no additional cost to the Supreme Court of Virginia, all errors identified
during the Warranty Period that result in supplier’s failure to meet the Requirement, or its
contractual obligations.

The Warranty Period will begin at the Acceptance date of the final Deliverable.



C. Performance Warranty

With respect to Supplier’s performance under this Contract:

i. Supplier shall perform all contractual obligations with the care, skill and diligence, consistent
with or above applicable professional standards currently recognized in Supplier's profession, and
Supplier shall be responsible for the professional quality, technical accuracy, completeness, and
coordination of all plans, information, specifications, Deliverables, and Services furnished under
the proposed Contract; and

ii. Supplier shall ensure that any contractually obligated Services or Deliverables, or both, meet or
exceed the Requirements and that any Product will function in conformance with the
Requirements.

D. Documentation and Deliverables
i. Any required Documentation Supplier is obligated to provide under this Contract will be
sufficient in detail and content to allow an appropriately trained user/programmer to understand
and fully utilize, as applicable, the Deliverables without reference to any other materials or
information.

ii. All Deliverables provided or delivered pursuant to this Contract are at the current release level
unless the Supreme Court of Virginia/Office of the Executive Secretary specifies an older version
in the proposed contract.

iii. No Update, engineering change, or revision made to any Supplier-provided Deliverables will
(a) degrade the performance of any Deliverable or its components to a level below that defined in
the Requirements or the Product manufacturer's or Software Publisher's published specifications,
as applicable; (b) cause any other warranty to be breached; or (c) require the Supreme Court of
Virginia/Office of the Executive Secretary to acquire additional hardware equipment or software.

E. Interoperability Warranty
Supplier warrants that each Component, regardless of the origin of the Component, delivered
under this Contract shall be interoperable with other Components so as to meet or exceed the
performance specified in the Contract.

F. Malicious Code
Supplier has used commercially reasonable efforts through quality assurance procedures to verify
that there are no Computer Viruses or undocumented features in any of the Deliverables, as
obligated and provided by Supplier under this contract at the time of delivery to Supreme Court of
Virginia/Office of Executive Secretary. Supplier has used the best available means to scan any
media provided to the Supreme Court of Virginia/Office of the Executive Secretary. Supplier
warrants that the Deliverables, as obligated and provided by Supplier under this Contract, do not
contain any embedded device or code (e.g., time bomb) that is intended to obstruct or prevent the
Supreme Court of Virginia/Office of Executive Secretary’s use of the Deliverables.

Notwithstanding any rights granted under the proposed Contract or at law, Supplier waives, under
any and all circumstances, any right it has or may have in the future to exercise its license
termination rights by electronic means. Supplier agrees that Supreme Court of Virginia/Office of
Executive Secretary may pursue all remedies provided under law in the event of a breach or
threatened breach of this section, including injunctive or other equitable relief.

G. Open Source
Supplier will notify the Supreme Court of Virginia/Office of Executive Secretary if any
Deliverables, as obligated and provided by Supplier, contain any Open-Source code and identify
the specific Open-Source License that applies to any embedded code dependent on Open-
Source code, provided by Supplier under this Contract.

H. Supplier Viability
Supplier has the financial capacity to perform and continue to perform its obligations under this
Contract. Supplier has no constructive or actual knowledge of a potential legal proceeding being
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brought against Supplier that could materially adversely affect performance of the proposed
Contract. Further, Supplier is not prohibited by any contract, or order by any court of competent
jurisdiction from entering into this Contract.

I. Supplier’s Past Experience

Supplier has met similar contractual obligations and fulfilled the Requirements as set forth in this
Contract, in similar or greater complexity, to other customers without significant problems due to
Supplier's performance and without causing a contractual breach or default claim by any
customer.

6. SOFTWARE LICENSE
Any and all license rights granted pursuant to this Contract will be held pursuant to the terms of the
“Licensing Within the Commonwealth” section of this Contract below.

A. License Grant
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i. Software Licensed by Supplier, if applicable

Supplier grants to the Commonwealth and the Supreme Court of Virginia/Office of the Executive
Secretary a fully paid, perpetual, worldwide, nonexclusive, transferable, irrevocable object code
license to use, copy, modify, transmit, and distribute the Software and Documentation, including
any subsequent revisions, in accordance with the terms and conditions set forth herein and
subject only to the limitations, restrictions, or both explicitly set forth in this Contract. It is
expressly understood that “perpetual” license rights commence upon delivery of the Software to
Agency and exist in perpetuity unless otherwise terminated in accordance with the applicable
provisions of this Contract. The Software is the property of Supplier, and no title or ownership of
the Software or any of its parts, including Documentation, is or will be transferred to the
Commonwealth or the Supreme Court of Virginia/Office of Executive Secretary by this license
grant.

The Supreme Court of Virginia/Office of the Executive Secretary will have the right to use, copy,
modify, transmit, and distribute the Software for their benefit, for government use and purposes,
and for the benefit of their agents, including internal and third-party information processing.
Except as expressly authorized, the Supreme Court of Virginia/Office of the Executive Secretary
may not distribute the Software to any third party without Supplier’s prior written consent.

The Supreme Court of Virginia/Office of Executive Secretary may allow access to the Software by
third party vendors who are under contract with the Supreme Court of Virginia/Office of Executive
Secretary to provide services to or on behalf of the Supreme Court of Virginia/Office of the
Executive Secretary, or by other entities as required for conducting the business of government.
Access includes loading or executing the Software on behalf of the Supreme Court of
Virginia/Office of the Executive Secretary or its agents.

The license fee includes a test system copy, which consists of the right to use the Software for
non-production test purposes, including but not limited to, problem/defect identification,
remediation, resolution, debugging, new version evaluation, Software interface testing, and
disaster recovery technique analysis and implementation.

Supplier shall provide replacement copies of the Software and Documentation in the event that all
of the Office of the s copies of the Software, including all backup copies, are destroyed,
irreparably damaged, or otherwise lost due to disaster or other event beyond of the Supreme
Court of Virginia/Office of the Executive Secretary’s reasonable control, Supplier shall provide to
the Supreme Court of Virginia/Office of the Executive Secretary replacement copies of the
Software and Documentation. These replacement copies will be provided to of the Supreme
Court of Virginia/Office of the Executive Secretary at no additional cost. Nothing contained in this
section will obligate Supplier to replace or assist in the recovery of data lost concurrent with the
loss of the Software.



15

The Supreme Court of Virginia/Office of the Executive Secretary may make a reasonable number
of copies of the Software and Documentation for use in training, support, demonstrations,
backup, archiving, disaster recovery, and development, and may run the Software concurrently at
a back-up site, for no additional license fees or costs. Any copies of the Software or
Documentation of the Supreme Court of Virginia/Office of the Executive Secretary makes under
this Contract must bear all copyright, trademark, and other proprietary notices included by
Supplier. The Supreme Court of Virginia/Office of the Executive Secretary may add its own
copyright or other proprietary notice of the Commonwealth to any copy of the Software or
Documentation that is modified by of the Supreme Court of Virginia/Office of the Executive
Secretary and to which the Commonwealth or the Supreme Court of Virginia/Office of the
Executive Secretary has ownership rights pursuant to this Contract.

Except as expressly authorized, the Supreme Court of Virginia/Office of the Executive Secretary
may not distribute the Software to any third party without Supplier’s prior written consent.

Except as provided or allowed by law, no Party shall reverse engineer, decompile, disassemble,
or otherwise attempt to derive source code or other trade secrets from any Software or other
intellectual property of any other Party.

ii. Software Licensed by Software Publisher, if applicable.

Any Software provided by Supplier as part of its Solution that is licensed directly from the
Software Publisher through an End User Licensing Agreement (“EULA”) is subject to any
negotiated License Agreement Addendum. Supplier shall have sole responsibility for ensuring
that any such Software Publisher executes the LAA. The Software Publisher's EULA, along with
the LAA executed by Software Publisher will be added to the Contract for reference but will not
become a part of this Contract.

License Type
Designated CPU License, if applicable

The license(s) granted to the Supreme Court of Virginia/Office of the Executive Secretary under
this Section authorize the use of the Software only on the number of CPU(s) listed in the
Contract. The Supreme Court of Virginia/Office of the Executive Secretary may transfer the
Software to a different machine to the extent that the license price for the new CPU(s) is
equivalent to the CPU(s) initially licensed. If the licensed CPU is inoperative because of (i)
malfunction; (ii) performance of maintenance; (iii) modification to the licensed CPU; or (iv) transfer
of Software to another CPU, the Supreme Court of Virginia/Office of the Executive Secretary may
use the Software on a replacement CPU as long as required by the above-stated conditions.

Concurrent User License, if applicable

The license(s) granted to the Supreme Court of Virginia/Office of the Executive Secretary under
this section authorize the use of the Software on any system based on the total number of
Concurrent Users. The Supreme Court of Virginia/Office of the Executive Secretary shall specify
an initial number of Concurrent User licenses in the awarded Contract. The Supreme Court of
Virginia/Office of the Executive Secretary may increase the number of Concurrent User licenses
upon issuing a contract modification for additional Concurrent User licenses.

Site License, if applicable.

The license(s) granted under this Section authorizes use of the Software on any system located
at the “Site” as such term is defined in the awarded contract.

Project Specific License, if applicable.

The “Project Specific License” authorizes the use of the Software on any CPU or system owned
or operated by the Supreme Court of Virginia/Office of the Executive Secretary, and by any user,
without limitation as to quantity or location for the duration of Project.



Enterprise-Wide License, if applicable.

The “Enterprise-Wide License” authorizes use of the Software on any CPU, on any system, and
by any user within the “Enterprise”, as such term is defined in the contract, without limitation as to
the quantity, location, or project.

B. Supreme Court of Virginia/Office of the Executive Secretary Compliance
Compliance with the terms and conditions of any license granted pursuant to the proposed
Contract is solely the responsibility of Supreme Court of Virginia/Office of Executive Secretary
that purchased the license or for whom that license was purchased. The Supreme Court of
Virginia/Office of Executive Secretary will have no responsibility for compliance with the terms
and conditions of the purchased license, unless the Supreme Court of Virginia/Office of Executive
Secretary purchased the license on its own behalf.

C. No Subsequent, Unilateral Modification of Terms by Supplier (“Shrink Wrap”)
The terms and conditions set forth in this section supersede and govern the licensing and delivery
of all Products and Services of the proposed Contract. The terms and conditions of the proposed
Contract will supersede any other provision or other unilateral license terms that may be issued
by Supplier after the Effective Date, regardless of when those provisions were proposed or the
fact that another agreement may be affixed to, or accompany, Software upon delivery (“shrink
wrap”).

D. Reservation of Rights
Nothing contained in this section will be construed to restrict or limit the rights of the
Commonwealth or the Supreme Court of Virginia/Office of Executive Secretary to use any
technical data that the Commonwealth or the Supreme Court of Virginia/Office of Executive
Secretary may already possess or acquire under proper authorization from other sources.

7. RIGHTS TO WORK PRODUCT
Any license to pre-existing work will be held, and all rights in, title to, and ownership of Work Product
will vest, pursuant to the terms of the “Licensing Within the Commonwealth” section of the proposed
Contract below.

A. Work Product
The Supreme Court of Virginia/Office of Executive Secretary and Supplier mutually acknowledge
that performance of this Contract may result in Work Product. The Parties shall document all
Work Product specifications and these specifications will be set forth in the proposed Contract
incorporated. Supplier shall promptly and fully disclose to the Commonwealth or the Supreme
Court of Virginia/Office of Executive Secretary any and all Work Product generated, conceived,
reduced to practice, or learned by Supplier or any Supplier Personnel, either solely or jointly with
others, during the term or performance of this Contract, which in any way relates to the business
of the Commonwealth or the Supreme Court of Virginia/Office of Executive Secretary. Supplier
and Supplier Personnel shall not make use of, or disclose to others, any proprietary information
relating to the Work Product, other than as is required in the performance of this Contract. All
Services performed pursuant to the proposed Contract will include delivery of all source and
object code and all executables and documentation for all Work Product. At no time may
Supplier deny the Supreme Court of Virginia/Office of Executive Secretary or the Supreme Court
of Virginia/Office of Executive Secretary access to the Work Product, regardless of form.

B. Ownership
All Work Product discovered, created, or developed under this Contract, is and will remain the
sole property of the Supreme Court of Virginia/Office of Executive Secretary, regardless of
whether the Deliverable or Services are considered “works made for hire” or “hired to invent”.
Supplier agrees that the Supreme Court of Virginia/Office of Executive Secretary will have all
rights with respect to any Work Product discovered, created or developed under the proposed
Contract without regard to the origin of the Work Product.
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Supplier irrevocably transfers, grants, conveys, assigns and relinquishes exclusively to the
Supreme Court of Virginia/Office of Executive Secretary any and all right, title and interest it now
has or may hereafter acquire in and to the Work Product under patent, copyright, trade secret and
trademark law in perpetuity, or for the longest period otherwise permitted by law. If any moral
rights are created, Supplier expressly waives all moral rights created in the Work Product.
Supplier shall assist the Supreme Court of Virginia/Office of Executive Secretary in every
reasonable way to obtain and, from time to time, enforce patents, copyrights, trade secrets and
other rights and protection relating to the Work Product. Upon the reasonable request by Agency
with respect to the Work Product, Supplier and any required Supplier Personnel shall execute all
documents necessary for use in applying for and obtaining patents, copyrights, and other rights
and protection, and in protecting trade secrets with respect to the Work Product.

Supplier agrees that the provisions of this section will survive any termination of this Contract by
the Supreme Court of Virginia/Office of Executive Secretary. Supplier also agrees that in the
event of a breach of this Contract by the Supreme Court of Virginia/Office of Executive Secretary,
Supplier's remedy will not include any right to rescind, revoke, or otherwise invalidate the
provisions of this section.

Supplier acknowledges that in the case of the Supreme Court of Virginia/Office of Executive
Secretary which is a public body of the Commonwealth, all rights and remedies afforded that the
Supreme Court of Virginia/Office of Executive Secretary under this section shall also be held and
exercisable by the Commonwealth.

C. Pre-existing Work

If, and to the extent that, any pre-existing rights are embodied or reflected in the Work Product,
Supplier grants to the Commonwealth or the Supreme Court of Virginia/Office of Executive
Secretary the irrevocable, perpetual, non-exclusive, worldwide, royalty-free right and license to (i)
use, execute, reproduce, display, perform, distribute copies of, and prepare derivative works
based upon such pre-existing rights and any derivative works thereof; and (ii) authorize others to
do any or all of the foregoing. Supplier will retain all ownership rights in any pre-existing works.

D. Return of Materials

Upon termination of this Contract or in the event the Supreme Court of Virginia/Office of
Executive Secretary terminates this Contract, Supplier shall immediately return to the Supreme
Court of Virginia/Office of the Executive Secretary all copies, in whatever form, of any and all
Confidential Information, Work Product and other properties provided by the Supreme Court of
Virginia/Office of Executive Secretary that are in Supplier's possession, custody, or control.

8. SOFTWARE ESCROW AGREEMENT
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Supplier shall maintain copies of all Software source code and related technical and user
Documentation, in English, in an escrow account, and shall maintain with the Escrow Agent the
signed escrow agreement or as negotiated by the Supreme Court of Virginia/Office of the
Executive Secretary attached to this Contract and incorporated by reference.

The Supreme Court of Virginia/Office of Executive Secretary acknowledges that, prior to the
Effective Date of this Contract, Supplier delivered to the Supreme Court of Virginia/Office of
Executive Secretary and the Supreme Court of Virginia/Office of Executive Secretary received a
copy of the executed Escrow Agreement naming the Commonwealth as a third-party beneficiary.
the Supreme Court of Virginia/Office of Executive Secretary will review the Escrow Agreement to
ensure that the Escrow Agreement does not impose upon the Commonwealth any requirements
or obligations other than administrative responsibilities necessary for the operation of the Escrow
Agreement. In the event the Escrow Agent is obligated to release the escrowed materials to the
Commonwealth, the Commonwealth’s sole responsibility will be to request the release of the
escrowed materials from the Escrow Agent. Supplier agrees to notify the Supreme Court of
Virginia/Office of Executive Secretary in writing not less than 30 business days prior to
termination or any modification of Escrow Agreement.

Supplier warrants that the information and materials to be kept in escrow, in a media safe
environment, for the benefit of the Commonwealth are specifically identified and listed in any
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awarded Contract as the Escrow Agreement. Supplier further warrants that the information and
materials include the most current versions used by all the Supreme Court of Virginia/Office of
Executive Secretary of:

i. the source code for the Software and all future release versions;

ii. identification of the development/support technology stack, including, but not limited to, every
software tool, driver, script, app, etc. with versions and details needed to develop, test, and
support all phases of the SDLC for all tiers of the Software as used in Supreme Court of
Virginia/Office of Secretary’s solution or operating environment;

iii. all Documentation related to items (i) and (ii) above, as well as all necessary and available
information; and

iv. (a) technical Documentation that will enable the Supreme Court of Virginia/Office of Executive
Secretary, or an Agent of the Supreme Court of Virginia/Office of Executive Secretary to create,
maintain, or enhance the Software without the aid of Supplier or any other person or reference to
any other materials, maintenance tools (test programs and program specifications), or proprietary
or third party system utilities (compiler and assembler descriptions); (b) descriptions of the
system/program generation; and (c) descriptions of any Supplier tools required to enable the
Supreme Court of Virginia/Office of Executive Secretary to continue to use the Software.

Supplier shall provide all Documentation in unprotected MS Word and other commonly used
formats that can be updated. Supplier warrants that all items, including future versions, deposited
in escrow for the Supreme Court of Virginia/Office of Executive Secretary will be verified by the
Escrow Agent within thirty (30) business days after deposit to validate the completeness,
accuracy, and functionality of the Supplier's escrow deposits. Supplier also warrants that the
Escrow Agreement details the verification process to be performed by the Escrow Agent for the
original deposit as well as all subsequent deposits. Supplier shall provide the Supreme Court of
Virginia/Office of the Executive Secretary a detailed report of all verification tests conducted by
the Escrow Agent within ten (10) business days of completion.

Escrow Agent shall conduct a verification process that includes but is not be limited to:

v. File List Test - To ensure the deposited items are catalogued and confirm they are readable
and virus free, and if encrypted, that the Escrow Agent has the decryption keys on deposit.

vi. Inventory and Analysis Test — To provide a complete audit and inventory of the deposit
including analysis of deposited media to verify the presence of build instructions; to identify all of
materials necessary to recreate the original development environment; and to confirm the
presence of all build instructions, file classification tables, database schema, and listings.

vi. Compile Test — To validate whether the development environment can be recreated from the
deposited documentation and files; to identify third-party libraries; to recreate the Supplier’s
development environment; to compile source files and modules; to recreate executable code; and
to prepare a complete list of any hardware or software configurations.

viii. Binary Comparison Test — To test the functionality of the complied deposit materials by
comparing the files built in compile testing to the licensed, executable file running at the Supreme
Court of Virginia/Office of Executive Secretary’s site.

ix. Full Usability Test — To confirm the source code placed in escrow will be fully functional in the
event of a release, and to perform a relevant series of tests to ensure that replicated software
runs properly in the required the Supreme Court of Virginia/Office of Executive Secretary’s
environment.

x. Final Operability Test — To perform a final demonstration of the functioning software.

xi. Fault Remedy — To collaborate with Supplier on fixing any faults discovered during the testing,
to obtain corrected escrow items and to re-perform any verification tests as necessary until all
tests are successful, with written detailed reports to the Supreme Court of Virginia/Office of
Executive Secretary.



Supplier warrants that the Escrow Agreement provides for the release of the list of items
negotiated by the Supreme Court of Virginia/Supreme Court of Virginia in the Escrow Agreement
upon the occurrence of certain events, including, but not limited to, Supplier’s failure to carry out
its support and maintenance obligations imposed by this Contract for a period of sixty 60 calendar
days, Supplier’s breach under this Contract, Supplier’s bankruptcy, Supplier’s failure to continue
to do business in the ordinary course. Supplier agrees to pay all expenses associated with
establishing and maintaining the escrow account and the contents mentioned above.

In the event that the information and materials listed in the Escrow Agreement are released to the
Commonwealth pursuant to the terms of the Escrow Agreement, Supplier grants to the
Commonwealth a royalty-free, perpetual, irrevocable license that permits disclosure to a third-
party support-vendor of a complete and accurate copy of then-current source code for the
Software licensed under this Contract, along with all related documentation.

In the event that the information and materials are released to the Supreme Court of
Virginia/Office of Executive Secretary under this provision, Supplier grants to the Supreme Court
of Virginia/Office of Executive Secretary a royalty-free, perpetual, irrevocable license, that permits
disclosure to a third-party support-vendor of a complete and accurate copy of then-current source
code for the Software licensed to the Supreme Court of Virginia/Office of Executive Secretary,
along with all related documentation.

9. DELIVERY AND INSTALLATION
A. Scheduling of Solution Delivery

Supplier shall deliver the Solution, including any Component parts, and complete performance of
Services according to the delivery dates set forth in the contract or as negotiated by the Supreme
Court of Virginia and the Supplier.

Supplier shall make available all appropriate and/or related Documentation at the time of delivery
of the relevant Component of the Solution. Any Solution Component delivered without the
appropriate and required Documentation will be considered "shipped short" until the applicable
documentation has been received.

B. Deployment of Solution
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Supplier Deployment of Solution

The Solution fee will be listed in the Contract that includes initial deployment of the complete
Solution. Supplier shall deploy the Solution in accordance with the deployment schedule set forth
in the awarded contract. Deployment will include the installation of any Software Component
and, if agreed, any Product or hardware Component, of the Solution. Supplier shall conduct its
standard appropriate diagnostic evaluation at the Supreme Court of Virginia/Office of Executive
Secretary’s user site to determine that the Solution is properly deployed and fully ready for
productive use and will provide the Supreme Court of Virginia/Office of Executive Secretary with a
copy of the results of the diagnostic evaluation promptly after completion of deployment.

Supplier agrees that failure to deploy the Solution in accordance with the delivery schedule in the
proposed contract constitutes a material breach of this Contract resulting in damages to the
Supreme Court of Virginia/Office of Executive Secretary. As an estimate of the damages the
Supreme Court of Virginia/Office of Executive Secretary will suffer, Supplier agrees to credit the
Supreme Court of Virginia/Office of Executive Secretary an amount equal to the amount paid of
the total Solution fee, for each day after the scheduled deployment date that the Solution has not
been deployed for a period of 30 business days following the agreed upon delivery date. If the
delay lasts longer than 30 business days, the Supreme Court of Virginia/Office of Executive
Secretary may immediately cancel the proposed Contract and collect damages for each day of
that period of late delivery. The Supreme Court of Virginia/Office of Executive Secretary may also



pursue any and all other remedies available at law or in equity for delays lasting longer than 30
business days or for non-deployment.

2. The Supreme Court of Virginia/Office of Executive Secretary Installation of Software

For a Solution that includes Software that the Supreme Court of Virginia/Office of Executive
Secretary elects to install itself, the Software will be deemed to be installed when all Acceptance
criteria as specified in the Supreme Court of Virginia/Office of Executive Secretary’s Contract
have been met. Upon completion of installation and successful Acceptance testing, the Supreme
Court of Virginia/Office of Executive Secretary shall provide to Supplier written notice of
Acceptance. Supplier shall proceed with full deployment of the Solution concurrently with or after
the Supreme Court of Virginia/Office of Executive Secretary installation of the Software, as
agreed between the Supreme Court of Virginia/Office of Executive Secretary and Supplier in this
Contract.

C. Documentation of Software Configuration

If the Solution includes configuration of Software by Supplier, Supplier shall provide
Documentation containing a description of the configuration to the appropriate the Supreme Court
of Virginia/Office of Executive Secretary. The Documentation must be of sufficient detail so that
any appropriately trained employee or Agent of the Supreme Court of Virginia/Office of Executive
Secretary may reconstruct the configuration of the Software.

10. ACCEPTANCE AND CURE PERIOD

A. Software and Deliverable Acceptance Criteria
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Software and Deliverables are deemed accepted when the Supreme Court of Virginia/Office of
Executive Secretary determines that the Software and Deliverables successfully operate in
accordance with the Requirements of this Contract. Acceptance of the Software and Deliverables,
and for the Solution as a whole, requires delivery to the Supreme Court of Virginia/Office of the
Executive Secretary of all of functionality listed in the Requirements as set forth in this Contract,
Supplier shall be responsible for ensuring that all Deliverables function properly within the
Solution. Acceptance of any one Deliverable will not imply Supreme Court of Virginia/Office of
Executive Secretary’s concurrence that the Deliverable will function properly with or within the
Solution. In the event that a previously Accepted Deliverable requires further modification in order
to work properly with or within the Solution, Supplier shall provide the modification and cover all
associated costs.

The Supreme Court of Virginia/Office of Executive Secretary shall commence Acceptance testing
to the agreed to period of seven (7) business days or as negotiated by the Supreme Court of
Virginia/Office of Executive Secretary after (i) receipt of the Software or Deliverable or (ii) being
granted access to the Solution. The Acceptance testing period for the first instance of each
Product type set forth in this Contract, unless a longer period is agreed to in writing between the
Supreme Court of Virginia/Office of Executive Secretary and Supplier. Throughout the
Acceptance testing period, Supplier shall provide to Agency any assistance and advice as the
Supreme Court of Virginia/Office of Executive Secretary may reasonably require. Supplier shall
provide this assistance and advice at no additional cost, other than pre-approved travel expenses
incurred which are reimbursable by the Supreme Court of Virginia/Office of Executive Secretary
pursuant to the terms and conditions of the “Reimbursement of Expenses” section of this Contract
below. The Supreme Court of Virginia/Office of Executive Secretary shall provide to Supplier
written notice of Acceptance upon completion of successful Acceptance testing. In the event that
the Supreme Court of Virginia/Office of Executive Secretary fails to provide Supplier written notice
of successful or unsuccessful Acceptance testing within ten (10) business days or as negotiated
by the Supreme Court of Virginia/Office of the Executive Secretary and the Supplier following the
end of the Acceptance testing period, the Supplier shall provide the Supreme Court of
Virginia/Office of Executive Secretary with written notice that Supplier has not received a notice of
successful or unsuccessful Acceptance testing from the Supreme Court of Virginia/Office of the
Executive Secretary. If the Supreme Court of Virginia/Office of Executive Secretary fails to
provide Supplier with written notice of successful or unsuccessful Acceptance testing within 5



(five) business days after receiving such notice from Supplier, the Software or Deliverable will be
deemed Accepted.

B. Solution Acceptance Criteria

The Solution will be deemed accepted when the Supreme Court of Virginia/Office of Executive
Secretary determines that the Solution successfully operates in accordance with the
Requirements and, if applicable, successful completion of Acceptance testing. The Supreme
Court of Virginia/Office of Executive Secretary shall commence Acceptance testing within seven
(7) business or as negotiated by the Supreme Court of Virginia/Office of Executive Secretary and
the Supplier after deployment of the Solution. The Acceptance testing period will be completed as
stipulated in the Contract after deployment of the Solution to the testing environment, or such
longer period as may be agreed to in writing between the Supreme Court of Virginia/Office of
Executive Secretary and Supplier. Supplier shall provide the Supreme Court of Virginia/Office of
Executive Secretary with any assistance and advice the Supreme Court of Virginia/Office of the
Executive Secretary may reasonably require during the Acceptance testing. Throughout the
Acceptance testing period, Supplier shall provide to the Supreme Court of Virginia/Office of
Executive Secretary any assistance and advice as the Supreme Court of Virginia/Office of
Executive Secretary may reasonably require. Supplier shall provide this assistance and advice at
no additional cost, other than pre-approved travel expenses incurred which are reimbursable by
the Supreme Court of Virginia/Office of Executive Secretary pursuant to the terms and conditions
of the “Reimbursement of Expenses” section of this Contract below. The Supreme Court of
Virginia/Office of Executive Secretary shall provide to Supplier written notice of Acceptance upon
completion of successful Acceptance testing. In the event that the Supreme Court of
Virginia/Office of Executive Secretary fails to provide Supplier written notice of successful or
unsuccessful Acceptance testing within ten (10) business days or as negotiated by the Supreme
Court of Virginia/Office of the Executive Secretary following the end of the Acceptance testing
period, the Supplier shall provide the Supreme Court of Virginia/Office of Executive Secretary
with written notice that Supplier has not received a notice of successful or unsuccessful
Acceptance testing from the Supreme Court of Virginia/Office of Executive Secretary. If the
Supreme Court of Virginia/Office of Executive Secretary fails to provide Supplier with written
notice of successful or unsuccessful Acceptance testing within 5 (five) business days after
receiving such notice from Supplier, the Solution will be deemed Accepted.

C. Software and Deliverable Cure Period

Supplier shall correct any non-conformities identified during Acceptance testing and re-submit the
corrected Software or Deliverable for re-testing within seven (7) business days or as negotiated
by the Supreme Court of Virginia/Office of Executive Secretary and Supplier of receipt of the
appropriate the Supreme Court of Virginia/Office of Executive Secretary’s written notice of non-
conformance. In the event Supplier fails to cure the non-conformity or deliver Software or a
Deliverable that meets the Requirements, the Supreme Court of Virginia/Office of executive Se
may, in its sole discretion: (i) reject the Software or Deliverable in its entirety and recover
amounts previously paid to Supplier; (ii) issue a “partial Acceptance” of the Software or
Deliverable with an equitable adjustment in the price to account for any deficiency; or (iii)
conditionally accept the applicable Software or Deliverable while reserving its right to revoke
Acceptance if timely correction is not forthcoming. Failure of the Software or a Deliverable to
meet, in all material respects, the Requirements after the second set of Acceptance tests will
constitute a breach by Supplier, and the Supreme Court of Virginia/Office of Executive Secretary
may, at its sole discretion, terminate this Contract, in whole or in part, for the Solution to be
provided by Supplier.

D. Solution Cure Period
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Supplier shall correct any non-conformities identified during Acceptance testing and re-submit the
corrected Solution or Component products or Services for re-testing within 15 business days or
as negotiated by the Supreme Court of Virginia/Office of the Executive Secretary and Suppliers of
receipt of written notice of non-conformance to Supplier, or as otherwise agreed between the
Supreme Court of Virginia/Office of the Executive Secretary and Supplier. In the event that
Supplier fails to deliver a Solution which meets the Requirements, the Supreme Court of



1.

A.

Virginia/Office of the Executive Secretary may, in its sole discretion: (i) reject the Solution in its
entirety and recover amounts previously paid to the Supplier; (ii) issue a "partial Acceptance" of
the Solution with an equitable adjustment in the price to account for such deficiency; or (iii)
conditionally accept the applicable Solution while reserving its right to revoke Acceptance if timely
correction is not forthcoming. Failure of the Solution to meet, in all material respects, the
specifications and performance standards after the second set of acceptance tests will constitute
a breach by Supplier, and the Supreme Court of Virginia/Office of the Executive Secretary may,
at its sole discretion, terminate this Contract.

SOLUTION WARRANTY AND MAINTENANCE SERVICE

At any time during the Warranty Period or MCP, as applicable, Supplier shall provide the following
warranty or maintenance services (including unlimited telephonic support and all necessary travel and
labor) to maintain the Solution in accordance with the Requirements. During the Warranty Period,
Supplier shall perform these services without additional charge to the Supreme Court of
Virginia/Office of Executive Secretary. During the Maintenance Coverage Period, charges will be in
accordance with the terms of this section.

Known Defects
Supplier shall promptly notify the Supreme Court of Virginia/Office of Executive Secretary in
writing of any defects or malfunctions in the Solution or Documentation of which it learns from any
source. Within seven (7) business days of Supplier's knowledge of any defects or malfunctions,
Supplier shall correct the defects or malfunctions, or provide a work around until corrected, and
provide the Supreme Court of Virginia/Office of Executive Secretary with corrected copies of
same.

New Releases
No later than the first day of general release, Supplier shall provide to the Supreme Court of
Virginia/Office of Executive Secretary copies of the Software and Documentation revised to
reflect any enhancements, including all new releases, upgrades, and access modes, to the
Software made by Supplier, including, without limitation, modifications to the Software which can
increase the speed, efficiency or base of operation of the Software or add additional capabilities
to or otherwise improve the functionality of the Software.

Coverage
Supplier shall provide all reasonably necessary telephone or written consultation requested by
the Supreme Court of Virginia/Office of Executive Secretary in connection with use, problems,
and operation of the Solution. Supplier is obligated to provide coverage under this provision on a
24 hours per day, seven days per week basis.

Service Levels
Please refer to Attachment 15 Service Level Requirements.

Software Evolution
In the event that Supplier or Software Publisher merge or splinter the Software previously
provided to the Supreme Court of Virginia/Office of Executive Secretary, Supplier shall not charge
the Supreme Court of Virginia/Office of Executive Secretary additional support fees in order to
receive enhancements, releases, upgrades, or support for the Software.

If Supplier or Software Publisher reduces or replaces functionality contained in a licensed
Software product and provides the same or substantially similar functionality as or within a
separate or renamed Software product, then the Commonwealth or the Supreme Court of
Virginia/Office of Executive Secretary will be entitled to license such Software product at no
additional license or maintenance fee, and subject to the terms and conditions in this Contract.

If Supplier or Software Publisher releases an option, future Software product, or other release
that has substantially the same functionality as the Software products provided under this
Contract, and the Software Publisher, or Supplier, or both, ceases to provide Maintenance
Services for the older Software product, then Supplier shall offer the Commonwealth or the
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Supreme Court of Virginia/Office of Executive Secretary the option to exchange licenses for such
replacement Software product or function at no additional charge.

F. Escalation Procedures

[To be provided by Supplier before contract award.]

G. Solution Remedies

If the Solution or any Component fails to conform in all material respects to this Contract, the
Supreme Court of Virginia/Office of Executive Secretary shall provide written notification of the
failure to Supplier. If Supplier is unable to make the Solution or any Component conform within 30
business days of receiving the Supreme Court of Virginia/Office of Executive Secretary’s notice
Supplier shall, at such the Supreme Court of Virginia/Office of the Executive Secretary’s request,
accept return of the tangible Solution Components at Agency’s request. If the failure of the
Solution or any Components occurs during the Warranty Period, Supplier shall return all monies
paid by the Supreme Court of Virginia/Office of the Executive Secretary for the returned Solution
Components and Documentation. If the failure of the Solution or any Components occurs during
any subsequent MCP, Supplier shall return all monies paid by the Supreme Court of
Virginia/Office of the Executive Secretary for the returned Solution Components and
Documentation, pro-rated using the straight-line method for an estimated Solution life cycle of
seven (7) years or as negotiated by the Supreme Court of Virginia/Office of the Executive
Secretary and Supplier. The Supreme Court of Virginia/Office of Executive Secretary shall
discontinue use of any Solution Component Software or product.

H. Solution Support Services and Renewal Options

Sixty (60) business days prior to the expiration of the Warranty Period, Supplier shall notify the
Supreme Court of Virginia/Office of Executive Secretary in writing of such expiration. The
Supreme Court of Virginia/Office of Executive Secretary may, at its sole discretion, order from
Supplier Solution Maintenance Services including new Software releases, updates and upgrades.
The MCP will be for a period of one (1) year and at an annual fee of ten percent (10%) of the
Software license fee paid by the Supreme Court of Virginia/Office of Executive Secretary for its
then current installed base. Supplier shall notify the Supreme Court of Virginia/Office of Executive
Secretary 60 business days prior to the expiration of the MCP, and the Supreme Court of
Virginia/Office of Executive Secretary may, at its sole discretion, renew Maintenance Services for
an additional one (1) year period. Any increase in the annual fee for renewed Maintenance
Services may not exceed the lesser of (i) three percent (3%), or (ii) as defined in the “Fees,
Ordering and Payment Procedure” section of this Contract below, in effect at the time of renewal.
Supplier warrants that it shall make Support Services available for all the Solution components
listed in Exhibit B for a period of at least five (5) years from the expiration of the initial Warranty
Period of any Solution provided to the Supreme Court of Virginia/Office of Executive Secretary
pursuant to this Contract. Cancellation of Maintenance Services by the Supreme Court of
Virginia/Office of Executive Secretary shall not affect this Contract or the grant of any license by
Supplier.

12. FEES, ORDERING, AND PAYMENT PROCEDURE
A. Fees and Charges
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In consideration for the Supplier’s performance obligations under this Contract, the Supreme
Court of Virginia/Office of Executive Secretary shall pay Supplier the fee(s) owed pursuant to the
schedule of fees and charges as set in this Contract. Supplier will only be entitled to those fees
owed for Supplier's performance obligations and any additional Products and Services provided
to the Supreme Court of Virginia/Office of Executive Secretary in accordance with the scope of
this Contract the Requirements, as authorized in this Contract. The fees, and any associated
discounts, will be applicable throughout the Contract Term unless modified pursuant to the terms
and conditions below.



In the event the fees or discounts apply for any period less than the entire Term, Supplier agrees
that it will not request an increase in the fees during the first twelve (12) month period following
the Effective Date and will not request an increase in the fees more than once in any subsequent
twelve (12) month period thereafter. Beginning 12 months after the Effective Date, Supplier may
request in writing an adjustment to the prices set forth in Exhibit B to this Contract. No increase in
fee amounts will exceed the lesser of three percent (3%) or the annual increase in the Consumer
Price Index for All Urban Consumers (CPI-U), U.S. City Average, All Iltems, Not Seasonally
Adjusted, as published by the Bureau of Labor Statistics of the Department of Labor
(http://www.bls.gov/cpi’/home.htm) for the period ending 60 to 90 days prior to the effective date of
the increase compared with the same index one (1) year prior. Supplier and Agency will work in
good faith to agree on an appropriate change in pricing. Supplier must submit any change in price
in writing to Agency if the change impacts any order or SOW and in accordance with the above
and will not become effective for 60 calendar days thereafter. Supplier agrees to offer price
reductions to ensure compliance with the “Competitive Pricing” section of this Contract below.

B. Reproduction Rights for Supplier Provided Software

At the Supreme Court of Virginia/Office of the Executive Secretary’s request, Supplier shall
provide the Supreme Court of Virginia/Office of Executive Secretary with a reproducible, portable
data storage device (e.g. CD-ROM or USB flash drive) of Software and Updates. The Supreme
Court of Virginia/Office of Executive Secretary will be responsible for making copies and
distributing the Software and Updates as required. Within 30 calendar days of the end of each
calendar quarter, the Supreme Court of Virginia/Office of Executive Secretary shall provide to
Supplier a report of the net number of additional copies of the Software or Updates or both
deployed during the quarter. Supplier will invoice the Supreme Court of Virginia/Office of
Executive Secretary for the net number of new licenses reported as deployed.

C. Demonstration and/or Evaluation

If the Supplier’s contractual obligations include the provision of a Solution, an Application and
Licensed Services, or Software-as-a-Service, at the request of the Supreme Court of
Virginia/Office of the Executive Secretary, then Supplier shall perform any reasonable
demonstration of its Solution, Application and Licensed Services, or Software-as-a Service at the
Supreme Court of Virginia/Office of Executive Secretary location and at no charge.

If the Supplier’s contractual obligations include the provision of Software, then the Supplier shall
provide the Software to the Supreme Court of Virginia/Office of the Executive Secretary for
evaluation purposes at no charge. The evaluation period will be determined by the complexity of
testing but will be a period not less than 30 calendar days. Each new project is entitled to an
evaluation copy regardless of whether the Supreme Court of Virginia/Office of Executive
Secretary has previously purchased the Software.

D. Invoice Procedures
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Supplier shall remit each invoice to the “bill-to” address provided in this Contract promptly after all
Supplier’s performance obligations have been accepted and in accordance with the milestone
payment schedule in this Contract Payment for any support services, as authorized in the
Contract and the Supreme Court of Virginia/Office of Executive Secretary Contract, will be
annually in arrears unless otherwise stated in this Contract. No invoice may include any costs
other than those identified in this contract. Without limiting the foregoing, all shipping costs are
the Supplier’s responsibility. Supplier shall issue invoices that identify, at a minimum:

i. Dates/periods that invoice covers, including any service or subscription periods, as applicable.

ii. Line-item description of the Deliverable(s) applicable to this Contract, including any
components or service type, and, if applicable, the project milestone.

iii. Quantity, charge and extended pricing for each line item
iv. Applicable date of this Contract
v. This Contract number

vi. Supplier's Federal Employer Identification Number (“FEIN”)



Any terms included on Supplier’s invoice will have no force or effect and will in no way bind the
Supreme Court of Virginia/Office of the Executive Secretary.

E. Purchase Payment Terms
Supplier is responsible for the accuracy of its billing information. Supplier may not issue invoices
pursuant to this Contract until all of Supplier's performance obligations have been accepted and
are in accordance with the milestone payment schedule in this Contract, or until after services
have been rendered. Charges for Deliverables, Components or Services accepted more than 90
calendar days prior to receipt of a valid invoice may not be paid. In the event Supplier repeatedly
over-bills the Supreme Court of Virginia/Office of Executive Secretary, the Supreme Court of
Virginia/Office of Executive Secretary may assess a one percent (1%) charge for the amount
over-billed for each month that such over-billing continues.

F. Reimbursement of Expenses
The Supreme Court of Virginia/Office of Executive Secretary will only be liable to pay for
Supplier’s travel-related expenses, including transportation, meals, lodging and incidental
expenses, that have been authorized by the Supreme Court of Virginia/Office of Executive
Secretary in advance in the Contract. The travel-related expenses will be reimbursable at the
then-current per diem amounts and other travel regulations as published by the Virginia
Department of Accounts (http://www.doa.virginia.gov/).

All reimbursed expenses will be billed to the Supreme Court of Virginia/Office of Executive
Secretary on a pass-through basis without any markup by Supplier. At Agency’s request, Supplier
shall provide copies of receipts for all travel expenses over US$30.00.

G. Disputed Charges
If, before payment of an invoice, the Supreme Court of Virginia/Office of Executive Secretary
notifies the Supplier in writing of a disputed charge, Agency will have the right to withhold
payment of the disputed amount until the dispute is settled or finally resolved. Supplier shall
respond in writing to the Supreme Court of Virginia/Office of Executive Secretary notification of a
disputed charge acknowledging Supplier’s receipt of the dispute within five (5) business days.
Any charges disputed by the Supreme Court of Virginia/Office of Executive Secretary will be
resolved (whether by credit or explanation of the charge to the Supreme Court of Virginia/Office
of Executive Secretary’s satisfaction) in the Supreme Court of Virginia/Office of Executive
Secretary’s required format within two (2) billing cycles (60 calendar days) following the Supreme
Court of Virginia/Office of Executive Secretary’s written notification. In the absence of the
Supplier’s written evidence identifying the merit of the disputed amounts, the Supreme Court of
Virginia/Office of Executive Secretary will not be obligated to pay the disputed amounts and may
consider the matter concerning the specific identified amounts closed. the Supreme Court of
Virginia/Office of Executive Secretary will not pay any disputed amounts that remain unresolved.

13. REPORTING
Supplier shall submit to Supreme Court of Virginia/Office of Executive Secretary monthly reports

containing data on:
i. Small Business Procurement and Subcontracting Spend

These reports must be submitted in accordance with the instructions and further detailed
requirements, and on the templates set forth on the “Supplier & Vendor Reporting Requirements”
webpage located at the following URL: https://www.vita.virginia.gov/procurement/supplier-
reporting/supplier--vendor-reporting-requirements/ or any successor URL(s). Supplier is encouraged
to review the site periodically for updates on Supplier reporting requirements and methods. Supplier’s
failure to comply with all reporting, payment, and other requirements in this section may be deemed
by Supreme Court of Virginia/Office of Executive Secretary, in its sole discretion, to be a breach of
the Contract.

A. Small Business Procurement and Subcontracting Spend
Supplier shall provide to Supreme Court of Virginia/Office of Executive Secretary a report of
monthly subcontracting spend data. This data must include Supplier's total spend to all
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Subcontractors who provide direct performance for obligations under this Contract. Supplier’s
monthly subcontracting spend data must be submitted via: jobrien@vacourts.gov.

In addition, every six (6) months following the Effective Date, Supplier shall submit to Supreme
Court of Virginia/Office of Executive Secretary a “SWaM Subcontracting Certification of
Compliance” (“SSCC”) certifying that Supplier has fully complied with the Contract’s Supplier
Procurement and Subcontracting Plan ("Plan"). A copy of Supplier’'s Plan is attached to this
Contract as Exhibit H,and is incorporated by reference. The SSCC must include a written
explanation of any variances of greater than 20% between the Plan and the actual subcontractor
spend by Supplier. Supplier's SSCC will be maintained by Agency in the Supplier’s procurement
file. Supplier must submit the SSCC to the following address: Supreme Court of Virginia/Office of
Executive Secretary, Attn: Joe O’Brien, Purchasing Administrator, 100 North Ninth Street, 3 FL.,
Richmond, VA 23219. In the event that Supplier fails to comply with its contractually obligated
Plan spend or fails to report its contractually obligated Plan spend, the Supreme Court of
Virginia/Office of Executive Secretary may, at its sole discretion, prohibit or delay any renewals or
extensions of the Contract, withhold any final payments due, or both. Supplier’s failure to comply
will be considered in the prospective award of any future contracts with Supplier.

14. SUPPLIER PERFORMANCE MEASURES
The Supreme Court of Virginia/Office of Executive Secretary has developed a set of performance
measures relating to Supplier's performance under this Contract as reflected in Attachment 15
Service Level Requirements. Supplier agrees to be bound by and perform its obligations under this
Contract. The remedies for Supplier’s failure to meet the performance measures are set forth in the
Contract.

Supplier and the Supreme Court of Virginia/Office of Executive Secretary agree to meet within 30
business days of the Effective Date of this Contract to set forth the methodology and designated
personnel of each Party to provide, collect, monitor, and report the performance measures data and
mutually agreed-to incentives and remedies. Supplier agrees to provide to the Supreme Court of
Virginia/Office of Executive Secretary a report of its performance against the performance measures
no less than once every six (6) months throughout the Contract Term. Supplier’s report must include
a comparison of its performance measures against the agreed-to targets and, in the event of any
shortfall by Supplier, proposed remediation measures. Any instances of Supplier non-compliance will
be recorded in Supplier's Contract file and shared with Contract stakeholders. Supplier further agrees
that any degradation or failure of Supplier’s performance obligations may result in failure to renew the
Contract, termination for convenience of the Contract or termination for breach of the Contract. the
Supreme Court of Virginia/Office of Executive Secretary will have all rights and remedies available at
law.

15. STATUS MEETINGS
Supplier will be prepared to conduct monthly stewardship meetings with the Supreme Court of
Virginia/Office of Executive Secretary to provide a broad review of all services, projects and ongoing
operations. Supplier should also be prepared to conduct semi-annual meetings/presentations to
discuss new products and services and their potential benefit to the Supreme Court of Virginia/Office
of Executive Secretary.

16. STEERING COMMITTEE
In order to facilitate mutually beneficial contractual relationships with suppliers, the Supreme Court
of Virginia/Office of Executive Secretary has procedures for establishing a steering committee
(“Steering Committee”), consisting of senior management personnel, including personnel involved in
the contractual relationship, from the Supreme Court of Virginia/Office of Executive Secretary and
Supplier.

Roles of the Steering Committee include but are not limited to (a) identifying potential issues which
may arise during the performance of a contract; (b) discussing and assigning roles and
responsibilities; (c) establishing methods for quickly resolving potential disputes; (d) setting rules for
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communication and decision making; (e) monitoring and measuring the business relationship
between the parties; and (f) acting as a final decision board for escalated problems.

A meeting of the Steering Committee is intended to be a forum for brainstorming and sharing ideas,
emphasizing respect, cooperation, and access, with the end goal of developing relationships to avoid
conflict. A facilitator may, but is not required to, conduct a meeting of the Steering Committee.

A Steering Committee for this Contract will be formed at the Supreme Court of Virginia/Office of
Executive Secretary ‘s option. Meetings may be held at any time during the Contract Term, should the
Supreme Court of Virginia/Office of the Executive Secretary, at its sole discretion, determine that a
meeting(s) would be beneficial to the contractual relationship, and Supplier agrees to participate in
any scheduled meeting(s). In addition, Supplier may at any time submit a written request to the
Supreme Court of Virginia/Office of Executive Secretary for a meeting of the Steering Committee,
which the Supreme Court of Virginia/Office of Executive Secretary will not unreasonably deny.

Supplier will ensure the availability of the appropriate personnel to meet with the Supreme Court of
Virginia/Office of Executive Secretary contract management team. Additional Steering Committee
meetings involving representatives from the Supreme Court of Virginia/Office of Executive Secretary,
the Supplier, and the Supreme Court of Virginia/Office of Executive Secretary may be required prior
to or during performance of this Contract.

17. POLICIES AND PROCEDURES GUIDE
Within 30 calendar days of the Effective Date of the Contract, Supplier will provide the Supreme Court
of Virginia/Office of Executive Secretary will a policy and procedures guide that describes how the
Supplier and the Supreme Court of Virginia/Office of Executive Secretary will work together and how
performance, including Deliverables and Services, is to be measured. The guide will provide process
diagram details, working activities, and interface points with the Supreme Court of Virginia/Office of
Executive Secretary and Supplier deliverables. Updated versions of the guide will be provided by
Supplier to the Supreme Court of Virginia/Office of Executive Secretary and all the Supreme Court of
Virginia/Office of Executive Secretary every six (6) months, or as otherwise mutually agreed, during
the Contract Term.

18. TRAINING AND DOCUMENTATION

A. Training
Supplier may make available, Supplier’s fee, unless expressly excluded, includes all costs for any
and all training as agreed upon in this In order to allow the Supreme Court of Virginia/Office of
Executive Secretary the full benefit of the applicable Deliverable, the training will cover the use
and operation of the Deliverable provided to the Supreme Court of Virginia/Office of Executive
Secretary including instruction in any necessary conversion, manipulation, or movement of such
the Supreme Court of Virginia/Office of Executive Secretary’s data. Supplier shall provide
personnel sufficiently experienced and qualified to conduct such training at a time and location
mutually agreeable to Supplier and the Supreme Court of Virginia/Office of Executive Secretary.
Available additional and optional training, and applicable pricing and discounts, are described in
this Contract,

B. Documentation
Supplier shall deliver to the Supreme Court of Virginia/Office of Executive Secretary complete
copies of any Documentation applicable to the Deliverable(s) provided to the Supreme Court of
Virginia/Office of Executive Secretary, in a quantity and media format as agreed upon by the
Parties under this Contract. Should Supplier revise or replace the Documentation, or should
Documentation be modified to reflect Updates, Supplier shall deliver to the Supreme Court of
Virginia/Office of Executive Secretary copies of the updated or replacement Documentation, in
the same quantity and media format as originally requested by the Supreme Court of
Virginia/Office of Executive Secretary, or as agreed upon between the Parties. the Supreme
Court of Virginia/Office of Executive Secretary will have the right, as part of any license grant, to
make as many additional copies of the Documentation, in whole or in part, for its own use as
required. This Documentation must include, but is not limited to, overview descriptions of all major
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functions, detailed step-by-step installation and operating procedures for each screen and
activity, and technical reference manuals. Such Documentation must be revised to reflect any
modifications, fixes or updates made by Supplier. The Supreme Court of Virginia/Office of
Executive Secretary, at its own discretion, will have the right, as part of the license granted by
Supplier, to modify or completely customize all or part of the Documentation in support of the
authorized use of the licensed Application or Software. The Supreme Court of Virginia/Office of
Executive Secretary may also duplicate such Documentation and include it in such the Supreme
Court of Virginia/Office of Executive Secretary 's document or platform. The Supreme Court of
Virginia/Office of Executive Secretary shall continue to include Supplier's copyright notice.

19. CONFIDENTIALITY

A. Treatment and Protection

Each Party shall:
i. hold in strict confidence all Confidential Information of any other Party;

ii. use the Confidential Information solely to perform or to exercise its rights under this Contract;
and

iii. not transfer, display, convey or otherwise disclose or make available all or any part of the
other Party’s Confidential Information to any third-party.

Agency may, however, disclose the Confidential Information as delivered by Supplier to
subcontractors, contractors, or agents of the Supreme Court of Virginia/Office of Executive
Secretary that are bound by non-disclosure agreements with the Supreme Court of Virginia/Office
of Executive Secretary. Each Party shall take the same measures to protect against the
disclosure or misuse of the Confidential Information as it takes to protect its own proprietary or
confidential information, but in no event will such measures be less than reasonable care.

B. Return or Destruction

Upon the termination or expiration of this Contract, or upon the earlier written request of the
Supreme Court of Virginia/Office of Executive Secretary, Supplier shall, at its own expense, and
at the election of the Supreme Court of Virginia/Office of Executive Secretary, either:

i. promptly return all tangible Confidential Information (and all copies thereof except the record
required by law) to the Supreme Court of Virginia/Office of Executive Secretary; or

ii. destroy any Confidential Information in Supplier’s possession or control and provide the
Supreme Court of Virginia/Office of Executive Secretary with written certification of the
destruction.

Additionally, Supplier shall cease all further use of the Supreme Court of Virginia/Office of
Executive Secretary ‘s Confidential Information, whether in tangible or intangible form.

The Supreme Court of Virginia/Office of Executive Secretary shall retain and dispose of
Supplier's Confidential Information in accordance with the Commonwealth’s records retention
policies or, if Agency is not subject to the Commonwealth’s policies, in accordance with the
Supreme Court of Virginia/Office of Executive Secretary ‘s own records retention policies.

C. Confidentiality Statement

All Supplier Personnel performing Services pursuant to this Contract are required to sign a
confidentiality statement or non-disclosure agreement. Any violation of the statement or
agreement will be deemed a breach of this Contract and may result in termination of the Contract.

D. Freedom of Information Act Acknowledgement
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All Supplier documents now or later comprising the Contract may be released in their entirety
under the Virginia Freedom of Information Act, and Supplier agrees that any confidentiality or
similar stamps or legends that are attached to any future documents or information may be
ignored to the extent they claim confidentiality beyond that permitted by the Virginia Freedom of
Information Act.
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In the case of Supplier proprietary or trade secret information, Supplier must have followed the
procedures required by Code § 2.2-4342(F) in order for the information to be protected from
disclosure under the Virginia Freedom of Information Act.

INDEMNIFICATION

Indemnification Generally

Supplier shall defend, indemnify, and hold harmless all Commonwealth Indemnified Parties from
and against any third-party Claims to the extent the Claims in any way relate to, arise out of, or
result from:

i. any negligent act, negligent omission, or intentional or willful conduct of Supplier or any Supplier
Personnel;

ii. a breach of any representation, warranty, covenant, or obligation of Supplier contained in this
Contract;

iii. any defect in the Supplier-provided products or services;

iv. any actual or alleged infringement or misappropriation of any third party’s intellectual property
rights by any of the Supplier-provided products or services; or

v. any Claims by any Subcontractor resulting from Supplier’s failure to pay such Subcontractor.

Defense Claims

Supplier will be solely responsible for all costs and expenses associated with the defense of all
third-party Claims against Commonwealth Indemnified Parties. Selection and approval of
counsel, and approval of any settlement, shall be accomplished in accordance with all applicable
laws, rules, and regulations. For state agencies, the applicable laws include §§ 2.2-507, 2.2-510,
and 2.2-514 of the Code.

Duty to Replace or Reimburse

In the event of a Claim pursuant to any actual or alleged infringement or misappropriation of any
third party’s intellectual property rights by any of the Supplier-provided products or services, or
Supplier’'s performance, Supplier shall, at its expense and option, either (a) procure the right to
continue use of such infringing products or services, or any components thereof; or (b) replace or
modify the infringing products or services, or any components thereof, with non-infringing
products or services satisfactory to the Supreme Court of Virginia/Office of Executive Secretary.

In the event the Supreme Court of Virginia/Office of Executive Secretary cannot use the affected
Deliverable, Product, Licensed Services, or Services, including any Components, then Supplier
shall reimburse such the Supreme Court of Virginia/Office of Executive Secretary for the
reasonable costs incurred by such the Supreme Court of Virginia/Office of Executive Secretary in
obtaining an alternative product or service.

Supplier Dispute of Obligation to Indemnify

If a Claim is commenced against any Commonwealth Indemnified Parties by a third party alleging
an infringement of the third party’s intellectual property rights and Supplier is of the opinion that
the allegations in the third-party Claim, in whole or in part, are not covered by the indemnification
provision in this Contract, then Supplier shall immediately notify Agency and the affected
Agency(s) in writing and shall, nonetheless, take all reasonable steps to protect the rights,
remedies, and interests of the Commonwealth Indemnified Parties in the defense of the Claim,
including to secure a continuance to permit Agency and the affected Agency(s) to appear and
defend their interests in cooperation with Supplier as is appropriate, including any jurisdictional
defenses Agency or the affected Agency(s) may have.

LIABILITY
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A. Supplier Liability
Supplier agrees that it is fully responsible for all acts and omissions of Supplier Personnel,
including their negligence, gross negligence or willful misconduct, under this Contract.

Supplier’s liability and indemnification obligations under this Contract shall not exceed, in
aggregate, twice the cumulative spend value of the Contract, during the Contract Term.

The limitations on liability set forth in this section will not apply to liability arising from any
combination of the following:

i. any intentional or willful misconduct, fraud, or recklessness of Supplier or any Supplier
Personnel; or

ii. claims for bodily injury, including death, and damage to real property or tangible property
resulting from the negligence of a Supplier or any Supplier Personnel.

B. Limitation of Liability

Neither Party will be liable to the other Party for any indirect, incidental, consequential, or punitive
damages, including (without limitation) loss of profit, income, or savings, even if advised of the
possibility of these damages.

22. INSURANCE
In addition to the insurance coverage required by law as referenced in the “Incorporated Contractual
Provisions” section of this Contract below, Supplier shall carry:

Errors and omissions insurance coverage in the amount of $5,000,000 per occurrence; and
Cyber Security Liability insurance coverage in the amount of $5,000,000 per occurrence.

Throughout the Contract Term, Supplier shall provide evidence of insurance and access to a copy of
Supplier’s policy documents upon request by the Supreme Court of Virginia/Office of Executive
Secretary

23. SECURITY COMPLIANCE
Supplier shall comply with all provisions of the then-current Commonwealth security policies,
standards, and guidelines published by VITA and which may be found at:
https://www.vita.virginia.gov/policy--governance/itrm-policies-standards/, or any successor URL(s), as
are pertinent to Supplier's operation. Further, Supplier shall comply with all applicable provisions of
the Supreme Court of Virginia/Office of Executive Secretary 's then-current security procedures as
are pertinent to Supplier's operation and that have been provided to Supplier by the Supreme Court of
Virginia/Office of Executive Secretary. Supplier shall also comply with all applicable federal, state,
and local laws and regulations, including those pertaining to information security and privacy.

Any unauthorized release of any Confidential Information, or Commonwealth proprietary or personal
information, by the Supplier or Supplier Personnel constitutes a breach of Supplier’s obligations under
the Contract. Supplier shall notify Agency within 24 hours of discovery of, or when Supplier should
have discovered, any breach of “unencrypted” and “unredacted” personal information, as those terms
are defined in Code § 18.2-186.6, and other confidential or personal identifying information provided
to the Supplier by Agency. To the extent permitted by law, Supplier shall provide the Supreme Court
of Virginia/Office of Executive Secretary the opportunity to participate in the investigation of the
breach and to exercise control over reporting the unauthorized disclosure.

Supplier shall ensure performance of an audit of Supplier’'s environment at least annually to provide
assurance of “Controls Relevant to Security, Availability, Processing Integrity, Confidentiality or
Privacy” in accordance with the then-current standards set forth by the American Institute of CPAs.

Supplier shall indemnify, defend, and hold the Commonwealth, the Supreme Court of Virginia/Office
of Executive Secretary, their officers, directors, employees and agents harmless from and against any
and all Claims, including reasonable expenses suffered by, accrued against, or charged to or
recoverable from the Commonwealth, the Supreme Court of Virginia/Office of Executive Secretary,

30


https://www.vita.virginia.gov/policy--governance/itrm-policies-standards/

their officers, directors, agents or employees, on account of the failure of Supplier to perform its
obligations pursuant this section.

Agency reserves the right to review Supplier's information security program prior to the
commencement of Licensed Services and at least once annually during the Term of this Contract.
During the performance of the Licensed Services, and on an annual basis, Agency will be entitled, at
its own expense, to perform, or to have performed, an on-site audit of Supplier's information security
program. In lieu of an on-site audit, upon request by Agency, Supplier shall implement any
reasonably required safeguards as identified by any program audit.

24. IMPORT/EXPORT
Supplier shall comply with all data export laws and regulations. In addition, the Supreme Court of
Virginia/Office of Executive Secretary policy requires that any data deemed “restricted” or “sensitive”
by either federal or state authorities, may only be collected, developed, analyzed, or otherwise used
or obtained by persons or entities working within the continental United States.

25. THIRD PARTY TERMS AND CONDITIONS
In the event that Supplier’s provision of the Licensed Services or any performance obligations under
the Contract, include third-party terms and conditions, the Commonwealth security policies standards
and guidelines referenced in this Contract above — i.e., SEC5305 - will take precedence over any
third-party terms and conditions. For the purposes of statutory law as referenced and incorporated in
this Contract, if there is any conflict with any third-party terms, such statutory law will govern.

26. BANKRUPTCY
If Supplier becomes insolvent, takes any step leading to its cessation as a going concern, fails to pay
its debts as they become due, or ceases business operations continuously for longer than 15
business days, then the Supreme Court of Virginia/Office of Executive Secretary may immediately
terminate this Contract, and the Supreme Court of Virginia/Office of Executive Secretary may
terminate this Contract, on notice to Supplier unless Supplier immediately gives the Supreme Court of
Virginia/Office of Executive Secretary or such body adequate assurance of the future performance of
this Contract. If this Contract has not been otherwise terminated and bankruptcy proceedings are
commenced with respect to Supplier, then the Supreme Court of Virginia/Office of Executive
Secretary may suspend all further performance of this Contract until Supplier assumes this Contract
and provides adequate assurance of its performance of Supplier’'s contractual obligations or rejects
this Contract pursuant to Section 365 of the Bankruptcy Code or any similar or successor provision, it
being agreed by the Supreme Court of Virginia/Office of Executive Secretary and Supplier that this is
an executory contract. Any suspension of further performance by the Supreme Court of
Virginia/Office of Executive Secretary pending Supplier's assumption or rejection will not be a breach
of this Contract and will not affect the rights of the Supreme Court of Virginia/Office of Executive
Secretary to pursue or enforce any of its rights under this Contract or otherwise.

27. GENERAL PROVISIONS

A. Relationship Between the Supreme Court of Virginia/Office of Executive Secretary and
Supplier

Supplier has no authority to contract for, bind or commit to any agreement of any kind, or to
assume any liabilities of any nature in the name of or on behalf of the Supreme Court of
Virginia/Office of Executive Secretary. Under no circumstances will Supplier, or any Supplier
Personnel, hold itself out as or be considered an agent or an employee of the Supreme Court of
Virginia/Office of Executive Secretary, and the Supreme Court of Virginia/Office of Executive
Secretary will not have any duty to provide or maintain any insurance or other employee benefits
on behalf of Supplier or any Supplier Personnel. Supplier represents and warrants that it is an
independent contractor for purposes of federal, state, and local employment taxes, and agrees
that the Supreme Court of Virginia/Office of Executive Secretary is not responsible to collect or
withhold for Supplier any federal, state, or local employment taxes, including, but not limited to,
income tax withholding and social security contributions. Supplier shall pay or withhold any and
all taxes, interest or penalties (including, but not limited to, any federal, state, or local withholding
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C.

D.

E.

F.

or employment taxes, and any penalties related to health care or employee benefits laws) that are
imposed, assessed, or levied as a result of this Contract or Services performed pursuant to this
Contract. Supplier shall reimburse the Supreme Court of Virginia/Office of Executive Secretary in
the event that any taxes, interest or penalties are assessed against and paid by the Supreme
Court of Virginia/Office of Executive Secretary as a result of this Contract.

Licensing Within the Commonwealth

Any and all licenses granted or provided pursuant to this Contract, whether to Work Product,
System Software, COTS Software, Product, or any other Software will be held by the
Commonwealth.

In addition to the terms, conditions, and obligations of this Contract, Supplier agrees to SCV
“Mandatory Contract Terms” which consist of SCV:

* “Core Contractual Terms”;

* “Required eVA Terms and Conditions”; and

Each of these Mandatory Contract Terms are set forth at the following URL and incorporated into
this Contract by reference: https://www.vita.virginia.gov/procurement/contracts/mandatory-
contract-terms/.

Incorporated Contractual Provisions

Supplier agrees that non-compliance with IRS Publication 1075, including Exhibit 7 of IRS
Publication 1075 which is incorporated by reference, may be deemed, solely by the Supreme
Court of Virginia/Office of Executive Secretary, as a material breach of this Contract. Supplier is
responsible for verifying the correct and current version of this IRS publication and related
safeguarding terms language and acknowledges that Agency issuing the

Compliance with the Federal Lobbying Act

Supplier’s signed certification of compliance with 31 U.S.C.§ 1352 (entitled "Limitation on use of
appropriated funds to influence certain Federal Contracting and financial transactions") or by the
regulations issued from time to time thereunder is incorporated as Attachment nine (9 )to this
Contract. Return completed attachment 12 (12), Certificate Regrading Lobbying with your
proposal.

Ethics in Public Contracting

By signing this Contract, Supplier warrants that its assent to this Contract is made without
collusion or fraud, and that Supplier has not offered or received any kickbacks or inducements
from any other bidder, supplier, manufacturer or subcontractor in connection with their proposal
or the terms of this Contract. Further, Supplier warrants that it has not conferred any payment,
loan, subscription, advance, deposit of money, services, or anything of more than nominal value,
present or promised, on any public employee having official responsibility for this procurement
transaction, unless consideration of substantially equal or greater value was exchanged. In
addition, Supplier warrants that it will notify the Supreme Court of Virginia/Office of Executive
Secretary if it becomes aware of a potential conflict of interest in the future.

Governing Law
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This Contract is governed by and will be construed in accordance with the laws of the
Commonwealth of Virginia without regard to that body of law controlling choice of law. Any and all
litigation relating to this Contract must be brought in the circuit courts of the Commonwealth of
Virginia. The English language version of this Contract prevails when interpreting this Contract.
The United Nations Convention on Contracts for the International Sale of Goods and all other
laws and international treaties or conventions relating to the sale of goods are expressly
disclaimed. The Uniform Computer Information Transactions Act applies to this Contract only to
the extent required by Code § 59.1-501.15.



G. Dispute Resolution

In accordance with Code § 2.2-4363, contractual claims, whether for money or other relief, must
be submitted in writing to the public body from whom the relief is sought no later than 60 calendar
days after final payment; however, written notice of the Supplier's intention to file such claim must
be given to such public body at the time of the occurrence or beginning of the work upon which
the claim is based. Pendency of claims will not delay payment of amounts agreed due in the final
payment. The relevant public body shall render a final decision in writing within 30 calendar days
after its receipt of the Supplier's written claim.

The Supplier may not invoke any available administrative procedure under the Code nor institute
legal action prior to receipt of the decision of the relevant public body on the claim unless that
public body fails to render its decision within 30 calendar days. The decision of the relevant
public body will be final and conclusive unless the Supplier, within six (6) months of the date of
the final decision on the claim, invokes appropriate action under Code § 2.2-4364 or the
administrative procedure authorized by Code § 2.2-4365.

In the event of any breach by the Supreme Court of Virginia/Office of Executive Secretary,
Supplier's remedies will be limited to claims for damages and interest allowable under the Code
and, if available and warranted, equitable relief. All such claims to be processed pursuant to this
Section. In no event will Supplier’'s remedies include the right to terminate any license or support
services hereunder.

H. Assignment

This Contract is binding upon and will inure to the benefit of the permitted successors and
assigns of the Supreme Court of Virginia/Office of Executive Secretary and Supplier. Supplier
may not assign, subcontract, delegate or otherwise convey this Contract or any of its rights and
obligations under this Contract, to any entity without the prior written consent of the Supreme
Court of Virginia/Office of Executive Secretary and any attempted assignment or subcontracting
without consent will be void. the Supreme Court of Virginia/Office of Executive Secretary may
assign this Contract to any entity, so long as the assignee agrees in writing to be bound by the all
the terms and conditions of this Contract.

If any law limits the right of the Supreme Court of Virginia/Office of Executive Secretary or
Supplier to prohibit assignment or nonconsensual assignments, the effective date of the
assignment will be 30 calendar days after the Supplier gives the Supreme Court of Virginia/Office
of Executive Secretary prompt written notice of the assignment, signed by authorized
representatives of both the Supplier and the assignee. Any payments made prior to receipt of
such notification will not be covered by this assignment.

I. Severability

Invalidity of any term of this Contract, in whole or in part, will not affect the validity of any other
term. The Supreme Court of Virginia/Office of Executive Secretary and Supplier further agree that
in the event such provision is an essential part of this Contract, they shall immediately begin
negotiations for a suitable replacement provision.

J. Survival

Any provisions of this Contract regarding Software License, Rights To Work Product, Warranty,
Escrow, Confidentiality, Content Privacy and Security, Liability, Indemnification, Transition of
Services, the right to purchase Maintenance Services, and the General Provisions will survive the
expiration or termination of this Contract.

K. Force Majeure
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No Party will be responsible for the delay or failure to meet its obligations under this Contract if
the delay or failure arises from causes beyond the reasonable control and without the fault or
negligence of the obligated Party. If any performance date under this Contract is postponed or
extended pursuant to this Section for longer than 30 calendar days, the Supreme Court of
Virginia/Office of Executive Secretary, by written notice given during the postponement or
extension, may terminate Supplier’s right to render further performance after the effective date of
termination without liability for that termination.



L. No Waiver
Any failure to enforce any terms of this Contract will not constitute a waiver.

M. Remedies
The remedies set forth in this Contract are intended to be cumulative. In addition to any specific
remedy, The Supreme Court of Virginia/Office of Executive Secretary also reserves any and all
other remedies that may be available at law or in equity.

N. Right to Audit
The Supreme Court of Virginia/Office of Executive Secretary reserves the right to audit those
Supplier records that relate to this Contract. The Supreme Court of Virginia/Office of Executive
Secretary 's right to audit is limited as follows:

i. three (3) years from end date of the Contract;
ii. atthe Supreme Court of Virginia/Office of Executive Secretary’s expense;
iii. no more than once every twelve (12) months;

iv. performed at Supplier's premises, during normal business hours at mutually agreed upon
times; and

v. access to Supplier cost information is excluded.

In no event will Supplier have the right to audit, or require to have audited, the Supreme Court of
Virginia/Office of Executive Secretary

O. Taxes
The Commonwealth is exempt from Federal excise and all State and Local taxes and any such
taxes may not be included in Contract prices. Tax certificates of exemption, Form ST-12 can be
obtained from Agency upon request. Deliveries against this Contract shall be free of Federal
excise and transportation taxes. The Commonwealth’s excise tax exemption registration number
is 54-73-0076K.

P. Currency
All prices, costs, or fees in this Contract and all exhibits, schedules, orders, will be in United
States dollars.

Q. Non-Disparagement
Each Party agrees that it shall not engage in any conduct or pattern of conduct that involves the
making or publishing of written or oral statements or remarks (including without limitations, the
repetition or distribution of derogatory rumors, allegations, negative reports or comments) which
are disparaging, deleterious or damaging to the integrity, reputation or good name of any other
Party or the Party’s affiliates, employees, agents, contractors, or subcontractors. This section will
not be construed to prevent a Party from responding publicly to incorrect public statements or
from making truthful statements when required by subpoena, court order, or otherwise required
by law.

R. Advertising and Use of Proprietary Marks
No Party may use the name of the other Party or refer to the other Party, directly or indirectly, in
any press release or formal advertisement without receiving prior written consent of the other
Party. In no event may any Party use a proprietary mark of the other Party without receiving the
prior written consent of the other Party.

S. Notices
Any notice required or permitted to be given under this Contract must be in writing and will be
deemed to have been sufficiently given if delivered in person, or if deposited in the U.S. mails,
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed:

i. To Agency and to Supplier, if Supplier is incorporated or formed pursuant to the laws of the
Commonwealth, to the addresses shown on the signature page.
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ii. To Supplier, if Supplier is incorporated or formed outside the Commonwealth, to the address
shown on the signature page and to the Registered Agent registered with the Virginia State
Corporation Commission.

Pursuant to Title13.1 of the Code, the Supreme Court of Virginia/Office of Executive Secretary or
Supplier may change its address for notice purposes by giving the other Party notice of such
change in accordance with this Section.

Administrative contract renewals, modifications or non-claim related notices are excluded from
the above requirement. Such written, or signed, or both, contract administration actions may be
processed by the assigned the Supreme Court of Virginia/Office of Executive Secretary and
Supplier points of contact for this Contract and may be given in person, via U.S. mail, courier
service or electronically.

Offers of Employment
During the first twelve (12) months of the Contract, should Supplier hire an employee of the
Supreme Court of Virginia/Office of Executive Secretary who has substantially worked on any
project covered by this Contract without prior written consent, the Supplier will be billed for 50% of
the employee’s annual salary in effect at the time of termination.

Contract Administration
Supplier agrees that at all times during the Contract Term an account executive, at Supplier's
senior management level, will be assigned and available to the Supreme Court of Virginia/Office
of Executive Secretary, Supplier reserves the right to change such account executive upon
reasonable advance written notice to the Supreme Court of Virginia/Office of Executive Secretary.

Captions
The captions of sections and subsections of this Contract are for convenience and in no way
define, limit, or enlarge the scope of this Contract or any of its sections.

Authorization to Conduct Business in the Commonwealth
A contractor organized as a stock or nonstock corporation, limited liability company, business
trust, or limited partnership or registered as a registered limited liability partnership shall be
authorized to transact business in the Commonwealth as a domestic or foreign business entity if
so, required by Title 13.1 or Title 50 of the Code of Virginia or as otherwise required by law. Any
business entity described above that enters into a contract with a public body pursuant to the
Virginia Public Procurement Act shall not allow its existence to lapse or its certificate of authority
or registration to transact business in the Commonwealth, if so, required under Title 13.1 or Title
50, to be revoked or canceled at any time during the term of the contract. A public body may void
any contract with a business entity if the business entity fails to remain in compliance with the
provisions of this section. Return completed attachment thirteen (13), SCC Form, with your
proposal.

Entire Contract
The following exhibits, including all subparts thereof, are attached to this Contract and are made
a part of this Contract for all purposes:

Attachment 1 Vendor Information

Attachment 2 Pricing

Attachment 3 Security Questionnaire (as redacted by the vendor)
Attachment 4 Proposer Exceptions

Attachment 5 Q&A Submission Template

Attachment 6 Functional Requirements
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Attachment 7 Technical Requirements

Attachment 8 Information Technology Terms and Conditions
Attachment 9 Terms- Cloud Services — Third Party Own Application
Attachment 10 Terms- Cloud Services- Supplier is Application Owner
Attachment 11 Lobbying Form

Schedule A Key Personnel

Schedule B-0 Governance and Project Management

Schedule B-1 Planning and Design

Schedule B-2 Config-Build-Test-Data

Schedule B-3 Deployment and Initial Support

Schedule B-4 OCM and Training Services

Schedule C Exit Services

Schedule D Application Managed Services

Exhibit 1 Scope and Capability Framework

Exhibit 2 Application Inventory and Interfaces

Exhibit 3 Critical Reports Inventory

Exhibit 4 ERP Key Functional Uses

Exhibit 5 Escrow Agreement (Supplier to Provide)

The proposed Contract, its exhibits, attachments, schedules and any prior non-disclosure
agreement constitute the entire agreement between the Supreme Court of Virginia/Office of
Executive Secretary and Supplier and supersede any and all previous representations,
understandings, discussions or agreements between the Supreme Court of Virginia/Office of
Executive Secretary and Supplier as to the subject matter of this Contract. Any and all terms and
conditions contained in, incorporated into, or referenced by the Supplier’s proposal are deemed
invalid. The provisions of the Virginia Department of General Services, Division of Purchases and
Supply Vendor’'s Manual will not apply to the proposed Contract. This Contract may only be
amended by an instrument in writing signed by the Supreme Order of Precedence

Y. Order of Precedence
In the event of a conflict, the following order of precedence shall apply: this Contract document.
In the event of a conflict or inconsistency between the negotiated terms of this Contract and any
provision incorporated by reference into the Contract (e.g., a section of a License Agreement),
the negotiated terms of this Contract will take precedence. For purposes of this section, a
“conflict” exists with respect to a subject that has been comprehensively addressed in the
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Contract when supplementary terms contained in a provision incorporated by reference would
alter the rights and obligations of the Parties set forth in the Contract.

Z. Counterparts and Electronic Signatures
This Contract may be executed in multiple counterparts, each of which, when assembled to
include an original signature for each of Supplier and Agency, will constitute a complete and fully
executed original. All fully executed original counterparts will collectively constitute a single
agreement. Signatures transmitted by fax or electronic mail (in portable data format (“PDF”)) are
also permitted as binding signatures to this Contract.

AA. Opportunity to Review
The Supreme Court of Virginia/Office of Executive Secretary and Supplier each acknowledge that
it has had the opportunity to review this Contract and to obtain appropriate legal review if it so
chose.
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1.

DEFINITIONS
Capitalized terms used in this Agreement will have the meaning (i) as set forth in the Contract if not
otherwise defined in this Agreement; (ii) as set forth in this “Definitions” section below which lists the
capitalized terms used in this Agreement and provides a definition for the term; or (iii) where each
term is used in the Agreement.

A.

Application

The software programs in object code and other related data, including intellectual data,
proprietary information and Documentation contained and applicable to Licensed Services hosted
and supported by Software Publisher under the Agreement, as described in the applicable
Contract, including any Updates, enhancements, and replacements to the Application.

Application Users

Application User(s) include employees of the Supreme Court of Virginia/Office of Executive
Secretary independent contractors engaged by the Supreme Court of Virginia/Office of Executive
Secretary or entities contracting with the Supreme Court of Virginia/Office of Executive Secretary
for services. Application User(s) also include customers, Software Publishers, members of the
general public, and other entities with whom the Supreme Court of Virginia/Office of Executive
Secretary may find it necessary or desirable to process or communicate electronically in pursuit
of its business.

Content

Any data, including the selection, arrangement and organization of such data, entered, uploaded
to the Application, or otherwise provided to Software Publisher by the Supreme Court of
Virginia/Office of Executive Secretary or by any Application User, and any software and related
documentation, from whatever source, provided by the Supreme Court of Virginia/Office of
Executive Secretary or Application User to Software Publisher in connection with this Agreement.

Customization

Inventions, modifications, combinations, methods, formulae, techniques, processes,
improvements, designs, computer programs, strategies, specific computer-related know-how,
data and original works of authorship discovered, created or developed by Software Publisher for
the Supreme Court of Virginia/Office of Executive Secretary in the performance of this Contract.

Licensed Services

The operation of the Application and the necessary operating system software, hardware and
utilities on Software Publisher’s host computer system, furnishing Software Publisher Product to
Application Users, storing Content and making the Application, Content, and Software Publisher
Product available to Application User(s) via the Web Site, as more fully described in the Contract.

Project Onset

The period after the Licensed Services or “software-as-a-service” delivery model is deployed by
Software Publisher but prior to the hosting of any Commonwealth of Virginia (COV) data or other
Content by Software Publisher.

Software Publisher Product

Software Publisher’s proprietary reports, information and data made available to the Supreme
Court of Virginia/Office of Executive Secretary and its Application Users as part of the Licensed
Services.

Update

Any update, modification, or new release of the Software, System Software, Application,
Documentation, or Supplier Product that Supplier makes generally available to its customers at
no additional cost. Software Updates include patches, fixes, upgrades, enhancements,
improvements, or access mode, including without limitation additional capabilities to or otherwise
improve the functionality, increase the speed, efficiency, or base operation of the Software.

VITA
The Virginia Information Technologies Agency, Agency of the Commonwealth of Virginia
pursuant to Chapter 20.1 (§§ 2.2-2005 et seq.) of the Code, or any successor agency.

Web Site
The Internet site operated by Software Publisher to provide access to the Application, with the
Uniform Resource Locator (URL) specified in the Contract (or any successor URL(s)).
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2. TERM AND TERMINATION

A. Scalability
The Supreme Court of Virginia/Office of Executive Secretary may make a written request to
increase or decrease the scope (e.g., number of USERIDs) of Licensed Services (“revised
usage”) under a change order to the applicable purchase order or statement of work. The revised
usage shall be effective not more than one (1) business hour following the request. Pricing for the
revised usage of Licensed Services shall be calculated as provided in the applicable purchase
order or statement of work and shall be prorated on a daily basis for remaining portion of the
current monthly billing period. For purposes of this provision, a written notice may include an e-
mail or the use of a Software Publisher-provided provisioning website by the Supreme Court of
Virginia/Office of Executive Secretary designated administrator.

3. DESRIPTION OF LICENSED SERVICES
During the term of the Contract, Software Publisher hereby agrees to host the Application(s) listed
and described and specified in the applicable purchase order or statement of work on servers owned,
operated, housed, and maintained by Software Publisher and shall make such Application(s)
available to designated Application Users through the Internet. Software Publisher has acquired any
and all license rights in the Application(s) necessary and appropriate for Software Publisher to
provide the Licensed Services as obligated by the Agreement.

Software Publisher hereby grants to the Supreme Court of Virginia/Office of Executive Secretary and
its Application Users a non-exclusive, transferable, worldwide license to access and use by any
method the Application during the term of the Agreement. The license fee for the rights shall be as set
forth in the applicable purchase order or statement of work , and shall apply regardless of access
mode.

The Supreme Court of Virginia/Office of Executive Secretary is an agency, as defined by §2.2-2006
or legislative, judicial, or independent agency of the Commonwealth, board, commission, or other
quasi-political entity of the Commonwealth of Virginia or other body referenced in Title 2.2 of the
Code of Virginia, and as such, the license shall be held by the Commonwealth.

Notwithstanding any other provision or other unilateral license terms which may be issued by
Software Publisher after the Effective Date of the Agreement, and irrespective of whether any such
provisions have been proposed prior to or after the issuance of this Agreement for Licensed Services,
including access to the Application(s), or the fact that such other agreement may be presented to ) or
its Application Users at the time of accessing the Application(s) (“click wrap”), the terms and
conditions set forth in this Agreement and any amendments or modifications thereto shall supersede
and govern licensing and use of all products and services hereunder.

4. SOFTWARE PUBLISHER RESPONSIBILITIES

A. Standard Application Responsibilities
Unless otherwise indicated in the Agreement or applicable purchase order or statement of work,
Software Publisher shall acquire and maintain, at no charge to the Supreme Court of
Virginia/Office of the Executive Secretary the hardware and software required to host the
Application(s). The hardware and software on which the Application(s) is hosted will be
maintained in good operating condition, consistent with or exceeding generally accepted industry
practices and procedures. In addition:

i). Software Publisher shall maintain sufficient hardware capacity to satisfy the technical
requirements and the bandwidth and required storage capacity indicated in the Agreement or
applicable purchase order or statement of work.

ii). Software Publisher shall be responsible for all telecommunication connections from the server
hosting the Application to the Internet.

iii). Software Publisher may collect user-specific data only as necessary to provide the Licensed
Services authorized under the Agreement. No information regarding the Supreme Court of
Virginia/Office of Executive Secretary or any Application User shall be disclosed, provided, rented
or sold to any third party for any reason unless required by law or regulation or by an order of a
court of competent jurisdiction. This obligation shall extend beyond the term of the Agreement.
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iv). The Application will be made available to the Supreme Court of Virginia/Office of Executive
Secretary and its designated Application Users twenty-four (24) hours a day, seven (7) days a
week (“Uptime”) less Excusable Downtime. For the purposes of this Agreement, “Excusable
Downtime” is defined as that period of time when the Licensed Services are not available to the
Supreme Court of Virginia/Office of Executive Secretary or its Application Users due to scheduled
network, hardware, or service maintenance and/or upgrades. Except in cases of emergency, the
Supreme Court of Virginia/Office of Executive Secretary shall be provided a two (2) business day
advance notification of such maintenance and/or upgrade. In cases of emergency, Software
Publisher will use its best efforts to notify the Supreme Court of Virginia/Office of Executive
Secretary of a planned Downtime as soon as practicable. Maintenance or upgrades are not to
exceed thirty-six (36) hours in duration in a single month and cannot occur Monday through
Friday, between the hours of 6:00 a.m. and 8:00 p.m. Eastern Time.

v). Excusable Downtime shall not include (i) an electronic hardware failure, (ii) a failure in the
Software Publisher’s Application, (iii) an electric utility failure at Software Publisher’s facility where
the Application is hosted, or (iv) a network failure up to, but not including, the interconnection
point of Software Publisher’s network to the public switched telephone network.

vi). Software Publisher guarantees the Application will be available for use at least ninety-nine
point seven percent (99.7%) of the total time during each month, excluding Excusable Downtime.

vii). If non-Excusable Downtime exceeds the parameters listed above, Software Publisher will
credit to the Supreme Court of Virginia/Office of Executive Secretary the total recurring fees that
would otherwise be owed by the Supreme Court of Virginia/Office of Executive Secretary under
this Agreement during the month of such failure. Such credit will be issued in the month
immediately following the failure.

viii). Software Publisher shall be required to notify the Supreme Court of Virginia/Office of
Executive Secretary in writing at least sixty (60) days prior to of any planned change(s) or
Update(s) to the Application; its functionality; Content storage/ backup/disaster recovery,
including physical location; security architecture, features or settings; terminations and/or
replacement of any Software Publisher subcontractor. The planned changes or Updates include
any change(s) that would potentially impact the secure and efficient use of the Application, as
understood and agreed to between Software Publisher and the Supreme Court of Virginia/Office
of Executive Secretary at Agreement award. The purpose of this notice is to allow sufficient time
for Software Publisher and the Supreme Court of Virginia/Office of Executive Secretary to discuss
any technical/functional considerations and/or changes that would require action by the
Commonwealth.

ix). Software Publisher is responsible for documenting and maintaining any customizations made
for operational use of the Application and/or for interoperability use with other systems or
applications used by the Supreme Court of Virginia/Office of Executive Secretary and paid for
solely by the Supreme Court of Virginia/Office of Executive Secretary. The associated technical
data, code, documentation and other necessary information about such customizations shall be
provided by Software Publisher to the Supreme Court of Virginia/Office of Executive Secretary
within ten (10) business days of the customizations’ operational use. Suppler shall be required to
routinely transfer knowledge regarding the Application and Licensed Services, including Updates
and all material changes, to the Supreme Court of Virginia/Office of Executive Secretary in a
reasonable manner to ensure proper and efficient use of Application and Licensed Services
without degrading performance thereof.

x). Software Publisher agrees to work with the Supreme Court of Virginia/Office of Executive
Secretary to ensure compliance with any approved security exceptions or other identified gaps or
requirements provided to the Supreme Court of Virginia/Office of Executive Secretary in writing
by VITA.

xi). Software Publisher shall not use any software, hardware or services which have been
prohibited pursuant to § 2.2-5514 of the Code of Virginia.

xii). In addition, and at no additional cost to the Supreme Court of Virginia/Office of Executive
Secretary, Software Publisher shall provide access to additional Updates, features, and
functionalities of the Application as are provided by Software Publisher to other customers of
Software Publisher who require functionality similar to that of the Application provided to the
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Supreme Court of Virginia/Office of Executive Secretary. All such additional features and
functionality, where reasonably necessary, shall be accompanied by updated Documentation,
whether in hard copy format or distributed electronically via email or the Software Publisher
website. Notwithstanding the provisions of this Section and except as agreed to in writing by the
Supreme Court of Virginia/Office of Executive Secretary and Software Publisher, nothing in the
Agreement shall oblige Software Publisher to undertake any modifications to the Application, and
all such modifications are at Software Publisher’s sole discretion whether suggested by an the
Supreme Court of Virginia/Office of Executive Secretary or another party.

B. Ancillary Responsibilities
Software Publisher shall, throughout the term of this Agreement, make available such resources,
including Software Publisher personnel, as are reasonably required to: (i) train designated the
Supreme Court of Virginia/Office of Executive Secretary personnel in the use of the Application;
(ii) develop modifications to the Application as agreed by the Supreme Court of Virginia/Office of
Executive Secretary and Software Publisher in the Agreement or any exhibit hereto or as agreed
to by Software Publisher and the Supreme Court of Virginia/Office of Executive Secretary; and
(iii) otherwise support the Application as provided under this Agreement and any exhibits hereto
or as agreed to between Software Publisher and the Supreme Court of Virginia/Office of
Executive Secretary.

C. Subcontractors
It is understood that Software Publisher may utilize subcontractors to provide integral
components of the Licensed Services and Application; however, except for those so named at
time of Agreement award, Software Publisher shall not use new or replacement subcontractors to
perform or provide integral components of the Licensed Services or Application during
performance of this Agreement without advance written notification to and approval by the
Supreme Court of Virginia/Office of Executive Secretary.

Software Publisher is responsible for the performance of its subcontractors used in providing any
portion of the Licensed Services or Application. Additionally, Software Publisher is responsible for
its subcontractors’ compliance with the terms and conditions of this Agreement.

If any part of this Agreement is supported in whole or in part with federal funds, Software
Publisher shall not subcontract any Services to any subcontractor that is a party excluded from
Federal Procurement and Nonprocurement Programs. In no event shall Software Publisher
subcontract with any subcontractor which is debarred by the Commonwealth of Virginia or which
owes back taxes to the Commonwealth and has not made arrangements with the Commonwealth
for payment of such back taxes.

4. SUPREME COURT OF VIRGINIA/OFFICE OF EXECUTIVE SECRETARYRESPONSIBILITIES
Unless otherwise agreed and as applicable, the Supreme Court of Virginia/Office of Executive
Secretary or its Agent, or an Application User, will be responsible for input of Content into Software
Publisher’s Application and the Supreme Court of Virginia/Office of Executive Secretary or its Agent
will be responsible for keeping said Content current and accurate. Software Publisher will have no
responsibility for assisting the Supreme Court of Virginia/Office of Executive Secretary in creating,
modifying or inputting the Content, unless specified in this Agreement.

If Software Publisher issues unique USERIDs and passwords to an Application User:

i). the Supreme Court of Virginia/Office of Executive Secretary is responsible for protecting said
passwords and for any authorized and unauthorized use made of the passwords. The Supreme Court
of Virginia/Office of Executive Secretary will fully cooperate with law enforcement authorities in the
detection and prosecution of illegal activity related to unauthorized use of the Licensed Services.

ii). The Supreme Court of Virginia/Office of Executive Secretary shall have the right to add, activate,
change access for, or disable USERIDs at its sole discretion. The Supreme Court of Virginia/Office of
Executive Secretary shall designate administrators who will be authorized to add, activate, change
access for or disable USERIDs.

iii). Upon notification by the Supreme Court of Virginia/Office of Executive Secretary of an Application
User’s disabled access, Software Publisher shall remove access authorization by said Application
User from its server within one (1) hour of receipt of such notification, ensuring that historical access
audit details of such Application User shall not be deleted or lost. If Software Publisher fails to make
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such a removal of access, the Supreme Court of Virginia/Office of Executive Secretary shall not be
held liable for any charges or damages incurred due to use of the unauthorized USERID.

iv). The Supreme Court of Virginia/Office of Executive Secretary and Application Users of this
Agreement agree to notify Software Publisher of any degradation, potential breach, or breach of the
Content and Application privacy or security as soon as possible after discovery. The Supreme Court
of Virginia/Office of Executive Secretary further agrees to provide Software Publisher the opportunity
to participate in the investigation of the reported situation.

CONTENT PRIVACY AND SECURITY
Software Publisher shall provide a secure environment for Content and any hardware and software,
including servers, network and data components provided by Software Publisher as part of its
performance under this Agreement. Software Publisher shall provide a secure environment for
Content and any hardware and software in accordance with Commonwealth’s security standards
located at: https://www.vita.virginia.gov/it-governance/itrm-policies-standards/ in order to prevent
unauthorized access to and use or modification of, and to protect, the Application and Content.
Software Publisher agrees that all Content of the Supreme Court of Virginia/Office of Executive
Secretary is intended solely for the business of the Supreme Court of Virginia/Office of Executive
Secretary and is considered private data. Therefore, Software Publisher shall, at a minimum,
implement the following procedures designed to protect the privacy and security of Content:

a) User identification and access controls designed to limit access to Content to Application Users in
accordance with the principles of least privilege.

b) Software Publisher shall ensure that all personnel with physical or logical access to Content will
receive industry standard annual security awareness training and all other training as required by
Content owner, Commonwealth security standards, regulation, or law.

c) Software Publisher shall ensure that the Application and/or Licensed Services are capable of
auditing the following events. Successful and unsuccessful account logon events, account
management events, object access, policy change, privilege functions, process tracking, and system
events.

d) Software Publisher shall ensure that the Application and/or Licensed Services are capable of
auditing the following events, for Web applications. All administrator activity, authentication checks,
authorization checks, data deletions, data access, data changes, and permission changes.

e) Software Publisher shall ensure that the Application and/or Licensed Services employs
automated mechanisms to centrally review, analyze and correlate audit and log records from multiple
components of the Application and/or Licensed Services to support organizational processes for
investigation, alerting and response to suspicious activities.

f) Software Publisher shall ensure that the Application and/or Licensed Services support exporting
of log files to the Commonwealth for review and analysis.

g) Software Publisher shall ensure that the Application and/or Licensed Services are capable of
maintaining all audit records in accordance with Commonwealth record retention policies found at the
following URL: http://www.lva.virginia.gov/agencies/records/.

h) Provide evidence of a comprehensive continuous monitoring program encompassing all systems
with access to Content.

i) Provide evidence that the Application and/or Licensed Services adhere to a security baseline,
which is based on least functionality.

j) Software Publisher shall ensure that all changes to proposed Application and/or Licensed
Services are authorized according to change management policies.
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k) Software Publisher agrees to maintain all metadata associated with any original Content
submitted into the Application and/or Licensed Services by the Supreme Court of Virginia/Office of
Executive Secretary for easy retrieval and access, using secure industry standard protocols, within a
predefined period as specified in the Agreement.

[) Software Publisher agrees to provide a secure method of exporting Content when requested.

m) Software Publisher shall ensure that the Content exported from the Software Publisher’s
Application or infrastructure is in an industry standard format that provides for interoperability and
portability.

n) Software Publisher shall ensure that the Application and/or Licensed Services provides and
maintains a backup of Content that can be recovered in an orderly and timely manner within a
predefined frequency consistent with recovery time and recovery point objectives, as specified in the
Agreement.

0) Software Publisher shall ensure that the Application and/or Licensed Services can store a backup
of Content, at least daily, in an off-site “hardened” facility, located within the United States,
maintaining the security of the Content.

p) Implement a contingency plan designed to maintain the access to the Application and/or Licensed
Services and to prevent the unintended destruction or loss of Content. This plan should provide a
predefined frequency, consistent with recovery time and recovery point objectives, as specified in the
Agreement, for disaster recovery and archival purposes of Content at a secure facility located within
the United States.

q) Software Publisher shall partition, in aggregate for this Agreement, all Content submitted into the
Application and/or Licensed Services by the Supreme Court of Virginia/Office of Executive Secretary
in such a manner that it will not be impacted or forfeited due to E-discovery, search and seizure or
other actions by third parties obtaining or attempting to obtain records, information or Content for
reasons or activities that are not directly related to the business of the Supreme Court of
Virginia/Office of Executive Secretary.

r) Service must support multi-factor authentication for access to any administrative portal and/or any
remote administrative interface.

s) Software Publisher shall fully cooperate with Commonwealth incident response resources and all
required law enforcement personnel for assistance in the handling and reporting of security incidents.

t) Software Publisher shall maintain an incident response program that implements incident
handling for security incidents that includes preparation, detection and analysis, containment,
eradication, and recovery processes.

u) Incident response must have the capability to support automated mechanisms for supporting
incident handling processes.

v) Software Publisher shall provide quarterly summary reports of Intrusion Detection System (IDS)
and Intrusion Prevention System (IPS) events to: enterpriseservices@vita.virginia.gov

w) Software Publisher ensures that all Content is removed or destroyed in accordance with and/or
exceeding the requirements of the Commonwealth Data Removal standard located at the following
URL: https://www.vita.virginia.gov/it-governance/itrm-policies-standards/.

x) Software Publisher shall support physical security measures, including securing all Content on a
secure server, in locked data cabinets within a secure facility located within the United States.
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y) Software Publisher shall ensure that access to facilities housing Content or supporting
applications are restricted to only allow access to Software Publisher’s personnel and agents who
have a need to know in connection with operation and support of the Application and/or Licensed
Services.

z) Software Publisher shall ensure that notification is sent to the Supreme Court of Virginia/Office of
Executive Secretary in writing thirty (30) days prior to its intention to replace or add any third-party that
will be provided access to Content whether that access is provided by Software Publisher or Software
Publisher’s subcontractors. The Supreme Court of Virginia/Office of Executive Secretary may reject
any additional or new third parties who may be provided access to Content.

aa) Software Publisher shall ensure that the Application and/or Licensed Services operating systems,
middleware, applications, and interfaces will be scanned for vulnerabilities every 30 days and
scanning reports be provided to the Supreme Court of Virginia/Office of Executive Secretary as
required by Commonwealth security standards.

bb) Software Publisher shall cooperate with the Commonwealth to allow monthly vulnerability scans
against all public-facing interfaces with access to Commonwealth data.

cc) Application and/or Licensed Services must have the capability to set affinity on tiered systems.
Software Publisher ensures that no one hypervisor can host the application and the data storage.

dd) Software Publisher shall ensure that all Content is stored, processed and maintained within the
United States at all times.

ee) Software Publisher shall report the exact geographic location of all Commonwealth data at all
times if that Content is not stored in a Commonwealth facility. Software Publisher shall provide a
report to confirm the exact geographic location of any Content not stored in a Commonwealth facility
every 30 days.

ff) Software Publisher shall, at all times, remain compliant with the privacy and security requirements
mandated by federal, state and local laws and regulations.

gg) Software Publisher shall ensure performance of an AICPA SOC-2 (Type 2) audit at least once
annually of the Application’s environment. Upon request from the Supreme Court of Virginia/Office of
Executive Secretary, Software Publisher shall provide a non-redacted copy of current AICPA SOC-2
(Type 2) audit. Software Publisher shall assist the Supreme Court of Virginia/Office of Executive
Secretary in obtaining the current AICPA SOC-2 (Type 2) audit report from any third-party providing
services to Software Publisher, if said third-party services involve the processing or storage of any
Content. The Trust Service Principles that should be covered in the SOC -2 Type 2 are: Security,
Availability, Processing Integrity, Privacy and Confidentiality.

hh) Software Publisher understands that the Supreme Court of Virginia/Office of Executive Secretary
or a third-party audit organization is responsible for performing a security audit within 90 days after
Agreement award to determine control gaps between the supplied audit and the Information Security
Standard (SEC530). If no audit is supplied, a complete security controls audit utilizing SEC530 must
be performed. Failure to do so may result in remedies being levied as provided in the terms and
conditions of the Agreement.

i) Software Publisher shall ensure that external connections incorporated into the Application and/or
Licensed Services have appropriate security controls including industry standard intrusion detection
and countermeasures that will detect and terminate any unauthorized activity prior to entering the
firewall maintained by Software Publisher.

jj) Software Publisher shall ensure that the Application and/or Licensed Services will utilize industry
standard firewalls regulating all data entering the internal data network from any external source
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which will enforce secure connections between internal and external systems and will permit only
authorized data to pass through.

kk) Software Publisher shall ensure that the Application and/or Licensed Services will use industry
standard encryption techniques to protect Content that is transmitted or stored on behalf of the
Commonwealth. Software Publisher shall ensure that the Application will provide for the
Commonwealth to maintain exclusive control of all encryption keying material.

Il) Software Publisher shall ensure that they will apply all security updates to their systems as
required by Commonwealth security standards. For third-party hosted systems, updates should be
installed in compliance with SEC530. Please refer to the following link for the above mentioned
Commonwealth security standard: https://www.vita.virginia.gov/it-governance/itrm-policies-standards/.

mm) Software Publisher shall ensure that they will utilize industry standard malware
protection, incorporating both signature and non-signature-based detection mechanisms, on all
systems with access to Content.

nn) Software Publisher shall ensure that malware protection will be centrally managed and receive
regular automatic updates to malicious code protection mechanisms and data files from the software
vendor.

o0o) Within fifteen (15) business days after the expiration or termination of this Agreement, Software
Publisher shall confirm in writing to the Supreme Court of Virginia/Office of Executive Secretary that
all Content has been removed from all systems where the Content resided during performance of this
Agreement in a manner that complies with and/or exceeds the Commonwealth Data Removal
standard located at the following URL: https://www.vita.virginia.gov/it-governance/itrm-policies-
standards/. The written confirmation shall include (i) sufficient detail describing the processes and
procedures used in removing the Content, (ii) information about the locations of where it was
removed from within the Application and storage and other locations, and (ii) the date the removals
were performed. All metadata, in its original form, shall be returned to the Supreme Court of
Virginia/Office of Executive Secretary.

pp) Regular training for Software Publisher personnel regarding the security and data recovery
programs referenced in this Section.

qq) Regular testing of the systems and procedures outlined in this Section; and

rr) Software Publisher agrees to provide written notice within 24 hours to the Supreme Court of
Virginia/Office of Executive Secretary of all incidents that threaten or could potentially threaten
the security of the Commonwealth's Content and/or the Supreme Court of Virginia/Office of
Executive Secretary’s use of the Licensed Services. This notice is required to allow the
Commonwealth to commence any necessary internal actions to remediate such incident, which
may include a temporary suspension of use of the Licensed Service by the Supreme Court of
Virginia/Office of Executive Secretary as directed by the CIO. If a suspension of use becomes
necessary, the Software Publisher further agrees not to impose any penalty on the Supreme
Court of Virginia/Office of Executive Secretary or the Commonwealth.

ss) Audit controls that record and monitor Application and Licensed Services activity continuously.

tt) Should Software Publisher fail to perform in compliance with any provision of this Section, the
Supreme Court of Virginia/Office of Executive Secretary may provide Software Publisher with a
written notice to cure. Software Publisher shall have fifteen (15) days to cure its noncompliance, or
with agreement from the Supreme Court of Virginia/Office of Executive Secretary and VITA, in its
governance role, may request a reasonable extension for time to cure providing the Supreme Court
of Virginia/Office of Executive Secretary, and a copy to VITA at:
enterpriseservices@uvita.virginia.gov, with a written plan of action to cure. If Supplier fails to cure,
the Supreme Court of Virginia/Office of Executive Secretary may deem Software Publisher in breach
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and/or default of the Agreement and may immediately terminate the Agreement, in whole or in part.
Upon such termination, neither the Commonwealth, nor the Supreme Court of Virginia/Office of
Executive Secretary, nor VITA shall have any future liability except the Supreme Court of
Virginia/Office of Executive Secretary will be responsible for deliverables accepted by the Supreme
Court of Virginia/Office of Executive Secretary and Licensed Services rendered to the Supreme
Court of Virginia/Office of Executive Secretary by Software Publisher. In the event of such
termination, Software Publisher shall accept return of any deliverable that was not accepted by the
Supreme Court of Virginia/Office of Executive Secretary, and Software Publisher shall refund any
monies paid by the Supreme Court of Virginia/Office of Executive Secretary for such deliverable and
for any unused, remaining term paid for in advance by the Supreme Court of Virginia/Office of
Executive Secretary for the Licensed Services up to the date of such termination. Software Publisher
agrees that the Supreme Court of Virginia/Office of Executive Secretary may pursue all remedies

provided under law in the event of a breach or threatened breach of this Section, including
reprocurement or transition costs or injunctive or other equitable relief.

6. PROPRIETARY RIGHTS

A. Software Publisher’s Proprietary Rights
Except as otherwise stated herein, the Licensed Services (including without limitation, the
Application and Updates, and Software Publisher Product, except to the extent that Software
Publisher Product contains Content) and Documentation are the sole and exclusive property of
Software Publisher and its licensors. All modifications, enhancements, Updates, and translations
of the Licensed Services shall be deemed a part thereof.

B. Supreme Court of Virginia/Office of Executive Secretary Requirements and License
Restrictions
Except as otherwise provided in this Agreement or as provided by law:

i). The Supreme Court of Virginia/Office of Executive Secretary will use commercially reasonable
efforts to ensure that Application Users comply with all of the terms and conditions hereof.

ii). The Supreme Court of Virginia/Office of Executive Secretary shall not reverse engineer,
decompile, disassemble, or otherwise attempt to derive source code or other trade secrets from
any of the software comprising or in any way making up a part of the Application;

iii).The Supreme Court of Virginia/Office of Executive Secretary shall not directly or indirectly copy
or reproduce all or any part of the Application, whether electronically, mechanically or otherwise,
in any form including, but not limited to, the copying of presentation, style or organization, without
prior written permission from Software Publisher; provided, however, the Supreme Court of
Virginia/Office of Executive Secretary may reproduce and distribute any Application output
generated from the Supreme Court of Virginia/Office of Executive Secretary’s Content, and an
Application User may reproduce and distribute any Application output generated pursuant to the
permissions set forth in the Agreement;

iv). The Supreme Court of Virginia/Office of Executive Secretary shall not rent, lease, sublicense,
resell for profit, loan, distribute, network or modify the Application or Software Publisher Product
or any component thereof, provided as part of the Licensed Services, except as otherwise
authorized by Software Publisher. However, the Supreme Court of Virginia/Office of Executive
Secretary may reproduce and distribute any Application output (e.g., reports) generated by the
Supreme Court of Virginia/Office of Executive Secretary using the Application, and an Application
User may reproduce and distribute any reports or output generated by the Application User using
the Application and pursuant to the permissions in the Agreement;

v). The Supreme Court of Virginia/Office of Executive Secretary shall only use the Application and
Software Publisher Product in the normal course of business, in connection with, and as part of,
the Licensed Services;

vi). the Supreme Court of Virginia/Office of Executive Secretary shall not attempt to gain
unauthorized access to the Application or Licensed Services, other user accounts, computer
systems or networks connected to the Licensed Services;
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vii). The Supreme Court of Virginia/Office of Executive Secretary shall not remove, obscure or
alter Software Publisher’s proprietary notices, disclaimers, trademarks, or other proprietary rights
notices of any kind affixed or contained in the Application or Licensed Services or any written or
electronic report, output or result generated in connection with the Licensed Services;

viii). The Supreme Court of Virginia/Office of Executive Secretary shall take reasonable care not
to, and shall not intentionally or knowingly, use the Application to post, transmit, distribute, store
or destroy any information: (i) in violation of any applicable law, statute, ordinance or regulation;
(ii) in @ manner that shall infringe the intellectual property rights of others; (iii) that is defamatory
or trade libelous, or (iv) that contains any Computer Viruses;

ix). The Supreme Court of Virginia/Office of Executive Secretary shall not use the Application or
Licensed Services for any illegal, obscene, offensive or immoral purpose.

C. The Supreme Court of Virginia/Office of Executive Secretary Proprietary Rights
Except as otherwise stated herein and with the exception of any applicable third-party rights,
Content and any customizations made for the Supreme Court of Virginia/Office of Executive
Secretary’s operation of the Application or for interoperability with other the Supreme Court of
Virginia/Office of Executive Secretary’s systems or applications paid for by the Supreme Court of
Virginia/Office of Executive Secretary, are and shall remain the sole and exclusive property of the
Supreme Court of Virginia/Office of Executive Secretary, including all applicable rights to patents,
copyrights, trademarks, trade secrets or other proprietary property rights thereto. Additionally, all
right, title and interest in and to any Content or customizations relating to the Supreme Court of
Virginia/Office of Executive Secretary’s business shall remain the property of the Supreme Court
of Virginia/Office of Executive Secretary, whether or not supplied to Software Publisher or
uploaded into the Application. Nothing in this Agreement shall be construed as conveying any
rights or interest in Content or customizations to Software Publisher. Upon termination of the
Agreement, Software Publisher agrees to either provide the Content and customizations to the
Supreme Court of Virginia/Office of Executive Secretary, or, at the Supreme Court of
Virginia/Office of Executive Secretary’s request, certify in writing that said Content and
customizations in all formats, have been destroyed.

7. CLOUD EXIT ASSISTANCE
Upon execution of this Agreement, Software Publisher and the Supreme Court of Virginia/Office of
Executive Secretary will develop an exit plan (“Exit Plan”) detailing each party’s respective tasks for
the orderly transition and migration of all Content stored by Software Publisher pursuant to the
Agreement to the Supreme Court of Virginia/Office of Executive Secretary’s archive and/or to a
system or application maintained by the Supreme Court of Virginia/Office of Executive Secretary.

At a minimum, the Exit Plan must provide that within 30 days of the expiration or termination of this
Agreement for any reason, Software Publisher shall return all Content in its possession provided to
Software Publisher by the Supreme Court of Virginia/Office of Executive Secretary and/or its
Application Users and stored by the Application on behalf of the Supreme Court of Virginia/Office of
Executive Secretary to the Supreme Court of Virginia/Office of Executive Secretary in a format
accessible without the use of Software Publisher’s Application. Software Publisher’s failure to do so
will constitute a material breach of this Agreement and the Supreme Court of Virginia/Office of
Executive Secretary may exercise all available rights and remedies under law and equity, in addition
to any remedies set forth in this Agreement.

In addition, at the Supreme Court of Virginia/Office of Executive Secretary’s option, Software
Publisher shall continue to provide Licensed Services for up to six (6) months after the date of
expiration or termination of the Agreement in order to facilitate the Supreme Court of Virginia/Office of
Executive Secretary’s transition to another service model or provider. Software Publisher shall also
provide such reasonable assistance as may be requested by the Supreme Court of Virginia/Office of
Executive Secretary and agrees such assistance will not be unreasonably withheld. Software
Publisher shall perform such assistance at the hourly rate, or a charge agreed upon by Software
Publisher and the Supreme Court of Virginia/Office of Executive Secretary. In the event of a
termination for breach by Software Publisher, Software Publisher shall provide the transition
assistance at no charge or fee to the Supreme Court of Virginia/Office of Executive Secretary.

Page 12



8. COMMENCEMENT AND ACCEPTANCE OF LICENSED SERVICES

A. Licensed Services Commencement Date
The Software Publisher shall begin delivery of Licensed Services on the date requested by the
Supreme Court of Virginia/Office of Executive Secretary and agreed to by the Software Publisher
in the applicable purchase order or statement of work. The Supreme Court of Virginia/Office of
Executive Secretary may delay the Licensed Services commencement date by notifying the
Software Publisher at least ten (10) days before the scheduled Licensed Services
commencement date.

B. Acceptance
The Application shall be deemed accepted when the Supreme Court of Virginia/Office of
Executive Secretary reasonably determines that and its Application Users can successfully
access and use all functionalities of the Application which Software Publisher is required to
provide to such Users. The Supreme Court of Virginia/Office of Executive Secretary agrees to
complete Acceptance testing as negotiated by the Supreme Court of Virginia/Office of the
Executive Secretary and Supplier after receiving written notice from Software Publisher the
Supreme Court of Virginia/Office of Executive Secretary of the ability of the Supreme Court of
Virginia/Office of Executive Secretary and its Application Users to access the Application, or
within such other period as set forth in the applicable purchase order or statement of work.
Software Publisher agrees to provide to the Supreme Court of Virginia/Office of Executive
Secretary such assistance and advice as the Supreme Court of Virginia/Office of Executive
Secretary may reasonably require, at no additional cost, during such Acceptance testing, other
than pre-approved travel expenses incurred which will be reimbursable by the Supreme Court of
Virginia/Office of Executive Secretary at the then current per diem amounts set forth by the
Virginia Department of Accounts and published at: http://www.doa.virginia.gov/ or a successor
URL(s). The Supreme Court of Virginia/Office of Executive Secretary shall provide to Software
Publisher written notice of Acceptance upon completion of successful Acceptance testing. Should
the Supreme Court of Virginia/Office of Executive Secretary fail to provide Software Publisher
written notice of successful or unsuccessful Acceptance testing within five (5) business days
following the Acceptance testing period, the Service shall be deemed Accepted.

C. Cure Period
If during the Acceptance test period, the Supreme Court of Virginia/Office of Executive Secretary
is unable to access the licensed functionalities of the Application, Software Publisher shall
provide the Supreme Court of Virginia/Office of Executive Secretary with such access, and the
Supreme Court of Virginia/Office of Executive Secretary Application Users with their required
access, within seven (7) days of written notice of inability to access, or as otherwise agreed
between the Supreme Court of Virginia/Office of Executive Secretary and Software Publisher in
the Agreement. Should Software Publisher fail to provide access to the licensed functionalities of
the Application, the Supreme Court of Virginia/Office of Executive Secretary may, in its sole
discretion: (i) reject the Application in its entirety and recover amounts previously paid hereunder;
(ii) issue a “partial Acceptance” of the Application access with an equitable adjustment in the price
to account for such deficiency; or (iii) conditionally accept the applicable Application access while
reserving its right to revoke Acceptance if timely correction is not forthcoming.

If the Supreme Court of Virginia/Office of Executive Secretary and its Application Users are
unable to access the licensed functionalities of the Application after a second set of acceptance
tests, Software Publisher shall be deemed in default of the Agreement. In the event of such
default, the Supreme Court of Virginia/Office of Executive Secretary may, at its sole discretion,
terminate the Agreement, in whole or in part, for the Licensed Services to be provided thereunder
by Software Publisher.

9. RECORDS AND AUDIT

Software Publisher shall maintain accurate records and other evidence pertaining to the costs and
expenses for all Licensed Services performed/delivered under this Agreement in support of its
charges invoiced to the Supreme Court of Virginia/Office of Executive Secretary. The records will be
to the extent and in such detail as will properly reflect all direct and indirect costs associated with the
Agreement. In addition, Software Publisher shall maintain accurate records of the Licensed Services,
including but not limited to, the “Uptime” and “Downtime” as set forth in the Software Publisher
Responsibilities Section. The Supreme Court of Virginia/Office of Executive Secretary shall have the
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right, at any reasonable time during regular business hours after giving reasonable advance notice, to
inspect and audit the records applicable to the Agreement. Software Publisher shall preserve such
records for three (3) years after termination/completion of the Licensed Services agreed to under this
Agreement.

10. APPLICATION AND LICENSED SERVICES SUPPORT
At any time during the term of this Agreement, Software Publisher shall provide the following
Application Services (including unlimited telephonic support and all necessary travel and labor)
without additional charge to the Supreme Court of Virginia/Office of Executive Secretary in order to
ensure the Supreme Court of Virginia/Office of Executive Secretary and its Application Users are able
to access and use the Application in accordance with the requirements of the Agreement.

A. Coverage
Twenty-four (24) hours per day, seven (7) days a week, Software Publisher provide to the
Supreme Court of Virginia/Office of Executive Secretary all reasonably necessary telephone or
written consultation requested by the Supreme Court of Virginia/Office of Executive Secretary in
connection with use, problems and operation of the Application.

B. Service Levels
Please refer to Attachment 15 Service Level Requirements.

C. Application Evolution
Should Software Publisher merge or splinter the Application previously provided to the Supreme
Court of Virginia/Office of Executive Secretary, such action on the part of Software Publisher shall
not in any way result in the Supreme Court of Virginia/Office of Executive Secretary being
charged additional license or support fees in order to access the Application, to enable its
Application Users to access the Application, or to receive enhancements, releases, upgrades or
support for the Application.

11. SERVICE LEVELS AND REMEDIES

A. Availability
Software Publisher’s failure to make the Licensed Services Available to the Supreme Court of
Virginia/Office of Executive Secretary and its Application Users at least 99.7% of the time in any
given month during the term of the Agreement, excluding scheduled maintenance or excusable
downtime, shall be deemed a service level default (“Service Level Default”) and the Supreme
Court of Virginia/Office of Executive Secretary may obtain the non-exclusive remedies set forth in
Attachment 15, Service Level Agreement. For purposes of this Agreement, “Available” means
that the Supreme Court of Virginia/Office of Executive Secretary and its Application Users are
able to access all features and functions of the Application and Licensed Services required by the
Supreme Court of Virginia/Office of Executive Secretary, including but not limited to the
Application and Software Publisher Product.

In the event the Supreme Court of Virginia/Office of Executive Secretary is eligible for a 100%
Service Level Credit under this Section during any given month of the term the Agreement, the
Supreme Court of Virginia/Office of Executive Secretary may terminate the Agreement without
penalty upon written notice to Software Publisher and, in addition to the remedies available under
this Section, receive any additional remedies set forth in the Agreement.

Credits shall be applied against the next invoice. In the event a Service Level Default occurs after
the Supreme Court of Virginia/Office of Executive Secretary has given notice of termination
pursuant to the Term and Termination section of this Agreement or due to non-appropriation of
funds, or the Supreme Court of Virginia/Office of Executive Secretary has made final payment to
Software Publisher for the Application and Licensed Services and no further invoices shall issue
as a result, Software Publisher shall refund to the Supreme Court of Virginia/Office of Executive
Secretary the amount of the appropriate Service Level Credit due for the period of default.

B. Provisioning
Incremental adds, access authorizations, moves or reductions, including disabled access
updates, in the scope of the Licensed Service (e.g., USERIDs), shall be completed within one (1)
business hour of a written request (including e-mail or submission to Software Publisher’s
provisioning website) from the Supreme Court of Virginia/Office of Executive Secretary’s
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designated administrator. In the event that provisioning is not made available within one (1)
business hour of the request, a credit for the incremental amount of the revision shall be applied
against the next invoice for 1/30th of the corresponding pro-rated amount.

C. Reporting Requirements
(i) Monthly Reports:

By the 5t of each calendar month during the term of this Agreement, Software Publisher shall
provide the Supreme Court of Virginia/Office of Executive Secretary with the following written
monthly reports:

(a) Service Level Performance Report - a report that contains information with respect to the
performance of the Application and Licensed Services. Such report, unless otherwise agreed
upon by the parties, shall be in conformity with the reporting Software Publisher provides to its
other customers utilizing an application and licensed services identical or similar to the
Application and Licensed Services provided to the Supreme Court of Virginia/Office of Executive
Secretary.

(b) System/Application Patching Compliance Report — a report that illustrates that the Software
Publisher has installed security relevant software and firmware updates within 30 days of the
release of the updates. .

(c) Scanning Reports (OS, Middleware, Applications and Interfaces) Report — a report that
illustrates vulnerability scanning of Cloud Service Providers Operating Systems/infrastructure,
databases and web applications(d) Geographic Locations of Data Being Hosted Report — a report
that illustrates the location of Commonwealth data

(ii) Quarterly Reports:

By the 5" day of the first month of a calendar quarter, during the term of this Agreement,
Software Publisher shall provide the Virginia Information Technologies Agency (VITA) with the
following written quarterly report:

(a) Summary Report of Intrusion Detection Scans and Intrusion Prevention Scans — a report that
demonstrates that Software Publisher protects Commonwealth data with intrusion monitoring
tools from unauthorized access, modification and deletion.

Software Publisher shall submit a copy of each report to VITA at:
enterpriseservices@yvita.virginia.gov.

Representatives of Software Publisher and the Supreme Court of Virginia/Office of Executive
Secretary, and VITA at its option, shall meet as often as may be reasonably requested by either
party, but no less often than once each calendar quarter during the term of this Agreement, to
review Software Publisher’s performance of Licensed Services and the performance of the
Application and to discuss technical plans, financial matters, system performance, service levels
and any other matters related to the above required reports and to this Agreement in general that
may be reasonably requested by either Software Publisher or the Supreme Court of
Virginia/Office of Executive Secretary or VITA. Software Publisher shall notify VITA of such
meetings by email to: enterpriseservices@yvita.virginia.gov. The Supreme Court of Virginia/Office
of Executive Secretary or VITA may independently audit the report at its expense no more than
two (2) times annually.

Failure to submit the required reports will place Supplier in breach of Contract and the
Contract may be immediately terminated by the Supreme Court of Virginia/Office of
Executive Secretary or VITA, in its governance role, and the Supplier/Application will be
removed from the Approved Application List.

D. Failure to Meet Service Level Commitments
In the event that such Application fails to meet the Service Levels specified herein, Software
Publisher will: (i) promptly replace the Application with an Application that conforms to this
Agreement and such specifications; (ii) repair the Application, at Software Publisher’s expense,
so that it conforms to this Agreement and such specifications; or (iii) refund to the Supreme Court
of Virginia/Office of Executive Secretary all fees paid for the Application and the Licensed
Services after the failure of the Application to meet the Service Levels. In the event Software
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Publisher fails to comply with these remedies, the Supreme Court of Virginia/Office of Executive
Secretary may exercise all available rights and remedies under law and equity.

E. Escalation Procedures
[To be provided by Software Publisher.]

12,

13. ESCROW AGREEMENT

A. Application Escrow Agreement
If Software Publisher is providing a General Use or COTS Application and no custom-built source
code is authorized under this Agreement. Therefore, Application Escrow is not required.” If the
Software Publisher will provide custom built source code for the Application, the following
provisions may apply:

(i) Submit a copy of the Software Publisher’s Application Escrow Agreement as part of Software
Publisher’s proposal.

(ii) Software Publisher must provide an executed copy of the Application Escrow Agreement prior
to execution of the Agreement or purchase order, if applicable

Software Publisher shall maintain copies of all Application source code and related technical and
user Documentation, in English, in an escrow account, and shall maintain with Escrow Agent the
executed agreement attached hereto as detailed in the Contract.

the Supreme Court of Virginia/Office of Executive Secretary acknowledges that, prior to the
Effective Date of this Agreement, Software Publisher delivered to the Supreme Court of
Virginia/Office of Executive Secretary and the Supreme Court of Virginia/Office of Executive
Secretary received a copy of the executed Application Escrow Agreement naming the
Commonwealth of Virginia as a third-party beneficiary. The Supreme Court of Virginia/Office of
Executive Secretary has reviewed Application Escrow Agreement to ensure that such Application
Escrow Agreement does not impose upon the Commonwealth any requirements other than
administrative responsibilities necessary for the operation of the Application Escrow Agreement. If
events give rise to a need for the Escrow Agent to release escrowed materials to the
Commonwealth, the Commonwealth’s sole responsibility shall be to request the release of such
materials from the Escrow Agent. Software Publisher agrees to notify the Supreme Court of
Virginia/Office of Executive Secretary in writing not less than thirty (30) calendar days prior to
termination or any modification of the Application Escrow Agreement.

Software Publisher warrants that the information and materials to be kept in escrow in a media
safe environment for the benefit of the Commonwealth pursuant to the Application Escrow
Agreement and include the most current version used by the Supreme Court of Virginia/Office of
Executive Secretary of:

i). the source code for the Application software and all future releases,

ii). identification of the development/support technology stack, including but not limited to, every
software tool, driver, script, app, etc. with versions and details needed to develop, test, support all
phases of the SDLC for all tiers of the Application Software as used in the Supreme Court of
Virginia/Office of Executive Secretary’s solution or operating environment,

iii). all Documentation related thereto as well as all necessary and available information,
proprietary information in English,

iv). technical Documentation must be in English and shall enable the Supreme Court of
Virginia/Office of Executive Secretary or an Agent of the Supreme Court of Virginia/Office of
Executive Secretary to create, maintain and/or enhance the Application Software without the aid
of Software Publisher or any other person or reference to any other materials, maintenance tools
(test programs and program specifications), or proprietary or third party system utilities (compiler
and assembler descriptions); descriptions of the system/program generation; and descriptions of
any Software Publisher tools required to enable the Supreme Court of Virginia/Office of Executive
Secretary to continue to use the Application Software, and
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v). all Documentation must be provided in unprotected MS Word and other commonly used
formats that can be updated.

Software Publisher warrants that all items, including future versions, deposited in escrow for the
Supreme Court of Virginia/Office of Executive Secretary shall be verified by the Escrow Agent
within 30 days after deposit to validate the completeness, accuracy and functionality of the
Software Publisher’s escrow deposits. The verification process to be performed by the Escrow
Agent for the original deposit and subsequent deposits shall be detailed in the Application Escrow
Agreement and a detailed report of all tests of such verification shall be submitted in writing to the
Supreme Court of Virginia/Office of Executive Secretary within 10 business days of completion.
To perform such verification, Escrow Agent shall conduct a verification process that includes but
is not be limited to:

i). File List Test - To ensure the deposited items are catalogued and confirm they are readable
and virus free, and if encrypted, that the Escrow Agent has the decryption keys on deposit.

ii). Inventory and Analysis Test — To provide a complete audit and inventory of the deposit
including analysis of deposited media to verify the presence of build instructions, to identify all of
materials necessary to recreate the original development environment and to confirm the
presence of all build instructions, file classification tables, database schema and listings.

ii). Compile Test — To validate whether the development environment can be recreated from the
deposited documentation and files; to identify third-party libraries, to recreate the Software
Publisher’s development environment; to compile source files and modules, to recreate
executable code and to prepare a complete list of any hardware or software configurations.

iv). Binary Comparison Test — To test the functionality of the complied deposit materials by
comparing the files built in compile testing to the licensed, executable file running at the Supreme
Court of Virginia/Office of Executive Secretary’s site.

v). Full Usability Test — To confirm the source code placed in escrow will be fully functional in the
event of a release and to perform a relevant series of tests to ensure that replicated software runs
properly in the required the Supreme Court of Virginia/Office of Executive Secretary environment.

vi). Final Operability Test — To perform a final demonstration of the functioning software.

vii). Fault Remedy — To collaborate with Software Publisher on fixing any faults discovered during
the testing, to obtain corrected escrow items and to re-perform any verification tests as necessary
until all tests are successful, with written detailed reports to the Supreme Court of Virginia/Office
of Executive Secretary.

Software Publisher warrants that the Application Escrow Agreement provide or shall provide for,
among other items, the release of the list of items in each Application Escrow Agreement which
could occur upon the happening of certain events, including, but not limited to, Software
Publisher’s failure to carry out its support and maintenance obligations imposed by this
Agreement for a period of sixty (60) days, Software Publisher’s breach or default under this
Agreement, Software Publisher’s bankruptcy and/or Software Publisher’s failure to continue to do
business in the ordinary course. Software Publisher agrees to pay all expenses associated with
establishing and maintaining the escrow accounts and the contents mentioned above.

Subject to the information and materials listed on the Application Escrow Agreement being
released to the Commonwealth pursuant to the terms of the Application Escrow Agreement,
which is an agreement supplementary hereto, Software Publisher hereby grants to the
Commonwealth a royalty-free, perpetual, irrevocable license, that permits disclosure to a third
party support-vendor of a complete and accurate copy of then-current source code for the
Application licensed hereunder, along with all related documentation. .

Subject to the information and materials listed in such Application Escrow Agreement being
released to the Supreme Court of Virginia/Office of Executive Secretary, Software Publisher
hereby grants to the Supreme Court of Virginia/Office of Executive Secretary a royalty-free,
perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a
complete and accurate copy of then-current source code for the Application licensed to the
Supreme Court of Virginia/Office of Executive Secretary, along with all related documentation.
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B. Content Escrow Agreement
(i)A copy of the Software Publisher’'s Content Escrow Agreement is to be provided as a part of
Software Publisher’s proposal.; (ii) Software Publisher must also be required to provide an
executed copy of the escrow agreement prior to execution of the Contract; (iii) VITA ECOS and
Security require content escrow, and any redline to remove this requirement must be discussed
with them.

Software Publisher shall maintain, in a separate escrow account for the Supreme Court of
Virginia/Office of Executive Secretary, copies of all Content provided by or to the Supreme Court
of Virginia/Office of Executive Secretary in an agreed upon industry standard portable format
accessible without use of Software Publisher’s Application. An executed agreement for providing
for any such Content Escrow Agreement is attached to this Contract.

The Supreme Court of Virginia/Office of Executive Secretary acknowledges that, prior to the
Effective Date of this Agreement, Software Publisher delivered to the Supreme Court of
Virginia/Office of Executive Secretary and the Supreme Court of Virginia/Office of Executive
Secretary received a copy of the executed Content Escrow Agreement naming the
Commonwealth of Virginia as a third-party beneficiary. The Supreme Court of Virginia/Office of
Executive Secretary has reviewed the Content Escrow Agreement to ensure that such Content
Escrow Agreement does not impose upon the Commonwealth any requirements other than
administrative responsibilities necessary for the operation of the Content Escrow Agreement. If
events give rise to a need for the Escrow Agent to release escrowed materials to the
Commonwealth, the Commonwealth’s sole responsibility shall be to request the release of such
materials from the Escrow Agent. Software Publisher agrees to notify the Supreme Court of
Virginia/Office of Executive Secretary in writing not less than thirty (30) calendar days prior to
termination or any modification of the Content Escrow Agreement.

Software Publisher warrants that the information and materials to be kept in escrow in a media
safe environment for the benefit of the Supreme Court of Virginia/Office of Executive Secretary
pursuant to a Content Escrow Agreement shall be specifically identified and listed in in such
Content Escrow Agreement and include a monthly back up of the Content repository for the
Supreme Court of Virginia/Office of Executive Secretary.

Software Publisher warrants that the Content Escrow Agreements provide or shall provide for,
among other items, the release of the list of items detailed in each Content Escrow. Agreement
which could occur upon the happening of certain events, including, but not limited to, Software
Publisher’s failure to carry out its support and maintenance obligations imposed by this
Agreement for a period of sixty (60) days, Software Publisher’s breach or default under this
Agreement, Software Publisher’s bankruptcy and/or Software Publisher’s failure to continue to do
business in the ordinary course. Any Content Escrow Agreement shall also provide for the
release of the escrowed items in the event the Supreme Court of Virginia/Office of Executive
Secretary’s Content is destroyed, lost, or damaged or following the termination or expiration of
the Supreme Court of Virginia/Office of Executive Secretary’s Agreement or purchase order for
Licensed Services. Software Publisher agrees to pay all expenses associated with establishing
and maintaining the escrow accounts and the contents mentioned above.

14. CLOUD SERVICES WARRANTY
Software Publisher warrants and represents to the Supreme Court of Virginia/Office of Executive
Secretary that Software Publisher will fulfill its contractual obligations and meet all needed
requirements as specified in the Agreement, or as more fully described in the applicable purchase
order or statement of work, as follows:

A. Licensed Services, Application and Documentation
Software Publisher warrants the following with respect to the Licensed Services and the
Application:

i). The Application is pursuant to this Request for Proposal (“RFP”), and therefore such
Application shall be fit for the particular purposes specified by the Supreme Court of
Virginia/Office of Executive Secretary in the RFP and in the Agreement. Software Publisher is
possessed of superior knowledge with respect to the Application and is aware that the Supreme
Court of Virginia/Office of Executive Secretary is relying on Software Publisher's skill and
judgment in providing the Licensed Services, including the Application.
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ii). Software Publisher represents and warrants (i) that it shall perform the Licensed Services in
conformity to the specifications set forth in the requirements of this Agreement, or as more fully
described in the applicable purchase order or statement of work, in a professional and
workmanlike manner and (ii) that the Licensed Services shall not infringe any third party
proprietary rights including (without limitation) any trademark, trade name, trade secret, copyright,
moral rights, patents or similar intellectual property rights.

iii). Software Publisher warrants that the Application and Licensed Services will conform in all
material respects to the requirements set forth in this Agreement, or as more fully described in the
applicable purchase order or statement of work. Software Publisher warrants that the Application
and Licensed Services will conform to the applicable specifications and documentation, not
including any post-Acceptance modifications or alterations to the documentation which represent
a material diminishment of the functionality of the Application, Licensed Services or Software
Publisher Product. Software Publisher also warrants that such Application and Licensed Services
are compatible with and will operate successfully when used on the equipment in accordance
with the documentation and all of the terms and conditions hereof.

iv). The Application provided hereunder is at the current release level unless the Supreme Court
of Virginia/Office of Executive Secretary has specified an older version in the applicable purchase
order or statement of work;

v). No corrections, work arounds or future Application releases provided by Software Publisher
shall degrade the Application, cause any other warranty to be breached, or require the Supreme
Court of Virginia/Office of Executive Secretary to acquire additional hardware equipment,
software, or licensed services;

vi). Software Publisher warrants that all post-Acceptance Updates, changes, alterations or
modifications to the Application, Licensed Services and documentation by Software Publisher will
be compatible with and will not materially diminish the features or functionality of the Application,
Licensed Services and/or Software Publisher Product when used on the equipment in
accordance with the documentation and all of the terms and conditions hereof.

vii). Software Publisher warrants that the Documentation and all modifications or amendments
thereto which Software Publisher is required to provide under this Agreement shall be sufficient in
detail and content to allow a user to understand and utilize fully the Application without reference
to any other materials or information.

Privacy and Security

Software Publisher warrants that Software Publisher and its employees, subcontractors, partners
and third-party providers have taken all necessary and reasonable measures to ensure that the
Application, Licensed Services, Software Publisher Product, and any related deliverables do not
include any degradation or known security vulnerabilities. Software Publisher agrees to notify the
Supreme Court of Virginia/Office of Executive Secretary of any occurrence of such as soon as
possible after discovery and provide the Supreme Court of Virginia/Office of Executive Secretary
with fixes or upgrades for security vulnerabilities within 90 days of discovery.

Operating System and Software Supportability

Software Publisher warrants that Software Publisher and its employees, subcontractors, partners
and third-party providers have taken all necessary and reasonable measures to ensure that the
Application, Licensed Services, Software Publisher Product, and any deliverables do not have
dependencies on other operating systems or software that are no longer supported by Software
Publisher, or its Subcontractors, partners and third-party providers.

. Access to Product and Passwords

Software Publisher warrants that the Application and Licensed Services do not contain disabling
code or any program device or other undisclosed feature, including but not limited to, viruses,
worms, trojan horses, or other code which is designed to permit unauthorized access, delete,
disable, deactivate, interfere with or otherwise harm the Application, Licensed Services or the
hardware or software of the Supreme Court of Virginia/Office of Executive Secretary or its
Application Users. In addition, Software Publisher warrants that the Supreme Court of
Virginia/Office of Executive Secretary and its Application Users will be provided commercially
reasonable uninterrupted access to the Application. Software Publisher also warrants that it will
not cancel or otherwise terminate access to the Application by disabling passwords, keys or
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tokens that enable continuous use of the Application by the Supreme Court of Virginia/Office of
Executive Secretary and its Application Users during the term of this Agreement. Software
Publisher further warrants that the Application and Licensed Services are compatible with and will
operate successfully on the equipment.

15. ACCEPTABLE USE POLICY (IF APPLICABLE) (NEED TO REVIEW)
The Supreme Court of Virginia/Office of Executive Secretary agrees to abide by Software Publisher’s
Acceptable Use Policy (“AUP”), as amended by the parties hereby and incorporated the Contact of
the Agreement. Because certain standard clauses that may appear in, or be incorporated by
reference into, Software Publisher’s standard AUP cannot be accepted by the Supreme Court of
Virginia/Office of Executive Secretary, and in consideration of the convenience of using that form, and
this form, without the necessity of specifically negotiating a separate Agreement document, the
parties hereto specifically agree that:

i. In the event of a conflict between this Agreement and the AUP, the Agreement shall control;

ii. In the event of a material, unilateral revision to the AUP by Software Publisher that substantially
impairs the ability of the Supreme Court of Virginia/Office of Executive Secretary from its lawful use of
the Service, the Supreme Court of Virginia/Office of Executive Secretary shall have the option to;

a. request that the revision be rescinded;

b. request that the revision be waived as to the Supreme Court of Virginia/Office of Executive
Secretary receiving Services under this Agreement;

If Software Publisher fails to a grant a request by the Supreme Court of Virginia/Office of Executive
Secretary per a. or b. above, within 30 days of receiving the request, then the Supreme Court of
Virginia/Office of Executive Secretary may, at its option, terminate this Agreement, in whole or in part,
without termination liability;

16. OPPORTUNITY TO REVIEW
The Supreme Court of Virginia/Office of Executive Secretary and Software Publisher each
acknowledge that it has had the opportunity to review this Agreement and to obtain appropriate legal
review if it so chose.
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RFP 111:24-0002
CLOUD SERVICES

ADDITIONAL CONTRACT TERMS AND CONDITIONS-SUPPLIER IS APPLICATION OWNER

1. DEFINITIONS

A.

Application (Review)

The software programs in object code and other related data, including intellectual data,
proprietary information and Documentation contained and applicable to Licensed Services hosted
and supported by Supplier under the Contract, including any Updates, enhancements, and
replacements to the Application.

Application Users

Application User(s) include employees of the Supreme Court of Virginia/Office of Executive
Secretary independent contractors engaged by the Supreme Court of Virginia/Office of Executive
Secretary, or entities contracting with the Supreme Court of Virginia/Office of Executive Secretary
for services. Application User(s) also include customers, suppliers, members of the general
public, and other entities with whom the Supreme Court of Virginia/Office of Executive Secretary
may find it necessary or desirable to process or communicate electronically in pursuit of its
business.

Content

Any data, including the selection, arrangement and organization of such data, entered, uploaded
to the Application, or otherwise provided to Supplier by the Supreme Court of Virginia/Office of
Executive Secretary or by any Application User, and any software and related documentation,
from whatever source, provided by the Supreme Court of Virginia/Office of Executive Secretary or
Application User to Supplier in connection with this Contract.

Customization

Inventions, modifications, combinations, methods, formulae, techniques, processes,
improvements, designs, computer programs, strategies, specific computer-related know-how,
data and original works of authorship discovered, created or developed by Supplier for the
Supreme Court of Virginia/Office of Executive Secretary in the performance of this Contract.

Licensed Services

The operation of the Application and the necessary operating system software, hardware and
utilities on Supplier's host computer system, furnishing Supplier Product to Application Users,
storing Content and making the Application, Content, and Supplier Product available to
Application User(s) via the Web Site, as more fully described in the Contract

Project Onset

The period after the Licensed Services or “software-as-a-service” delivery model is deployed by
Supplier but prior to the hosting of any Commonwealth of Virginia (COV) data or other Content by
Supplier.

Supplier Product
Supplier’s proprietary reports, information and data made available to the Supreme Court of
Virginia/Office of Executive Secretary and its Application Users as part of the Licensed Services.

Update

Any update, modification, or new release of the Software, System Software, Application,
Documentation, or Supplier Product that Supplier makes generally available to its customers at
no additional cost. Software Updates include patches, fixes, upgrades, enhancements,
improvements, or access mode, including without limitation additional capabilities to or otherwise
improve the functionality, increase the speed, efficiency, or base operation of the Software.

VITA
The Virginia Information Technologies Agency, Agency of the Commonwealth of Virginia
pursuant to Chapter 20.1 (§§ 2.2-2005 et seq.) of the Code, or any successor agency.
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J. Web Site
The Internet site operated by Supplier to provide access to the Application, with the Uniform
Resource Locator (URL) specified in the Contract or any successor URL(s)).

2. DESCRIPTION OF LICENSED SERVICES
During the term of this Contract, Supplier hereby agrees to host the Application(s) listed and
described and specified in the Contract on servers owned, operated, housed, and maintained by
Supplier and shall make such Application(s) available to the Supreme Court of Virginia/Office of
Executive Secretary’s designated Application Users through the Internet. Supplier has acquired any
and all license rights in the Application(s) necessary and appropriate for Supplier to provide the
Licensed Services as obligated by the Contract.

Supplier hereby grants to the Supreme Court of Virginia/Office of Executive Secretary and its
Application Users a non-exclusive, transferable, worldwide license to access and use by any method
the Application during the term of the Contract. The license fee for the rights shall be as set forth in
the Pricing Schedule of the Contract and shall apply regardless of access mode.

The Supreme Court of Virginia/Office of Executive Secretary is an agency, as defined by §2.2-2006
and legislative, judicial, and independent agencies of the Commonwealth, board, commission, or
other quasi-political entity of the Commonwealth of Virginia or other body referenced in Title 2.2 of the
Code of Virginia, the license shall be held by the Commonwealth.

Notwithstanding any other provision or other unilateral license terms which may be issued by Supplier
after the Effective Date of the Contract, and irrespective of whether any such provisions have been
proposed prior to or after the issuance of this Contract for Licensed Services, including access to the
Application(s), or the fact that such other agreement may be presented to or its Application Users at
the time of accessing the Application(s) (“click wrap”), the terms and conditions set forth in this
Contract and any amendments or modifications thereto shall supersede and govern licensing and use
of all products and services hereunder.

3. SUPPLIER RESPONSIBILITIES

A. Standard Application Responsibilities
Unless otherwise indicated in the requirements section of the Contract, Supplier shall acquire and
maintain, at no charge to the Supreme Court of Virginia/Office of Executive Secretary, the
hardware and software required to host the Application(s). The hardware and software on which
the Application(s) is hosted will be maintained in good operating condition, consistent with or
exceeding generally accepted industry practices and procedures. In addition:

i). Supplier shall maintain sufficient hardware capacity to satisfy the technical requirements and
the bandwidth and required storage capacity indicated in the requirements section of the
Contract.

ii). Supplier shall be responsible for all telecommunication connections from the server hosting
the Application to the Internet.

iii). Supplier may collect user-specific data only as necessary to provide the Licensed Services
authorized under the Contract. No information regarding the Supreme Court of Virginia/Office of
Executive Secretary or any Application User shall be disclosed, provided, rented or sold to any
third party for any reason unless required by law or regulation or by an order of a court of
competent jurisdiction. This obligation shall extend beyond the term of the Contract.

iv). The Application will be made available to the Supreme Court of Virginia/Office of Executive
Secretary and its designated Application Users twenty-four (24) hours a day, seven (7) days a
week (“Uptime”) less Excusable Downtime. For the purposes of this Contract, “Excusable
Downtime” is defined as that period of time when the Licensed Services are not available to the
Supreme Court of Virginia/Office of Executive Secretary or its Application Users due to scheduled
network, hardware or service maintenance and/or upgrades. Except in cases of emergency, the
Supreme Court of Virginia/Office of Executive Secretary shall be provided a two (2) business day
advance notification of such maintenance and/or upgrade. In cases of emergency, Supplier will
use its best efforts to notify the Supreme Court of Virginia/Office of Executive Secretary of a
planned Downtime as soon as practicable. Maintenance or upgrades are not to exceed thirty-six
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(36) hours in duration in a single month and cannot occur Monday through Friday, between the
hours of 6:00 a.m. and 8:00 p.m. Eastern Time.

v). Excusable Downtime shall not include (i) an electronic hardware failure, (ii) a failure in the
Supplier's Application, (iii) an electric utility failure at Supplier’s facility where the Application is
hosted, or (iv) a network failure up to, but not including, the interconnection point of Supplier’s
network to the public switched telephone network.

vi). Supplier guarantees the Application will be available for use at least ninety-nine point seven
percent (99.7%) of the total time during each month, excluding Excusable Downtime.

vii). If non-Excusable Downtime exceeds the parameters listed above, Supplier will credit to the
Supreme Court of Virginia/Office of Executive Secretary the total recurring fees that would
otherwise be owed by the Supreme Court of Virginia/Office of Executive Secretary under this
Contract during the month of such failure. Such credit will be issued in the month immediately
following the failure.

viii). Supplier shall be required to notify the Supreme Court of Virginia/Office of Executive
Secretary in writing at least sixty (60) days prior to of any planned change(s) or Update(s) to the
Application; its functionality; Content storage/ backup/disaster recovery, including physical
location; security architecture, features or settings; terminations and/or replacement of any
Supplier subcontractor. The planned changes or Updates include any change(s) that would
potentially impact the secure and efficient use of the Application, as understood, and agreed to
between Supplier and the Supreme Court of Virginia/Office of Executive Secretary at Contract
award. The purpose of this notice is to allow sufficient time for Supplier and the Supreme Court of
Virginia/Office of Executive Secretary to discuss any technical/functional considerations and/or
changes that would require action by the Commonwealth.

ix). Supplier is responsible for documenting and maintaining any Customizations made for
operational use of the Application and/or for interoperability use with other systems or
applications used by the Supreme Court of Virginia/Office of Executive Secretary and paid for
solely by the Supreme Court of Virginia/Office of Executive Secretary. The associated technical
data, code, documentation, and other necessary information about such Customizations shall be
provided by Supplier to the Supreme Court of Virginia/Office of Executive Secretary within ten
(10) business days of the Customizations’ operational use. Suppler shall be required to routinely
transfer knowledge regarding the Application and Licensed Services, including Updates and all
material changes, to the Supreme Court of Virginia/Office of Executive Secretary in a reasonable
manner to ensure proper and efficient use of Application and Licensed Services without
degrading performance thereof.

x). Supplier agrees to work with the Supreme Court of Virginia/Office of Executive Secretary to
ensure compliance with any approved security exceptions or other identified gaps or
requirements provided to the Supreme Court of Virginia/Office of Executive Secretary in writing
by VITA.

xi). Supplier shall not use any software, hardware or services which have been prohibited
pursuant to § 2.2-5514 of the Code of Virginia.

xii. In addition, and at no additional cost to the Supreme Court of Virginia/Office of Executive
Secretary, Supplier shall provide access to additional Updates, features, and functionalities of the
Application as are provided by Supplier to other customers of Supplier who require functionality
similar to that of the Application provided to the Supreme Court of Virginia/Office of Executive
Secretary. All such additional features and functionality, where reasonably necessary, shall be
accompanied by updated Documentation, whether in hard copy format or distributed
electronically via email or the Supplier website. Notwithstanding the provisions of this Section and
except as agreed to in writing by the Supreme Court of Virginia/Office of Executive Secretary and
Supplier, nothing in the Contract shall oblige Supplier to undertake any modifications to the
Application, and all such modifications are at Supplier’s sole discretion whether suggested by the
Supreme Court of Virginia/Office of Executive Secretary or another party.
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B. Ancillary Responsibilities
Supplier shall, throughout the term of this Contract, make available such resources, including
Supplier personnel, as are reasonably required to: (i) train designated the Supreme Court of
Virginia/Office of Executive Secretary personnel in the use of the Application; (ii) develop
modifications to the Application as agreed by the Supreme Court of Virginia/Office of Executive
Secretary and Supplier in the Contract or any exhibit hereto or as agreed to by Supplier and the
Supreme Court of Virginia/Office of Executive Secretary; and (iii) otherwise support the
Application as provided under this Contract and any exhibits hereto or as agreed to between
Supplier and the Supreme Court of Virginia/Office of Executive Secretary.

C. Subcontractors
It is understood that Supplier may utilize subcontractors to provide integral components of the
Licensed Services and Application; however, except for those so named at time of Contract
award, Supplier shall not use new or replacement subcontractors to perform or provide integral
components of the Licensed Services or Application during performance of this Contract without
advance written notification to and approval by the Supreme Court of Virginia/Office of Executive
Secretary.

Supplier is responsible for the performance of its subcontractors used in providing any portion of
the Licensed Services or Application. Additionally, Supplier is responsible for its subcontractors’
compliance with the terms and conditions of this Contract.

If any part of this Contract is supported in whole or in part with federal funds, Supplier shall not
subcontract any Services to any subcontractor that is a party excluded from Federal Procurement
and Nonprocurement Programs. In no event shall Supplier subcontract with any subcontractor
which is debarred by the Commonwealth of Virginia, or which owes back taxes to the
Commonwealth and has not made arrangements with the Commonwealth for payment of such
back taxes.

4. THE SUPREME COURT OF VIRGINIA/OFFICE OF EXECUTIVE SECRETARY
RESPONSIBILITIES
Unless otherwise agreed and as applicable, the Supreme Court of Virginia/Office of Executive
Secretary or its Agent, or an Application User, will be responsible for input of Content into Supplier’s
Application and the Supreme Court of Virginia/Office of Executive Secretary or its Agent will be
responsible for keeping said Content current and accurate. Supplier will have no responsibility for
assisting the Supreme Court of Virginia/Office of Executive Secretary in creating, modifying or
inputting the Content, unless specified in this Contract.

If Supplier issues unique USERIDs and passwords to an Application User:

i). The Supreme Court of Virginia/Office of Executive Secretary is responsible for protecting said
passwords and for any authorized and unauthorized use made of the passwords. the Supreme Court
of Virginia/Office of Executive Secretary will fully cooperate with law enforcement authorities in the
detection and prosecution of illegal activity related to unauthorized use of the Licensed Services.

ii). The Supreme Court of Virginia/Office of Executive Secretary shall have the right to add, activate,
change access for, or disable USERIDs at its sole discretion. The Supreme Court of Virginia/Office of
Executive Secretary shall designate administrators who will be authorized to add, activate, change
access for or disable USERIDs.

iii). Upon notification by the Supreme Court of Virginia/Office of Executive Secretary of an Application
User’s disabled access, Supplier shall remove access authorization by said Application User from its
server within one (1) hour of receipt of such notification, ensuring that historical access audit details of
such Application User shall not be deleted or lost. If Supplier fails to make such a removal of access,
the Supreme Court of Virginia/Office of Executive Secretary shall not be held liable for any charges or
damages incurred due to use of the unauthorized USERID.

iv). The Supreme Court of Virginia/Office of Executive Secretary and Application Users of this
Contract agree to notify Supplier of any degradation, potential breach, or breach of the Content and
Application privacy or security as soon as possible after discovery. The Supreme Court of
Virginia/Office of Executive Secretary further agrees to provide Supplier the opportunity to participate
in the investigation of the reported situation.
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5. CONTENT PRIVACY AND SECURITY
Supplier shall provide a secure environment for Content and any hardware and software, including
servers, network and data components provided by Supplier as part of its performance under this
Contract. Supplier shall provide a secure environment for Content and any hardware and software in
accordance with Commonwealth’s security standards located at: https://www.vita.virginia.gov/it-
governance/itrm-policies-standards/ in order to prevent unauthorized access to and use or
modification of, and to protect, the Application and Content. Supplier agrees that all Content of the
Supreme Court of Virginia/Office of Executive Secretary is intended solely for the business of the
Supreme Court of Virginia/Office of Executive Secretary and is considered private data. Therefore,
Supplier shall, at a minimum, implement the following procedures designed to protect the privacy and
security of Content:

a) User identification and access controls designed to limit access to Content to Application Users in
accordance with the principles of least privilege.

b) Supplier shall ensure that all personnel with physical or logical access to Content will receive
industry standard annual security awareness training and all other training as required by Content
owner, Commonwealth security standards, regulation, or law.

c) Supplier shall ensure that the Application and/or Licensed Services are capable of auditing the
following events. Successful and unsuccessful account logon events, account management events,
object access, policy change, privilege functions, process tracking, and system events.

d) Supplier shall ensure that the Application and/or Licensed Services are capable of auditing the
following events, for Web applications. All administrator activity, authentication checks, authorization
checks, data deletions, data access, data changes, and permission changes.

e) Supplier shall ensure that the Application and/or Licensed Services employs automated
mechanisms to centrally review, analyze and correlate audit and log records from multiple
components of the Application and/or Licensed Services to support organizational processes for
investigation, alerting and response to suspicious activities.

f)  Supplier shall ensure that the Application and/or Licensed Services support exporting of log files
to the Commonwealth for review and analysis.

g) Supplier shall ensure that the Application and/or Licensed Services are capable of maintaining all
audit records in accordance with Commonwealth record retention policies found at the following URL:
http://www.lva.virginia.gov/agencies/records/.

h) Provide evidence of a comprehensive continuous monitoring program encompassing all systems
with access to Content.

i) Provide evidence that the Application and/or Licensed Services adhere to a security baseline,
which is based on least functionality.

j)  Supplier shall ensure that all changes to proposed Application and/or Licensed Services are
authorized according to change management policies.

k) Supplier agrees to maintain all metadata associated with any original Content submitted into the
Application and/or Licensed Services by the Supreme Court of Virginia/Office of Executive Secretary
for easy retrieval and access, using secure industry standard protocols, within a predefined period as
specified in the Contract.

[) Supplier agrees to provide a secure method of exporting Content when requested.

m) Supplier shall ensure that the Content exported from the supplier’'s Application or infrastructure is
in an industry standard format that provides for interoperability and portability.
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n) Supplier shall ensure that the Application and/or Licensed Services provides and maintains a
backup of Content that can be recovered in an orderly and timely manner within a predefined
frequency consistent with recovery time and recovery point objectives, as specified in the Contract.

0) Supplier shall ensure that the Application and/or Licensed Services can store a backup of
Content, at least daily, in an off-site “hardened” facility, located within the United States, maintaining
the security of the Content.

p) Implement a contingency plan designed to maintain the access to the Application and/or Licensed
Services and to prevent the unintended destruction or loss of Content. This plan should provide a
predefined frequency, consistent with recovery time and recovery point objectives, as specified in the
Contract, for disaster recovery and archival purposes of Content at a secure facility located within the
United States.

q) Supplier shall partition, in aggregate for this contract, all Content submitted into the Application
and/or Licensed Services by the Supreme Court of Virginia/Office of Executive Secretary in such a
manner that it will not be impacted or forfeited due to E-discovery, search and seizure or other actions
by third parties obtaining or attempting to obtain records, information or Content for reasons or
activities that are not directly related to the business of the Supreme Court of Virginia/Office of
Executive Secretary.

r) Service must support multi-factor authentication for access to any administrative portal and/or any
remote administrative interface.

s) Supplier shall fully cooperate with Commonwealth incident response resources and all required
law enforcement personnel for assistance in the handling and reporting of security incidents.

t) Supplier shall maintain an incident response program that implements incident handling for
security incidents that includes preparation, detection and analysis, containment, eradication, and
recovery processes.

u) Incident response must have the capability to support automated mechanisms for supporting
incident handling processes.

v) Supplier shall provide quarterly summary reports of Intrusion Detection System (IDS) and
Intrusion Prevention System (IPS) events to: enterpriseservices@yvita.virginia.gov

w) Supplier ensures that all Content is removed or destroyed in accordance with and/or exceeding
the requirements of the Commonwealth Data Removal standard located at the following URL:
https://www.vita.virginia.gov/it-governance/itrm-policies-standards/.

x) Supplier shall support physical security measures, including securing all Content on a secure
server, in locked data cabinets within a secure facility located within the United States.

y) Supplier shall ensure that access to facilities housing Content or supporting applications are
restricted to only allow access to Supplier’s personnel and agents who have a need to know in
connection with operation and support of the Application and/or Licensed Services.

z) Supplier shall ensure that notification is sent to the Supreme Court of Virginia/Office of Executive
Secretary in writing thirty (30) days prior to its intention to replace or add any third-party that will be
provided access to Content whether that access is provided by Supplier or Supplier's subcontractors.
The Supreme Court of Virginia/Office of Executive Secretary may reject any additional or new third
parties who may be provided access to Content.

aa) Supplier shall ensure that the Application and/or Licensed Services operating systems,
middleware, applications, and interfaces will be scanned for vulnerabilities every 30 days and
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scanning reports be provided to the Supreme Court of Virginia/Office of Executive Secretary as
required by Commonwealth security standards.

bb) Supplier shall cooperate with the Commonwealth to allow monthly vulnerability scans against all
public-facing interfaces with access to Commonwealth data.

cc) Application and/or Licensed Services must have the capability to set affinity on tiered systems.
Supplier ensures that no one hypervisor can host the application and the data storage.

dd) Supplier shall ensure that all Content is stored, processed and maintained within the United
States at all times.

ee) Supplier shall report the exact geographic location of all Commonwealth data at all times if that
Content is not stored in a Commonwealth facility. Supplier shall provide a report to confirm the exact
geographic location of any Content not stored in a Commonwealth facility every 30 days.

ff) Supplier shall, at all times, remain compliant with the privacy and security requirements mandated
by federal, state and local laws and regulations.

gg) Supplier shall ensure performance of an AICPA SOC-2 (Type 2) audit at least once annually of
the Application’s environment. Upon request from the Supreme Court of Virginia/Office of Executive
Secretary, Supplier shall provide a non-redacted copy of current AICPA SOC-2 (Type 2) audit.
Supplier shall assist the Supreme Court of Virginia/Office of Executive Secretary in obtaining the
current AICPA SOC-2 (Type 2) audit report from any third-party providing services to Supplier, if said
third-party services involve the processing or storage of any Content. The Trust Service Principles
that should be covered in the SOC -2 Type 2 are: Security, Availability, Processing Integrity, Privacy
and Confidentiality.

hh) Supplier understands that the Supreme Court of Virginia/Office of Executive Secretary or a third-
party audit organization is responsible for performing a security audit within 90 days after contract
award to determine control gaps between the supplied audit and the Information Security Standard
(SEC530). If no audit is supplied, a complete security controls audit utilizing SEC530 must be
performed. Failure to do so may result in remedies being levied as provided in the terms and
conditions of the contract.

i) Supplier shall ensure that external connections incorporated into the Application and/or Licensed
Services have appropriate security controls including industry standard intrusion detection and
countermeasures that will detect and terminate any unauthorized activity prior to entering the firewall
maintained by Supplier.

ji) Supplier shall ensure that the Application and/or Licensed Services will utilize industry standard
firewalls regulating all data entering the internal data network from any external source which will
enforce secure connections between internal and external systems and will permit only authorized
data to pass through.

kk) Supplier shall ensure that the Application and/or Licensed Services will use industry standard
encryption techniques to protect Content that is transmitted or stored on behalf of the
Commonwealth. Supplier shall ensure that the Application will provide for the Commonwealth to
maintain exclusive control of all encryption keying material.

Il) Supplier shall ensure that they will apply all security updates to their systems as required by
Commonwealth security standards. For third-party hosted systems, updates should be installed in
compliance with SEC530. Please refer to the following link for the above mentioned Commonwealth
security standard: https://www.vita.virginia.gov/it-governance/itrm-policies-standards/.

mm) Supplier shall ensure that they will utilize industry standard malware protection,
incorporating both signature and non-signature-based detection mechanisms, on all systems with
access to Content.
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nn) Supplier shall ensure that malware protection will be centrally managed and receive regular
automatic updates to malicious code protection mechanisms and data files from the software vendor.

00) Within fifteen (15) business days after the expiration or termination of this Contract, Supplier shall
confirm in writing to the Supreme Court of Virginia/Office of Executive Secretary that all Content has
been removed from all systems where the Content resided during performance of this Contract in a
manner that complies with and/or exceeds the Commonwealth Data Removal standard located at the
following URL: https://www.vita.virginia.gov/it-governance/itrm-policies-standards/. The written
confirmation shall include (i) sufficient detail describing the processes and procedures used in
removing the Content, (ii) information about the locations of where it was removed from within the
Application and storage and other locations, and (ii) the date the removals were performed. All
metadata, in its original form, shall be returned to the Supreme Court of Virginia/Office of Executive

Secretary.

pp) Regular training for Supplier personnel regarding the security and data recovery programs
referenced in this Section.

qq) Regular testing of the systems and procedures outlined in this Section; and

rr) Supplier agrees to provide written notice within 24 hours to the Supreme Court of Virginia/Office
of Executive Secretary of all incidents that threaten or could potentially threaten the security of
the Commonwealth's Content and/or the Supreme Court of Virginia/Office of Executive
Secretary’s use of the Licensed Services. This notice is required to allow the Commonwealth to
commence any necessary internal actions to remediate such incident, which may include a
temporary suspension of use of the Licensed Service by, the Supreme Court of Virginia/Office of
Executive Secretary as directed by the CIO. If a suspension of use becomes necessary, the
Supplier further agrees not to impose any penalty on the Supreme Court of Virginia/Office of
Executive Secretary or the Commonwealth.

ss) Audit controls that record and monitor Application and Licensed Services activity continuously.

tt) Should Supplier fail to perform in compliance with any provision of this Section, the Supreme
Court of Virginia/Office of Executive Secretary may provide Supplier with a written notice to cure.
Supplier shall have fifteen (15) days to cure its noncompliance, or with agreement from the Supreme
Court of Virginia/Office of Executive Secretary and VITA, in its governance role, may request a
reasonable extension for time to cure providing the Supreme Court of Virginia/Office of Executive
Secretary, and a copy to VITA at: enterpriseservices@vita.virginia.gov, with a written plan of action to
cure. If Suppler fails to cure, the Supreme Court of Virginia/Office of Executive Secretary may deem
Supplier in breach and/or default of the Contract and may immediately terminate the Contract, in
whole or in part. Upon such termination, neither the Commonwealth, nor, the Supreme Court of
Virginia/Office of Executive Secretary nor VITA shall have any future liability except the Supreme
Court of Virginia/Office of Executive Secretary will be responsible for deliverables accepted by the
Supreme Court of Virginia/Office of Executive Secretary and Licensed Services rendered to the
Supreme Court of Virginia/Office of Executive Secretary by Supplier. In the event of such termination,
Supplier shall accept return of any deliverable that was not accepted by the Supreme Court of
Virginia/Office of Executive Secretary, and Supplier shall refund any monies paid by the Supreme
Court of Virginia/Office of Executive Secretary for such deliverable and for any unused, remaining
term paid for in advance by the Supreme Court of Virginia/Office of Executive Secretary for the
Licensed Services up to the date of such termination. Supplier agrees that the Supreme Court of
Virginia/Office of Executive Secretary may pursue all remedies provided under law in the event of a
breach or threatened breach of this Section, including reprocurement or transition costs or injunctive
or other equitable relief.
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6. PROPRIETARY RIGHTS

A. Supplier’s Proprietary Rights
Except as otherwise stated herein, the Licensed Services (including without limitation, the
Application and Updates, and Supplier Product, except to the extent that Supplier Product
contains Content) and Documentation are the sole and exclusive property of Supplier and its
licensors. All modifications, enhancements, Updates, and translations of the Licensed Services
shall be deemed a part thereof.

B. The Supreme Court of Virginia/Office of Executive Secretary Requirements and License
Restrictions
Except as otherwise provided in this Contract or as provided by law:

i). The Supreme Court of Virginia/Office of Executive Secretary will use commercially reasonable
efforts to ensure that Application Users comply with all of the terms and conditions hereof;

ii). The Supreme Court of Virginia/Office of Executive Secretary shall not reverse engineer,
decompile, disassemble, or otherwise attempt to derive source code or other trade secrets from
any of the software comprising or in any way making up a part of the Application;

iii). The Supreme Court of Virginia/Office of Executive Secretary shall not directly or indirectly
copy or reproduce all or any part of the Application, whether electronically, mechanically or
otherwise, in any form including, but not limited to, the copying of presentation, style or
organization, without prior written permission from Supplier; provided, however, the Supreme
Court of Virginia/Office of Executive Secretary may reproduce and distribute any Application
output generated from the Supreme Court of Virginia/Office of Executive Secretary Content, and
an Application User may reproduce and distribute any Application output generated pursuant to
the permissions set forth in the Contract;

iv). The Supreme Court of Virginia/Office of Executive Secretary shall not rent, lease, sublicense,
resell for profit, loan, distribute, network or modify the Application or Supplier Product or any
component thereof, provided as part of the Licensed Services, except as otherwise authorized by
Supplier. However, the Supreme Court of Virginia/Office of Executive Secretary may reproduce
and distribute any Application output (e.g., reports) generated by the Supreme Court of
Virginia/Office of Executive Secretary using the Application, and an Application User may
reproduce and distribute any reports or output generated by the Application User using the
Application and pursuant to the permissions in the Contract;

v). The Supreme Court of Virginia/Office of Executive Secretary shall only use the Application and
Supplier Product in the normal course of business, in connection with, and as part of, the
Licensed Services;

vi). The Supreme Court of Virginia/Office of Executive Secretary shall not attempt to gain
unauthorized access to the Application or Licensed Services, other user accounts, computer
systems or networks connected to the Licensed Services;

vii). The Supreme Court of Virginia/Office of Executive Secretary shall not remove, obscure or
alter Supplier’s proprietary notices, disclaimers, trademarks, or other proprietary rights notices of
any kind affixed or contained in the Application or Licensed Services or any written or electronic
report, output or result generated in connection with the Licensed Services;

viii). The Supreme Court of Virginia/Office of Executive Secretary shall take reasonable care not
to, and shall not intentionally or knowingly, use the Application to post, transmit, distribute, store
or destroy any information: (i) in violation of any applicable law, statute, ordinance or regulation;
(ii) in @ manner that shall infringe the intellectual property rights of others; (iii) that is defamatory
or trade libelous, or (iv) that contains any Computer Viruses;

ix). The Supreme Court of Virginia/Office of Executive Secretary shall not use the Application or
Licensed Services for any illegal, obscene, offensive or immoral purpose.

C. Supreme Court of Virginia/Office of Executive Secretary Proprietary Rights
Except as otherwise stated herein and with the exception of any applicable third-party rights,
Content and any Customizations made for the Supreme Court of Virginia/Office of Executive
Secretary’s operation of the Application or for interoperability with other the Supreme Court of
Virginia/Office of Executive Secretary’s systems or applications paid for by the Supreme Court of
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Virginia/Office of Executive Secretary, are and shall remain the sole and exclusive property of the
Supreme Court of Virginia/Office of Executive Secretary, including all applicable rights to patents,
copyrights, trademarks, trade secrets or other proprietary property rights thereto. Additionally, all
right, title and interest in and to any Content or Customizations relating to the Supreme Court of
Virginia/Office of Executive Secretary’s business shall remain the property of the Supreme Court
of Virginia/Office of Executive Secretary, whether or not supplied to Supplier or uploaded into the
Application. Nothing in this Contract shall be construed as conveying any rights or interest in
Content or Customizations to Supplier. Upon termination of the Contract, Supplier agrees to
either provide the Content and Customizations to the Supreme Court of Virginia/Office of
Executive Secretary, or, at the Supreme Court of Virginia/Office of Executive Secretary’s request,
certify in writing that said Content and Customizations in all formats, have been destroyed.

7. CLOUD EXIT ASSISTANCE
Upon execution of this Contract, Supplier and the Supreme Court of Virginia/Office of Executive
Secretary will develop an exit plan (“Exit Plan”) detailing each party’s respective tasks for the orderly
transition and migration of all Content stored by Supplier pursuant to the Contract to the Supreme
Court of Virginia/Office of Executive Secretary’s archive and/or to a system or application maintained
by the Supreme Court of Virginia/Office of Executive Secretary.

At a minimum, the Exit Plan must provide that within 30 days of the expiration or termination of this
Contract for any reason, Supplier shall return all Content in its possession provided to Supplier by the
Supreme Court of Virginia/Office of Executive Secretary and/or its Application Users and stored by
the Application on behalf of the Supreme Court of Virginia/Office of Executive Secretary to the
Supreme Court of Virginia/Office of Executive Secretary in a format accessible without the use of
Supplier’'s Application. Supplier’s failure to do so will constitute a material breach of this Contract and
the Supreme Court of Virginia/Office of Executive Secretary may exercise all available rights and
remedies under law and equity, in addition to any remedies set forth in this Contract.

In addition, at the Supreme Court of Virginia/Office of Executive Secretary’s option, Supplier shall
continue to provide Licensed Services for up to six (6) months after the date of expiration or
termination of the Contract in order to facilitate the Supreme Court of Virginia/Office of Executive
Secretary’s transition to another service model or provider. Supplier shall also provide such
reasonable assistance as may be requested by the Supreme Court of Virginia/Office of Executive
Secretary and agrees such assistance will not be unreasonably withheld. Supplier shall perform such
assistance at the hourly rate or a charge agreed upon by Supplier and the Supreme Court of
Virginia/Office of Executive Secretary. In the event of a termination for breach by Supplier, Supplier
shall provide the transition assistance at no charge or fee to the Supreme Court of Virginia/Office of
Executive Secretary.

8. COMMENCEMENT AND ACCEPTANCE OF LICENSED SERVICES

A. Licensed Services Commencement Date
The Supplier shall begin delivery of Licensed Services on the date requested by the Supreme
Court of Virginia/Office of Executive Secretary and agreed to by the Supplier in the Contract. the
Supreme Court of Virginia/Office of Executive Secretary may delay the Licensed Services
commencement date by notifying the Supplier at least ten (10) days before the scheduled
Licensed Services commencement date.

B. Acceptance
The Application shall be deemed accepted when the Supreme Court of Virginia/Office of
Executive Secretary reasonably determines that the Supreme Court of Virginia/Office of
Executive Secretary and its Application Users can successfully access and use all functionalities
of the Application which Supplier is required to provide to such Users. The Supreme Court of
Virginia/Office of Executive Secretary agrees to complete Acceptance testing as negotiated after
receiving written notice from Supplier of the ability of the Supreme Court of Virginia/Office of
Executive Secretary and its Application Users to access the Application, or within such other
period as set forth in the Contract. Supplier agrees to provide to the Supreme Court of
Virginia/Office of Executive Secretary such assistance and advice as the Supreme Court of
Virginia/Office of Executive Secretary may reasonably require, at no additional cost, during such
Acceptance testing, other than pre-approved travel expenses incurred which will be reimbursable
by the Supreme Court of Virginia/Office of Executive Secretary at the then current per diem
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9.

10.

amounts set forth by the Virginia Department of Accounts and published at:
http://www.doa.virginia.gov/ or a successor URL(s). The Supreme Court of Virginia/Office of
Executive Secretary shall provide to Supplier written notice of Acceptance upon completion of
successful Acceptance testing. Should the Supreme Court of Virginia/Office of Executive
Secretary fail to provide Supplier written notice of successful or unsuccessful Acceptance testing
within five (5) business days following the Acceptance testing period, the Service shall be
deemed Accepted.

C. Cure Period
If during the Acceptance test period, the Supreme Court of Virginia/Office of Executive Secretary
is unable to access the licensed functionalities of the Application, Supplier shall provide the
Supreme Court of Virginia/Office of Executive Secretary with such access, and the Supreme
Court of Virginia/Office of Executive Secretary’s Application Users with their required access,
within seven (7) days of written notice of inability to access, or as otherwise agreed between the
Supreme Court of Virginia/Office of Executive Secretary and Supplier in the Contract. Should
Supplier fail to provide access to the licensed functionalities of the Application, the Supreme
Court of Virginia/Office of Executive Secretary may, in its sole discretion: (i) reject the Application
in its entirety and recover amounts previously paid hereunder; (ii) issue a “partial Acceptance” of
the Application access with an equitable adjustment in the price to account for such deficiency; or
(iii) conditionally accept the applicable Application access while reserving its right to revoke
Acceptance if timely correction is not forthcoming.

If the Supreme Court of Virginia/Office of Executive Secretary and its Application Users are
unable to access the licensed functionalities of the Application after a second set of acceptance
tests, Supplier shall be deemed in default of the Contract. In the event of such default, the
Supreme Court of Virginia/Office of Executive Secretary may, at its sole discretion, terminate the
Contract, in whole or in part, for the Licensed Services to be provided thereunder by Supplier.

RECORDS AND AUDIT

Supplier shall maintain accurate records and other evidence pertaining to the costs and expenses for
all Licensed Services performed/delivered under this Contract in support of its charges invoiced to the
Supreme Court of Virginia/Office of Executive Secretary. The records will be to the extent and in such
detail as will properly reflect all direct and indirect costs associated with the Contract. In addition,
Supplier shall maintain accurate records of the Licensed Services, including but not limited to, the
“Uptime” and “Downtime” as set forth in the Supplier Responsibilities Section. The Supreme Court of
Virginia/Office of Executive Secretary shall have the right, at any reasonable time during regular
business hours after giving reasonable advance notice, to inspect and audit the records applicable to
the Contract. Supplier shall preserve such records for three (3) years after termination/completion of
the Licensed Services agreed to under this Contract.

APPLICATION AND LICENSED SERVICES SUPPORT

At any time during the term of this Contract, Supplier shall provide the following Application Services
(including unlimited telephonic support and all necessary travel and labor) without additional charge
to the Supreme Court of Virginia/Office of Executive Secretary in order to ensure the Supreme Court
of Virginia/Office of Executive Secretary and its Application Users are able to access and use the
Application in accordance with the requirements of the Contract.

A. Coverage
Twenty-four (24) hours per day, seven (7) days a week, Supplier provide to the Supreme Court of
Virginia/Office of Executive Secretary all reasonably necessary telephone or written consultation
requested by the Supreme Court of Virginia/Office of Executive Secretary in connection with use,
problems and operation of the Application.

B. Service Levels

C. Please refer to Attachment 15 Service Level Requirements. Application Evolution
Should Supplier merge or splinter the Application previously provided to the Supreme Court of
Virginia/Office of Executive Secretary, such action on the part of Supplier shall not in any way
result in the Supreme Court of Virginia/Office of Executive Secretary being charged additional
license or support fees in order to access the Application, to enable its Application Users to
access the Application, or to receive enhancements, releases, upgrades or support for the
Application.

Page 11


http://www.doa.virginia.gov/

11. SERVICE LEVELS AND REMEDIES

A. Availability
Supplier’s failure to make the Licensed Services Available to and its Application Users at least
99.7% of the time in any given month during the term of the Contract, excluding scheduled
maintenance or excusable downtime, shall be deemed a service level default (“Service Level
Default”) and the Supreme Court of Virginia/Office of Executive Secretary may obtain the non-
exclusive remedies set forth in Attachment 15, Service Level Agreement. For purposes of this
Contract, “Available” means that the Supreme Court of Virginia/Office of Executive Secretary and
its Application Users are able to access all features and functions of the Application and Licensed
Services required by the Supreme Court of Virginia/Office of Executive Secretary, including but
not limited to the Application and Supplier Product.

In the event the Supreme Court of Virginia/Office of Executive Secretary is eligible for a 100%
Service Level Credit under this Section during any given month of the term the Contract, the
Supreme Court of Virginia/Office of Executive Secretary may terminate the Contract without
penalty upon written notice to Supplier and, in addition to the remedies available under this
Section, receive any additional remedies set forth in the Contract.

Credits shall be applied against the next invoice. In the event a Service Level Default occurs after
the Supreme Court of Virginia/Office of Executive Secretary has given notice of termination
pursuant to the Term and Termination section of this Contract or due to non-appropriation of
funds, or the Supreme Court of Virginia/Office of Executive Secretary has made final payment to
Supplier for the Application and Licensed Services and no further invoices shall issue as a result,
Supplier shall refund to the Supreme Court of Virginia/Office of Executive Secretary the amount
of the appropriate Service Level Credit due for the period of default.

B. Provisioning
Incremental adds, access authorizations, moves or reductions, including disabled access
updates, in the scope of the Licensed Service (e.g., USERIDs), shall be completed within one (1)
business hour of a written request (including e-mail or submission to Supplier’s provisioning
website) from the Supreme Court of Virginia/Office of Executive Secretary’s designated
administrator. In the event that provisioning is not made available within one (1) business hour of
the request, a credit for the incremental amount of the revision shall be applied against the next
invoice for 1/30th of the corresponding pro-rated amount.

C. Reporting Requirements
(i) Monthly Reports:

By the 5t of each calendar month during the term of this Contract, Supplier shall provide the
Supreme Court of Virginia/Office of Executive Secretary with the following written monthly
reports:

(a) Service Level Performance Report - a report that contains information with respect to the
performance of the Application and Licensed Services. Such report, unless otherwise agreed
upon by the parties, shall be in conformity with the reporting Supplier provides to its other
customers utilizing an application and licensed services identical or similar to the Application and
Licensed Services provided to the Supreme Court of Virginia/Office of Executive Secretary.

(b) System/Application Patching Compliance Report — a report that illustrates that the supplier
has installed security relevant software and firmware updates within 30 days of the release of the
updates.

(c) Scanning Reports (OS, Middleware, Applications and Interfaces) Report — a report that
illustrates vulnerability scanning of Cloud Service Providers Operating Systems/infrastructure,
databases and web applications(d) Geographic Locations of Data Being Hosted Report — a report
that illustrates the location of Commonwealth data

(ii) Quarterly Reports:

By the 5™ day of the first month of a calendar quarter, during the term of this Contract, Supplier
shall provide the Virginia Information Technologies Agency (VITA) with the following written
quarterly report
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(a) Summary Report of Intrusion Detection Scans and Intrusion Prevention Scans — a report that
demonstrates that supplier protects Commonwealth data with intrusion monitoring tools from
unauthorized access, modification and deletion.

Supplier shall submit a copy of each report to VITA at: enterpriseservices@yvita.virginia.gov.

Representatives of Supplier and the Supreme Court of Virginia/Office of Executive Secretary, and
VITA at its option, shall meet as often as may be reasonably requested by either party, but no
less often than once each calendar quarter during the term of this Contract, to review Supplier's
performance of Licensed Services and the performance of the Application and to discuss
technical plans, financial matters, system performance, service levels and any other matters
related to the above required reports and to this Contract in general that may be reasonably
requested by either Supplier or the Supreme Court of Virginia/Office of Executive Secretary or
VITA. Supplier shall notify VITA of such meetings by email to:
enterpriseservices@vita.virginia.gov. The Supreme Court of Virginia/Office of the Executive
Secretary or VITA may independently audit the report at its expense no more than two (2) times
annually.

Failure to submit the required reports will place Supplier in breach of Contract and the
Contract may be immediately terminated by the Supreme Court of Virginia/Office of
Executive Secretary or VITA, in its governance role, and the Supplier/Application will be
removed from the Approved Application List.

D. Failure to Meet Service Level Commitments
In the event that such Application fails to meet the Service Levels specified herein, Supplier will:
(i) promptly replace the Application with an Application that conforms to this Contract and such
specifications; (ii) repair the Application, at Supplier’s expense, so that it conforms to this Contract
and such specifications; or (iii) refund to the Supreme Court of Virginia/Office of Executive
Secretary all fees paid for the Application and the Licensed Services after the failure of the
Application to meet the Service Levels. In the event Supplier fails to comply with these remedies,
the Supreme Court of Virginia/Office of Executive Secretary may exercise all available rights and
remedies under law and equity.

12. CYBER SECURITY LIABILITY INSURANCE
In addition to other insurance coverage requirements in the Contract, Supplier shall carry Cyber
Security Liability insurance coverage in the amount of $5,000,000 per occurrence.

13. ESCROW AGREEMENT

A. Application Escrow Agreement
(i) Supplier to provide an Application Escrow Agreement as part of your proposal.

(i) Supplier must provide an executed copy of the Application Escrow Agreement prior to
execution of the contract.

Supplier shall maintain copies of all Application source code and related technical and user
Documentation, in English, in an escrow account, and shall maintain with Escrow Agent the
executed agreement as negotiated between the Supreme Court of Virginia/Office of the Executive
Secretary and the Supplier.

The Supreme Court of Virginia/Office of Executive Secretary acknowledges that, prior to the
Effective Date of this Contract, Supplier delivered to the Supreme Court of Virginia/Office of
Executive Secretary and the Supreme Court of Virginia/Office of Executive Secretary received a
copy of the executed Application Escrow Agreement naming the Commonwealth of Virginia as a
third-party beneficiary. The Supreme Court of Virginia/Office of Executive Secretary has reviewed
Application Escrow Agreement to ensure that such Application Escrow Agreement does not
impose upon the Commonwealth any requirements other than administrative responsibilities
necessary for the operation of the Application Escrow Agreement. If events give rise to a need for
the Escrow Agent to release escrowed materials to the Commonwealth, the Commonwealth’s
sole responsibility shall be to request the release of such materials from the Escrow Agent.
Supplier agrees to notify the Supreme Court of Virginia/Office of Executive Secretary in writing
not less than thirty (30) calendar days prior to termination or any modification of the Application
Escrow Agreement.
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Supplier warrants that the information and materials to be kept in escrow in a media safe
environment for the benefit of the Commonwealth to the Application Escrow Agreement and
include the most current version used by the Supreme Court of Virginia/Office of Executive
Secretary of:

i). the source code for the Application software and all future releases,

ii). identification of the development/support technology stack, including but not limited to, every
software tool, driver, script, app, etc. with versions and details needed to develop, test, support all
phases of the SDLC for all tiers of the Application Software as used in the Supreme Court of
Virginia/Office of Executive Secretary’s solution or operating environment,

iii). all Documentation related thereto as well as all necessary and available information,
proprietary information in English,

iv). technical Documentation must be in English and shall enable the Supreme Court of
Virginia/Office of Executive Secretary or an Agent of the Supreme Court of Virginia/Office of
Executive Secretary to create, maintain and/or enhance the Application Software without the aid
of Supplier or any other person or reference to any other materials, maintenance tools (test
programs and program specifications), or proprietary or third party system utilities (compiler and
assembler descriptions); descriptions of the system/program generation; and descriptions of any
Supplier tools required to enable the Supreme Court of Virginia/Office of Executive Secretary to
continue to use the Application Software, and

v). all Documentation must be provided in unprotected MS Word and other commonly used
formats that can be updated.

Supplier warrants that all items, including future versions, deposited in escrow for the Supreme
Court of Virginia/Office of Executive Secretary shall be verified by the Escrow Agent within 30
days after deposit to validate the completeness, accuracy and functionality of the Supplier’s
escrow deposits. The verification process to be performed by the Escrow Agent for the original
deposit and subsequent deposits shall be detailed in the Application Escrow Agreement and a
detailed report of all tests of such verification shall be submitted in writing to the Supreme Court
of Virginia/Office of Executive Secretary within 10 business days of completion. To perform such
verification, Escrow Agent shall conduct a verification process that includes but is not be limited
to:

i). File List Test - To ensure the deposited items are catalogued and confirm they are readable
and virus free, and if encrypted, that the Escrow Agent has the decryption keys on deposit.

ii). Inventory and Analysis Test — To provide a complete audit and inventory of the deposit
including analysis of deposited media to verify the presence of build instructions, to identify all of
materials necessary to recreate the original development environment and to confirm the
presence of all build instructions, file classification tables, database schema and listings.

iii). Compile Test — To validate whether the development environment can be recreated from the
deposited documentation and files; to identify third-party libraries, to recreate the Supplier’s
development environment; to compile source files and modules, to recreate executable code and
to prepare a complete list of any hardware or software configurations.

iv). Binary Comparison Test — To test the functionality of the complied deposit materials by
comparing the files built in compile testing to the licensed, executable file running at the Supreme
Court of Virginia/Office of Executive Secretary’s site.

v). Full Usability Test — To confirm the source code placed in escrow will be fully functional in the
event of a release and to perform a relevant series of tests to ensure that replicated software runs
properly in the required the Supreme Court of Virginia/Office of Executive Secretary’s
environment.

vi). Final Operability Test — To perform a final demonstration of the functioning software.

vii). Fault Remedy — To collaborate with Supplier on fixing any faults discovered during the
testing, to obtain corrected escrow items and to re-perform any verification tests as necessary
until all tests are successful, with written detailed reports to the Supreme Court of Virginia/Office
of Executive Secretary.
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Supplier warrants that the Application Escrow Agreement provide or shall provide for, among
other items, the release of the list of items in the Application Escrow Agreement which could
occur upon the happening of certain events, including, but not limited to, Supplier’s failure to carry
out its support and maintenance obligations imposed by this Contract for a period of sixty (60)
days, Supplier’s breach or default under this Contract, Supplier's bankruptcy and/or Supplier’s
failure to continue to do business in the ordinary course. Supplier agrees to pay all expenses
associated with establishing and maintaining the escrow accounts and the contents mentioned
above.

Subject to the information and materials in such Application Escrow Agreement being released to
the Commonwealth pursuant to the terms of the Application Escrow Agreement, which is an
agreement supplementary hereto, Supplier hereby grants to the Commonwealth a royalty-free,
perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a
complete and accurate copy of then-current source code for the Application licensed hereunder,
along with all related documentation. .

Subject to the information and materials listed in such Application Escrow Agreement being
released to the Supreme Court of Virginia/Office of Executive Secretary, Supplier hereby grants
to the Supreme Court of Virginia/Office of Executive Secretary a royalty-free, perpetual,
irrevocable license, that permits disclosure to a third party support-vendor of a complete and
accurate copy of then-current source code for the Application licensed to the Supreme Court of
Virginia/Office of Executive Secretary, along with all related documentation.

Content Escrow Agreement

(i) The Supplier's Content Escrow Agreement to be provided as part of Supplier’s proposal.; (ii)
Supplier must also provide an executed copy of the escrow agreement prior to execution of the
Contract ; (iii) VITA ECOS and Security require content escrow, and any redline to remove this
requirement must be discussed with them; (iv) Change references C-2 to C-1 below if no
Application Escrow provision is used in the above subsection.]]

Supplier shall maintain, in a separate escrow account for the Supreme Court of Virginia/Office of
Executive Secretary, copies of all Content provided by or to the Supreme Court of Virginia/Office
of Executive Secretary in an agreed upon industry standard portable format accessible without
use of Supplier’s Application. An executed agreement for providing for any such Content Escrow
Agreement is attached hereto as Exhibit C-2 (Content Escrow Agreement).

The Supreme Court of Virginia/Office of Executive Secretary acknowledges that, prior to the
Effective Date of this Contract, Supplier delivered to the Supreme Court of Virginia/Office of
Executive Secretary and the Supreme Court of Virginia/Office of Executive Secretary received a
copy of the executed Content Escrow Agreement naming the Commonwealth of Virginia as a
third-party beneficiary. The Supreme Court of Virginia/Office of Executive Secretary has reviewed
the Content Escrow Agreement to ensure that such Content Escrow Agreement does not impose
upon the Commonwealth any requirements other than administrative responsibilities necessary
for the operation of the Content Escrow Agreement. If events give rise to a need for the Escrow
Agent to release escrowed materials to the Commonwealth, the Commonwealth’s sole
responsibility shall be to request the release of such materials from the Escrow Agent. Supplier
agrees to notify the Supreme Court of Virginia/Office of Executive Secretary in writing not less
than thirty (30) calendar days prior to termination or any modification of the Content Escrow
Agreement.

Supplier warrants that the information and materials to be kept in escrow in a media safe
environment for the benefit of the Supreme Court of Virginia/Office of Executive Secretary
pursuant to a Content Escrow Agreement shall be specifically identified and listed in in such
Content Escrow Agreement and include a monthly back up of the Content repository for the
Supreme Court of Virginia/Office of Executive Secretary.

Supplier warrants that the Content Escrow Agreements provide or shall provide for, among other
items, the release of the list of items in each Content Escrow Agreement which could occur upon
the happening of certain events, including, but not limited to, Supplier’s failure to carry out its
support and maintenance obligations imposed by this Contract for a period of sixty (60) days,
Supplier’s breach or default under this Contract, Supplier’'s bankruptcy and/or Supplier’s failure to
continue to do business in the ordinary course. Any Content Escrow Agreement shall also provide
for the release of the escrowed items in the event the Supreme Court of Virginia/Office of
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Executive Secretary’s Content is destroyed, lost, or damaged or following the termination or
expiration of the Supreme Court of Virginia/Office of Executive Secretary’s Contract or purchase
order for Licensed Services. Supplier agrees to pay all expenses associated with establishing and
maintaining the escrow accounts and the contents mentioned above.

14. CLOUD SERVICES WARRANTY
Supplier warrants and represents to the Supreme Court of Virginia/Office of Executive Secretary that
Supplier will fulfill its contractual obligations and meet all needed requirements as described in the
Contract as follows:

A. Licensed Services, Application and Documentation
Supplier warrants the following with respect to the Licensed Services and the Application:

i). The Application is pursuant to this Request for Proposal (“RFP”), and therefore such
Application shall be fit for the particular purposes specified by the Supreme Court of
Virginia/Office of Executive Secretary in the RFP and in the Contract. Supplier is possessed of
superior knowledge with respect to the Application and is aware that the Supreme Court of
Virginia/Office of Executive Secretary is relying on Supplier's skill and judgment in providing the
Licensed Services, including the Application.

ii). Supplier represents and warrants (i) that it shall perform the Licensed Services in conformity to
the specifications set forth in the requirements of this Contract in a professional and workmanlike
manner and (ii) that the Licensed Services shall not infringe any third-party proprietary rights
including (without limitation) any trademark, trade name, trade secret, copyright, moral rights,
patents or similar intellectual property rights.

iii). Supplier warrants that the Application and Licensed Services will conform in all material
respects to the requirements set forth in this Contract. Supplier warrants that the Application and
Licensed Services will conform to the applicable specifications and documentation, not including
any post-Acceptance modifications or alterations to the documentation which represent a material
diminishment of the functionality of the Application, Licensed Services or Supplier Product.
Supplier also warrants that such Application and Licensed Services are compatible with and will
operate successfully when used on the equipment in accordance with the documentation and all
of the terms and conditions hereof.

iv). The Application provided hereunder is at the current release level unless the Supreme Court
of Virginia/Office of Executive Secretary has specified an older version in the Contract;

v). No corrections, work arounds or future Application releases provided by Supplier shall
degrade the Application, cause any other warranty to be breached, or require the Supreme Court
of Virginia/Office of Executive Secretary to acquire additional hardware equipment, software, or
licensed services;

vi). Supplier warrants that all post-Acceptance Updates, changes, alterations or modifications to
the Application, Licensed Services and documentation by Supplier will be compatible with and will
not materially diminish the features or functionality of the Application, Licensed Services and/or
Supplier Product when used on the equipment in accordance with the documentation and all of
the terms and conditions hereof.

vii). Supplier warrants that the Documentation and all modifications or amendments thereto which
Supplier is required to provide under this Contract shall be sufficient in detail and content to allow
a user to understand and utilize fully the Application without reference to any other materials or
information.

B. Privacy and Security
Supplier warrants that Supplier and its employees, subcontractors, partners and third-party
providers have taken all necessary and reasonable measures to ensure that the Application,
Licensed Services, Supplier Product, and any related deliverables do not include any degradation
or known security vulnerabilities. Supplier agrees to notify the Supreme Court of Virginia/Office of
Executive Secretary of any occurrence of such as soon as possible after discovery and provide
the Supreme Court of Virginia/Office of Executive Secretary with fixes or upgrades for security
vulnerabilities within 90 days of discovery.
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C. Operating System and Software Supportability
Supplier warrants that Supplier and its employees, subcontractors, partners and third party
providers have taken all necessary and reasonable measures to ensure that the Application,
Licensed Services, Supplier Product, and any deliverables do not have dependencies on other
operating systems or software that are no longer supported by Supplier, or its Subcontractors,
partners and third-party providers.

D. Access to Product and Passwords
Supplier warrants that the Application and Licensed Services do not contain disabling code or any
program device or other undisclosed feature, including but not limited to, viruses, worms, trojan
horses, or other code which is designed to permit unauthorized access, delete, disable,
deactivate, interfere with or otherwise harm the Application, Licensed Services or the hardware or
software of the Supreme Court of Virginia/Office of Executive Secretary or its Application Users.
In addition, Supplier warrants that the Supreme Court of Virginia/Office of Executive Secretary
and its Application Users will be provided commercially reasonable uninterrupted access to the
Application. Supplier also warrants that it will not cancel or otherwise terminate access to the
Application by disabling passwords, keys or tokens that enable continuous use of the Application
by the Supreme Court of Virginia/Office of Executive Secretary and its Application Users during
the term of this Contract. Supplier further warrants that the Application and Licensed Services are
compatible with and will operate successfully on the equipment.

15. ACCEPTABLE USE POLICY (IF APPLICABLE)
the Supreme Court of Virginia/Office of Executive Secretary agrees to abide by Supplier's Acceptable
Use Policy (“AUP”), as amended by the parties hereby and incorporated in the Contract. Because
certain standard clauses that may appear in, or be incorporated by reference into, Supplier’s standard
AUP cannot be accepted by the Supreme Court of Virginia/Office of Executive Secretary, and in
consideration of the convenience of using that form, and this form, without the necessity of
specifically negotiating a separate contract document, the parties hereto specifically agree that:

i. In the event of a conflict between this Contract and the AUP, the Contract shall control;

ii. In the event of a material, unilateral revision to the AUP by Supplier that substantially impairs the
ability of the Supreme Court of Virginia/Office of Executive Secretary from its lawful use of the
Service, the Supreme Court of Virginia/Office of Executive Secretary shall have the option to;

a. request that the revision be rescinded;

b. request that the revision be waived as to the Supreme Court of Virginia/Office of Executive
Secretary receiving Services under this Agreement;

If Supplier fails to a grant a request by the Supreme Court of Virginia/Office of Executive Secretary
per a. or b. above, within 30 days of receiving the request, then may, at its option, terminate this
Contract, in whole or in part, without termination liability;
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ATTACHMENT 11: CERTIFICATION REGARDING LOBBYING

The undersigned certifies, to the best of his or her knowledge and belief, that:

i). No Federal appropriated funds have been paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence an
officer or employee or an agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal Contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any Federal Contract, grant, loan, or
cooperative agreement.

i). If any funds other than Federal appropriated funds have been paid or will
be paid to any person for influencing or attempting to influence an officer
or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in
connection with this Federal Contract, grant, loan, or cooperative
agreement, the undersigned shall complete and submit standard Form-
LLL, "Disclosure Form to Report Lobbying," in accordance with its
instructions.

ii). The undersigned shall require that the language of this certification be
included in the award documents for all sub awards at all tiers (including
subcontracts, sub grants, and Contracts under grants, loans and
cooperative agreements) and that all sub recipients shall certify and
disclose accordingly.

This certification is a material representation of fact upon which reliance was placed
when this transaction was made or entered into. Submission of this certification is
a prerequisite for making or entering into this transaction imposed by Section 1352,
title 31, U.S. Code. Any person who fails to file the required certification shall be
subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Signature:

Printed Name:

Organization:

Date:
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Attachment A tor Standard Fo

Work Request # | RITIMXXXXXXX | Date |
Notes & Col

Please ensure every section in this document is fully completed and you do not simply rej
enough information provided to ensure that VITA is able to determine how the security o

Please complete the below fields for agency name, supplier name and requested Cloud se

Requesting Agency Supplier Name Supplier Product/Service Name

Note:

1. An answer of 'Yes' to all questions or answering 'No' to any of the questions in the asse
automatic disqualification. Each response will be assessed and reviewed.

2. This assessment does not address all of the requirements outlined in the "Hosted Envir
agency and supplier requirements. This assessment addresses supplier specific requireme
3. As this is just an assessment, all Vendors still need to comply with all applicable Commc
http://www.vita.virginia.gov/library/default.aspx?id=537

4. Supplier: When responding to questions contained within this questionnaire you must
applicable section of the supporting policies and procedures to support your responses w

Agency & Supplier: Please acknowledge by entering the authorized name(s) below and ct
applicable security standards.

Agency Authorized Contact: Date

Supplier Authorized POC: Date

Identify the data or other materials to be protected and state the reasons why prot

NOTE: FAILURE TO INVOKE THE PROTECTIONS OF §2.2-4342 (F) WILL RESULT I
TO OTHER OFFERORS AND THE PUBLIC IN ACCORDANCE WITH THE VIRGINIA PUE
INFORMATION ACT (FOIA).



rm 1-003: ECOS Assessment

mments

sly with Yes, No, or Not Applicable (NA) response. It is expected that there will be
bjective is being met. This will help assist with streamlining the process.

srvice/product name.

Approved PGR#

ssment does not automatically constitute an approval, nor will the latter constitute

onment Information Security Standard", as the security standard contains both
nts that typically raise concerns from the Vendor and/or VITA.
nwealth Security Standards located at

submit copies of the supporting policies or procedures or screen grabs of the
here applicable.

irrent date that you have read and understand the above 'Note' and all of the

ection is necessary below:

N THIS ECOS ASSESSMENT QUESTIONNAIRE BEING SUBJECT TO RELEASE
3LIC PROCUREMENT ACT (VPPA) AND THE VIRGINIA FREEDOM OF




VIRGINIA

IT AGENCY

SEC 525 Mapping Document for

W

Saa$ Control Group

Cloud Classification &

525 CID

Mapping

Control Specification

Ensures appropriate information security
guards are established.

Assessment Question

Is the cloud solution you are proposing a
Software as a Service, Platform as a Service, or

RITMxxxxxXX
Assessment Response
Yes No N/A Explanation of response

Number

Configuration Ccc-1 |Ccc-1.0 EC-1 Infrastructure as a Service Delivery Model
Establishing, monitoring, and operating IT Are you offering Public, Private or government
Cloud Classification & systems in a manner consistent with COV cloud? Please describe the solution support
Configuration €cc-2 |ccc-2 EC-2 |information Security policies and standards |model.
Develops, documents, and disseminates to |Does the provider have access control policies
all organization personnel, contractors, and |and procedures that are reviewed and/or
Access Control: Policies & ACP-1 |ACP-11 AC-1 |service providers with a responsibility to updated at least annually or required due to
Procedures implement access controls: environmental changes?
(Please provide supporting artifact)
User access policies and procedures shall be |Does the solution have the capability to identify
established, and supporting business and select the following types of accounts:
processes and technical measures Individual, group, System, Service, Application,
implemented, for restricting user access as  |Guest/anonymous and temporary?
ACP-2.1 per defined segregation of duties to address
business risks associated with a user-role Does the provider have the capability to
conflict of interest. segment and identify administrative accounts by
ACP-2.2 tenant?
Are controls in place to prevent unauthorized
access to your application, program or object
source code, and assure it is restricted to
authorized personnel only?
ACP-2.3
Does provider document how access to tenant
ACP-2.4 data is granted and approved?
Is timely deprovisioning, revocation or
modification of user access to the organizations
systems, information assets and data
implemented upon any change in status of
employees, contractors, customers, business
partners or involved third parties?
ACP-2.5

ACP-2.6

Do you provide tenants with documentation on
how segregation of duties within proposed cloud
service offering are maintained? Please provide
copy of procedure(s)




ACCess Lontrol - Account

ACP-2 AC-2 Control Enhancements for Sensitive Systems [Does the provider or solution automatically
WAERE e Removal of Temporary/Emergency terminate temporary and emergency accounts
Accounts. after a predetermined period which is not to
exceed 30-days in accordance with sensitivity
and risk? Please provide copy of procedure(s)
ACP-2.7
Do you provide open encryption methodologies
(3.4ES, AES, etc.) to tenants in order for them to
protect their data if it is required to move
through public networks (e.g., the Internet)?
Do you require at least annual certification of
entitlements for all system users and
administrators (exclusive of users maintained by
your tenants)?
If users are found to have inappropriate
entitlements, are all remediation and
certification actions recorded/documented?
If different actions are taken for Admin and User
Accounts, please provide information on both.
Disable Inactive Accounts Does the provider or solution automatically
disable inactive accounts after 90 consecutive
ACP-2.8 days of non-use?
Inactivity logout Does the solution logout users automatically
when the session inactivity time has exceeded
ACP-2.9 30 minutes?
The information system enforces approved |Are policies and procedures established for
authorizations for logical access to labeling, handling and the security of data and
Access Control - Access X K X . i
Enforcement ACP-3 [ACP-3.1 AC-3 [information and system resources in objects that contain data?
accordance with applicable access control
policies.
User access policies and procedures shall be |Are controls in place to prevent unauthorized
established, and supporting business access to your application, program or object
processes and technical measures source code, and assure it is restricted to
implemented, for restricting user access as |authorized personnel only? Provide
per defined segregation of duties to address |documentation on controls in place to prevent
Access Control Separation of ACP-4  |AcP-a1 AC.5 |business risks associated with a user-role  |unauthorized access.

Duties conflict of interest. Are controls in place to prevent unauthorized
access to tenant application, program or object
source code, and assure it is restricted to
authorized personnel only? Provide
documentation on controls in place to prevent
unauthorized access.

The organization employs the principle of Do you document how you grant and approve
ACP-5.1 least privilege, allowing only authorized access to tenant data? Please procedure for

accesses for users (or processes acting on

doing this.




behalf of users) which are necessary to Do you have a method of aligning provider and
accomplish assigned tasks in accordance tenant data classification methodologies for
Access Control - Least Privilege ACP-5 ACP-5.2 AC-6 [with organizational missions and business access control purposes?
functions.
Will you share user entitlement remediation and
ACP-5.3 certification reports with your tenants, if
inappropriate access may have been allowed to
tenant data?
Enforces a limit of 3 consecutive invalid Do you allow tenants/customers to define
ACP-6.1 logon attempts by a user during a 15 minute |password and account lockout policies for their
period; accounts? Provide system password
requirements and policies.
Automatically locks the account/node fora Do you support password (minimum length, age,
Access Control - Unsuccessful mini‘mum of a 30 minute period when the history, complexity) and account .Iockout‘
Logon Attempts ACP-6 |ACP-6.2 AC-7  [maximum number of unsuccessful attempts |(lockout threshold, lockout duration) policy
is exceeded. enforcement? Please provide policies for both
standard and admin accounts.
Password Policy must meet or exceed Do you support tenant defined password
ACP-6.3 current password policy defined in SEC 501. |complexity policies? Specify your password
length and complexity requirements in the notes
field

Employment agreements shall incorporate
provisions and/or terms for adherence to
established information governance and
security policies and must be signed by
newly hired or on-boarded workforce
personnel (e.g., full or part-time employee or
contingent staff) prior to granting workforce
personnel user access to corporate facilities,
resources, and assets.

AT-1
AT-2
AT-2-COV
AT-3
AT-4

Awareness and Training - Policy

ATP-1
and Procedures

Do you specifically train your employees
regarding their specific role and the information
security controls they must fulfill?

(Please provide supporting artifact)

Do you document employee acknowledgment of
training they have completed?

Are all personnel required to sign NDA or
Confidentiality Agreements as a condition of
employment to protect customer/tenant
information?

Is successful and timely completion of the
training program considered a prerequisite for
acquiring and maintaining access to sensitive
systems?

Are personnel trained and provided with
customer defined awareness programs at least
once a year?

Audit plans shall be developed and
maintained to address business process
disruptions. Auditing plans shall focus on
reviewing the effectiveness of the
implementation of security operations. All
audit activities must be agreed upon prior to
executing any audits.

Do you produce audit assertions using a
structured, industry accepted format (e.g., Cloud
Audit/A6 URI Ontology, Cloud Trust,
SCAP/CYBEX, GRC XML, ISACA's Cloud
Computing Management Audit/Assurance
Program, etc.)?

(Please provide supporting artifact)

Are your audits performed at least annually? if
no, please describe in the comments section.




Independent reviews and assessments shall
be performed at least annually to ensure
that the organization addresses
nonconformities of established policies,
standards, procedures, and compliance
obligations.

Audit and Control -Audit and
Accountability

Do you allow tenants to view your SOC2/ISO
27001 or similar third-party audit or certification
reports?

Do you conduct network penetration tests of
your cloud service infrastructure regularly as
prescribed by industry best practices and
guidance?

Do you conduct application penetration tests of
your cloud infrastructure regularly as prescribed
by industry best practices and guidance?

Are the results of the penetration tests available
to tenants at their request?

Are the results of internal and external audits
available to tenants at their request?

An event is any observable occurrence in an
organizational information system.
Organizations identify audit events as those
events which are significant and relevant to
the security of information systems and the
environments in which those systems
operate in order to meet specific and
ongoing audit needs.

Audit and Control:

Is the solution capable of auditing the following
events? Successful and unsuccessful account
logon events, account management events,
object access, policy change, privilege functions,
process tracking, and system events.

Audit Events

Audit events on Web Applications

Is the solution capable of auditing the following
events, for Web applications? All administrator
activity, authentication checks, authorization
checks, data deletions, data access, data
changes, and permission changes.

Audit Review, Analysis, and Reporting

Audit and Control:
Audit Review, Analysis, and
Reporting

AUC-3.1

Is the solution capable of automated
mechanisms to centrally review, analyze and
correlate audit and log records from multiple
components of the solution to support
organizational processes for investigation,
alerting and response to suspicious activities? is
the information available to your tenants?

Audit and Control: AUC-A.1

Is the solution capable of maintaining all audit
records in accordance with commonwealth
record retention policies found at the following
URL?
http://www.lva.virginia.gov/agencies/records/

Risk assessments associated with data
governance requirements shall be conducted
at planned intervals and shall consider the
following:

e Awareness of where sensitive data is
stored and transmitted across applications,

Do you provide security control health data in
order to allow tenants to implement industry
standard Continuous Monitoring (which allows
continual tenant validation of your physical and
logical control status)?




CA-1 |oatapases, servers, and network
Control Asse.ssrr?ent and CAA-1 CA-3 |infrastructure
Authorization CA-7 | * Compliance with defined retention

periods and end-of-life disposal
requirements

e Data classification and protection from
unauthorized use, access, loss, destruction,
and falsification

CAA-1.2

Do you conduct risk assessments associated with
data governance requirements at least once a
year?

Organization shall follow a defined quality
change control and testing process (e.g., ITIL
Service Management) with established
baselines, testing, and release standards
which focus on system availability,
confidentiality, and integrity of systems and
services

Do you provide your tenants with
documentation that describes your quality
assurance process?

(Please provide supporting artifact)

Is documentation describing known issues with
certain products/services available?

Are there policies and procedures in place to
triage and remedy reported bugs and security
vulnerabilities for product and service offerings?
Are tenants provided with documentation on
remedied issues?

Are mechanisms in place to ensure that all
debugging and test code elements are removed
from released software versions? Are there
technical controls in place to prevent?

The organization develops, documents, and
maintains under configuration control, a
current baseline configuration of the
information system.

Do you have a capability to continuously monitor
and report the compliance of your infrastructure
against your information security baselines?

Do you have controls in place to restrict and
monitor the installation of unauthorized
software onto your systems?

Can you provide evidence that the proposed
solution adheres to a security baseline, which is
based on least functionality?

Are all changes to proposed solution authorized
according to change management policies?

A consistent unified framework for business
continuity planning and plan development
shall be established, documented, and
adopted to ensure all business continuity
plans are consistent in addressing priorities
for testing, maintenance, and information

Do you provide tenants with geographically
resilient hosting options?
(Please provide locations)

Do you provide tenants with infrastructure
service failover capability to other providers?




security requirements. Requirements for
business continuity plans include the
following:

¢ Defined purpose and scope, aligned with
relevant dependencies

¢ Accessible to and understood by those
who will use them

¢ Owned by a named person(s) who is
responsible for their review, update, and
approval

¢ Defined lines of communication, roles,
and responsibilities

¢ Detailed recovery procedures, manual
work-around, and reference information
¢ Method for plan invocation

CP-2
CP4
CP-6
CP-7
CP-9
CP-9-COV
CP-10
SA-9-COV

Contingency Planning -
Information System backup

Are business continuity plans subject to test at
planned intervals or upon significant
organizational or environmental changes to
ensure continuing effectiveness?

Can the solution provide and maintain a backup
of commonwealth data that can be recovered in
an orderly and timely manner within a
predefined frequency consistent with recovery
time and recovery point objectives?

Can the solution store a backup of
commonwealth data, at least daily, in an off-site
“hardened” facility, located within the
continental United States, maintaining the
security of commonwealth data?

Can the solution partition, in aggregate for this
proposal, all commonwealth data submitted into
the solution by the data owner in such a manner
that it will not be impacted or forfeited due to E-
discovery, search and seizure or other actions by
third parties obtaining or attempting to obtain
records, information or commonwealth data for
reasons or activities that are not directly related
to the business of the data owner?

Vendor should have An identification and
authentication policy that addresses
purpose, scope, roles, responsibilities,
management commitment, coordination
among organizational entities, and
compliance

Identification and Authentication;

- IDA-1
Organizational Users

Does your management provision the
authorization and restrictions for user access
(e.g., employees, contractors, customers
(tenants), business partners and/or suppliers)
prior to their access to data and any owned or
managed (physical and virtual) applications,
infrastructure systems and network
components?

(Please provide supporting artifact)

Procedures to facilitate the implementation
of the identification and authentication
policy and associated identification and
authentication controls

Do you require at least annual updates and
reviews of your access policies for all system
users and administrators (exclusive of users
maintained by your tenants)?

Internal agency or customer (tenant) user
account credentials shall be restricted as per
the following, ensuring appropriate identity,
entitlement, and access management and in
accordance with established policies and
procedures:

o |dentity trust verification and service-to-

Do you support use of, or integration with,
existing customer-based Single Sign On (SSO)
solutions to your service?

Do you support identity federation standards
(SAML, SPML, WS-Federation, etc.) as a means of|
authenticating/authorizing users?




service application (API) and information
processing interoperability (e.g., SSO and
Federation)

¢ Account credential lifecycle management
from instantiation through revocation

¢ Account credential and/or identity store
minimization or re-use when feasible

» Adherence to industry acceptable and/or
regulatory compliant authentication,
authorization, and accounting (AAA) rules
(e.g., strong/multi-factor, expireable, non-
shared authentication secrets)

Identification and Authentication;
Authenticator Management

DAy DA-14

Do you have an identity management system
(enabling classification of data for a tenant) in
place to enable both role-based and context-

based entitlement to data?

Do you provide tenants with strong (multifactor)
authentication options (digital certs, tokens,
biometrics, etc.) for user access?

Do you allow tenants to use third-party identity
assurance services?

Do you support password (minimum length, age,
history, complexity) and account lockout
(lockout threshold, lockout duration) policy
enforcement?

Do you support the ability to force password
changes upon first logon?

Do you have mechanisms in place for unlocking
accounts that have been locked out (e.g., self-
service via email, defined challenge questions,
manual unlock)?

Identify immediate mitigation procedures,
including specific instructions, based on
information security incident categorization
level, on whether or not to shut down or
disconnect affected IT systems.

Establish procedures for information security
incident investigation, preservation of
evidence, and forensic analysis.

Do you have a documented security incident
response plan?
(Please provide supporting artifact)

Do you integrate customized tenant
requirements into your security incident
response plans?

Do you publish a roles and responsibilities
document specifying what you vs. your tenants
are responsible for during security incidents?

Have you tested your security incident response
plans in the last year?

The organization tracks and documents
information system security incidents.

Incident Response

Do you monitor and quantify the types, volumes
and impacts on all information security
incidents?

Will you share statistical information for security
incident data with your tenants upon request?

Requires personnel to report suspected
security incidents to the organizational
incident response capability within 24 hours
from when the agency discovered or should
have discovered their occurrence; and
Reports security incident information to
designated authorities.

Do you have a defined and documented incident
notification process for reporting suspected
security incidents within 24 hours?

Does your security information and event
management (SIEM) system merge data sources
(app logs, firewall logs, IDS logs, physical access
logs, etc.) for granular analysis and alerting?

Do you maintain liaisons and points of contact
with local authorities in accordance with
contracts and appropriate regulations?




System Maintenance Policy and

Procedures

MA-5

MA-5.1

Do you enforce and attest to tenant data
separation when producing data in response to
legal subpoenas?

Establishes a process for maintenance
personnel authorization and maintains a list
of authorized maintenance organizations or
personnel.

Do you have a documented process for
maintenance personnel?
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VISV publish a maintenance personnel policy

that requires all system/service
maintenance and support be
performed by United States citizens or
individuals with a valid H1B visa.

Can you attest to the fact that system/service
maintenance and support will be performed by
United States citizens or individuals with a valid
H1B visa?

Policies and procedures shall be established
with supporting business processes and

Do you support secure deletion (e.g.,
degaussing/cryptographic wiping) of archived

CA_Q.CrN\/-

MPP-1.1 technical measures implemented for the and backed-up data as determined by the
Media Protection Policy and Mp-g |secure disposal and complete removal of tenant?
P.FOCEdf“_'951. MPP-1 MPp-6-cov |data from all storage media, ensuring data is [0 e
Media Sanitization not recoverable by any computer forensic requirements as outlined in the current Removal
MPP-1.2 means. of Commonwealth Data from Electronic Media
Standard (SEC514-04)?
The organization authorizes physical access [Can you provide a published procedure for
. X to the facility where the information system [exiting the service arrangement, including
Physical and Environmental PE-2(1) |resides based on position or role. assurance to sanitize all computing resources of
Protection: Physical Access PEP-1 PEP-1.1 .
Authorizations PE-2(3) tenz?mt data once a customer has exited your
environment or has vacated a resource?
Ingress and egress points such as service Do you restrict physical access to information
areas and other points where unauthorized [assets and functions by users and support
PEP-2.1 personnel may enter the premises shall be |personnel?
Physical and Environmental monitored, controlled and, if possible,
PreiEsien: PEP-2 PE-3 isolated from data storage and processing
Physical Access Control facilities to prevent unauthorized data Are ingress and egress points, such as service
corruption, compromise, and loss. areas and other points where unauthorized
PEP-2.2 personnel may enter the premises, monitored,
controlled and isolated from data storage and
process?
All information system components and Do you allow tenants to define acceptable
services remain within the continental geographical locations for data routing or
PEP-3.1 United States. resource instantiation?
Can you attest to the fact that commonwealth
All physical components associated with an [data will remain within the continental United
information system or service classified as  |States?
sensitive with respect to confidentiality or  |Can you provide the physical geographical
PEP-3.2 integrity must be housed within the same location of the storage in advance for a tenants
storage location dedicated for the exclusive |data?
use of the organization and are clearly Can you provide the physical geographical
Physical and Environmental PEP-3.3 PE;\? marked. location of a tenants data upon request?
Protection: PEP-3
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£Acn Nypervisor can only Nost one ter or tne
application architecture and no hypervisor
may host the application interface and the
data storage component for any information

Physical Location

PEP-3.4

Can you ensure that data does not migrate
beyond 